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Abstract
The world has gone virtually wireless in all arkana of human endavour. There is need to give student s strong
backgrounds in wireless technologythe essence of this article is to lay the foundation to achieve this objective

1.1 Introductions

Computers were originally intended to be independent
data processing machines, but further development have
added a dimension to this function to include
communication between two or more computers that
span from a small geographical area to cities, countries
and continents. To effect this communication, there must
be a medium, a means, or a method to use
[5].Communication can be achieved over a wired medium
or wireless medium. It is important however to note that
recent advances in computing technology have had a
profound development and influence on wireless
communication and its associated medium and
components.

In the electromagnetic spectrum, radio frequency (and
microwave/very short radio waves) occupies a central and
all important medium for wireless communication. Radio
frequency signals do not exist in vacuum, they cannot
function alone. There are many components that work in
association with the radio frequency signal to make
wireless communication feasible and as seamless as
possible. Some of these RF components are
[8]:Transmitter,
Receiver,Antenna,Isotropicradiator,Intentional ~ radiator
(IR),Equivalent Isotropically radiated power (EIRP)

1.2 RF measurements and mathematics

The Physicist Lord Kelvin once said that one does not
really understand a thing until one can measure and assign
numbers to it [7].

A good understanding of RF power, comparison, and
RF mathematics can be very helpful for network design
and management. Through these calculations, one will be
able to accurately determine whether you will have the
means to communicate between devices, quantify and
measure the power of the waves and calculate how the
waves are affected by both internal and external
influences [8].

1.3 RF system parameters

Some RF system parameters are used to express the
performance level of an RF system. Some of them will be
considered in this paper with a view to appreciating what
each of them implies to an RF system. These parameters
include RSSI, SOM/LB and Fade Margin.
Conceptual framework
2.1 RF communication components

The figure below summarises the basic component
parts of an RF communication system.

) Radio
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)
------- ) 2 I
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2.2 Definition and theory behind each RF component

Radio frequency signals do not stand and work alone.
Their generation, transmission, and reception depend
upon many components. These components are
collectively called Radio frequency components.

Some of these components are:

e Transmitter

e Antenna

e Receiver

e Intentional Radiator

e Equivalent Isotropically Radiated Power (EIRP)
2.2.1 Transmitter

The transmitter is the initial component in the creation
of the wireless medium. The computer hands the data off
to the transmitter, and it is the transmitter’s job to begin
the RF communication. When the transmitter receives the
data, it will begin generating an alternating current (AC)
signal. This AC signal determines the frequency of the
transmission. For an 802.11, 802.11b, or 802.11g
transmission, the AC signal will oscillate around 2.4
billion times per second. For an 802.11a transmission, the
AC signal will oscillate around 5 billion times per second.
This oscillation determines the frequency of the Radio
wave. The transmitter will take the data provided and
modify the AC signal using a modulation technique to
encode the data into the signal. This modulated AC signal
is now a carrier signal, containing the data to be
transmitted. The carrier signal is then transported either
directly to the antenna or through a cable to the antenna.
In addition to generating a signal at a specific frequency,
the transmitter is responsible for determining the
amplitude, or what is more commonly referred to as the
power level, of the signal. The higher the amplitude of the
wave, the more powerful the wave is and the further it
will travel.

2.2.2 Antenna

An antenna provides two functions in a communication
system. When connected to the transmitter, it collects the
AC signal that it receives from the transmitter and directs,
or radiates, the RF waves away from the antenna in a
pattern specific to the antenna type. When connected to
the receiver, it takes the RF waves that it receives through
the air and directs the AC signal to the receiver. The
receiver converts the AC signal to bits and bytes. As you
will see later in this chapter, the signal that is received is
much less than the signal that is generated. This signal
loss is analogous to two people trying to talk to each other
from opposite ends of a football field. Due to distance
alone (free space), the yelling from one end of the field
may be heard as barely louder than a whisper on the other
end. The signal of an antenna is usually compared or
referenced to an isotropic radiator.

An isotropic radiator is a point source that radiates
signal equally in all directions. The sun is probably one of
the best examples of an isotropic radiator. It generates
equal amounts of energy in all directions. Unfortunately,
it is not possible to manufacture an antenna that is a

perfect isotropic radiator. The structure of the antenna
itself influences the output of the antenna; similar to the
way the structure of a light bulb affects the bulb’s ability
to emit light equally in all directions.

There are two ways to increase the power output from
an antenna. The first is to generate more power at the
transmitter, as stated in the previous section. The other is
to direct, or focus, the RF signal that is radiating from the
antenna. This is similar to how you can focus light from a
flashlight. If you remove the lens from the flashlight, the
bulb is typically not very bright and radiates in almost all
directions. To make the light brighter, you could use more
powerful batteries, or you could put the lens back on. The
lens is not actually creating RF Components more light. It
is focusing the light that was radiating in all different
directions into a narrow area. Some antennas radiate
waves as the bulb without the lens does, while some
radiate focused waves as the flashlight with the lens does.
2.2.3 Receiver

The receiver is the final component in the wireless
medium. The receiver takes the carrier signal that is
received from the antenna and translates the modulated
signals into 1s and 0Os. It then takes this data and passes it
to the computer to be processed. The job of the receiver is
not always an easy one. The signal that is received is a
much less powerful signal than what was transmitted due
to the distance it has traveled and the effects of free space
path loss. The signal is also often altered due to
interference from other RF sources and multipath.
2.2.4Intentional Radiator (IR)

The FCC Code of Federal Regulations (CFR) Part 15
defines an intentional radiator (IR) as “a device that
intentionally generates and emits radio frequency energy
by radiation or induction.” Basically, it’s something that
is specifically designed to generate RF as opposed to
something that generates RF as a byproduct of its main
function, such as a motor that incidentally generates RF
noise. Regulatory bodies such as the FCC limit the
amount of power that is allowed to be generated by an IR.
The IR consists of all the components from the transmitter
to the antenna but not including the antenna, as seen in
Figure 3.1. The power output of the IR is thus the sum of
all the components from the transmitter to the antenna,
again not including the antenna. The components making
up the IR include the transmitter, all cables and
connectors, and any other equipment (grounding,
lightning arrestors, amplifiers, attenuators, etc.) between
the transmitter and the antenna. The power of the IR is
measured at the connecter that provides the input to the
antenna. Since this is the point where the IR is measured
and regulated, we often refer to this point alone as the IR.
Using the flashlight analogy, the IR is all of the
components up to the light bulb socket but not the bulb
and lens. This is the raw power, or signal, that is
provided, and now the bulb and lens can focus the signal.

2.2.5Equivalent Isotropically Radiated Power (EIRP)

West African Journal of Industrial and Academic Research vol 24 Noz, December(30. 20221 6



Equivalent isotropically radiated power (EIRP) is the
highest RF signal strength that is transmitted from a
particular antenna. To understand this better, think of our
flashlight example for a moment. Let’s assume that the
bulb without the lens generates 1 watt of power. When
you put the lens on the flashlight, it focuses that 1 watt of
light. If you were to look at the light now, it would appear
much brighter. If you were to measure the brightest point
of the light that was being generated by the flashlight, due
to the effects of the lens, it may be equal to the brightness
of an 8 watt bulb. So by focusing the light, you are able to
make the equivalent isotropically radiated power of the
focused bulb equal to 8 watts.

2.3 RF Measurements and Mathematics

Just like the Physicist Lord Kelvin once said with
respect to physical phenomena, we will also not be able to
really understand radio frequency components and
transmission until we are able tomeasure and assign
numbers to them for a quantitative understanding.
We intend to bring some clarity to a few of the several
mathematical expressions, formula and calculations
encountered in the field of RF nevertheless keeping in
focus the overall aim which is their application in
measurements and calculations as discussed in the
following subsections.
2.3.1 Units of power and comparison

RF signals can either be expressed in units of power or
in units of comparison. Units of power tell how much the
power really is in absolute terms whereas units of
comparison indicate power levels relative to some
reference point. The table below shows this.

Power Comparison
Watts iB

Milliwatts iBi

i1Bm iBd

Units of power
1.Watt (W): A watt (W) is the basic unit of power. One
watt is equal to 1 ampere (amp) of current flowing at 1
volt.
2.Milliwatt (mW): A milliwatt (mW) is also a unit of
power, which is 1/1,000 of a watt.
3.decibelmilliwatt (dBm): dBm also provides a
comparison, but instead of comparing a signal to another
signal, it is used to compare a signal to 1 milliwatt of
power. dBmmeansdecibels relative to 1 milliwatt.
Units of comparison
1.Decibel(dB): Decibel (dB) is a unit of comparison, not a
unit of power. Therefore, it is used to represent a
difference between two values. In other words, a dB is a
relative expression and a measurement of change in
power
2.dBi (decibel Isotropic radiator):

The gain, or increase, of power from an antenna when
compared to what an isotropic radiator would generate is
known as decibels isotropic (dBi). Another way of

phrasing this is decibel gain referenced to an isotropic
radiator or change in power relative to an antenna.
3.dBd (decibels dipole):

dBd value is the increase in gain of an antenna when it
is compared to the signal of a dipole antenna. Or decibel
gain relative to a dipole antenna.
dBm - unit of power or comparison
The first point of note is that dBm can actually be
considered to be both a unit of power and a unit of
measurement. This follows from its definition which
states that dBmmeansdecibels relative to 1 milliwatt.
Being a decibel measurement makes it comparative (as
later explained) and being relative to ImW makes it a
power measurement.
dBm-mW measurements

Why the need for dB in the first place when we can as
well get by with mW values. By converting milliwatt to
dBm, we have a more practical way to compare signals. A
very practical reason to use dBm will be shown using the
free space path loss formula in the next section.

In that example, by doubling the distance from the RF
source, the signal decreased by about 6 dB. If you double
the distance between the transmitter and the receiver, the
received signal will decrease by 6 dB. No matter what
numbers are chosen, if the distance is doubled, the decibel
loss will be 6 dB. This rule also implies that if you
increase the EIRP by 6 decibels, the usable distance will
double. This “6 dB rule” is very useful for comparing cell
sizes or estimating the coverage of a transmitter.
Remember, if we were working with milliwatts, this rule
would not be relevant.

2.3.2 RF Mathematics

An RF transmission system handles and consequently
affects signals all the way from its origin (at the
transmitter) through the medium of propagation up to its
destination (at the receiver). RF mathematics is concerned
with the quantitative analysis of the fate of the signal as it
moves through the system.

Some of the mathematical tools by which this is done
include:
the rule of 10s and 3s
free space path loss
the inverse square law
Rule of 10s and 3s
From basic mathematics, recall that:
10" = 2implying that  log;o2 = 0.301 and
10"= 10 implying that log;010=1.0
Bels by definition is the logarithmic comparison of power
P, relative to power P, stated as
bels = logo(P1/P2)
while decibels is defined as
10 < logo(P1/P2)

Therefore whatever value of decibel we have actually
is ten times what the log of the actual power ratio is.
Consider a case where power P, increases by a factor of
two to 2P, but power P; remains the same; the power ratio
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that was previously P,/P, would now 2P,/P,. Thus the
increase in the ratio is 2

From the above equations, since log;(2=0.3, that
means an increase of 0.3 in the bel ratio (P1/P2) ratio,
would imply an increase of 3 in the decibel ratio.

This is the basis of the rule of 10sand 3s stated thus:

- For every 3 dB of gain (relative), double the absolute
power (mW).

- For every 3 dB of loss (relative), halve the absolute
power (mW).

- For every 10 dB of gain (relative), multiply the absolute
power (mW) by a factor of 10.

- For every 10 dB of loss (relative), divide the absolute
power (mW) by a factor of 10.

If you are an engineer creating a product that must
conform to RF regulatory guidelines, you will need to use
logarithms to calculate the exact values. However, if you
are a network designer planning a network for your
company, you will find that the rule of 10s and 3s will
provide you with the numbers you need to properly plan
your network.

Free Space Path Loss Equation

In telecommunication, free-space path loss (FSPL) is
the loss in signal strength of an electromagnetic wave that
would result from a line-of-sight path through free space
(usually air), with no obstacles nearby to cause reflection
or diffraction. It is defined in "Standard Definitions of
Terms for Antennas", IEEE Std 145-1983, as "The loss
between two isotropic radiators in free space, expressed
as a power ratio." Usually it is expressed in dB, although
the IEEE standard does not say that. So it assumes that the
antenna gain is a power ratio of 1.0, or 0 dB. It does not
include any loss associated with hardware imperfections,
or the effects of any antennas gain. A discussion of these
losses may be found in the article on link budget. The
FSPL is rarely used standalone, but rather as a part of the
Friis transmission equation, which includes the gain of
antennas.

Free-space path loss is proportional to the square of the
distance between the transmitter and receiver, and also
proportional to the square of the frequency of the radio
signal.

The equation for FSPL is
ard\?
FSPL = ( T)

()

where:

. Ais the signal wavelength (in metres),

. f is the signal frequency (in hertz),

. dis the distance from the transmitter (in
metres),

. ris the speed of light in a vacuum, 2.99792458

x 10°metres per second.

This equation is only accurate in the far field where
spherical spreading can be assumed; it does not hold close
to the transmitter.

Free-space path loss in decibels
A convenient way to express FSPL is in terms of dB:

FSPL(dB) = 10logy, ((%Tdf) )
= 20logyy (%Tdf)

4
= 20 logw{d) + 20 logm{f) + 2[] lc'gw (?ﬂ—)

= 20log,o(d) + 201og,o( f) — 147.55
where the units are as before.
For typical radio applications, it is common to find

measured in units of GHz and din km, in which case the

FSPL equation becomes

TQPT (ARY — 920 1~ e AN T N P £ 109
IO L fiis &

) — auiaGEipi ) T ubgpij ) T2 5

A
S

For d: f in meters and kilohertz, respectively, the
constant becomes— &7 .51,

For d! f in meters and megahertz, respectively, the
constant becomes— 27 5.

For d! f in kilometers and megahertz, respectively, the
constant becomes32.43.

This is a useful mathematical tool to estimate the loss
in free space due to the distance between the transmitter
and the receiver and also on the frequency of the wave
signal. It is defined in "Standard Definitions of Terms for
Antennas", IEEE Std 145-1983, as "The loss between two
isotropic radiators in free space, expressed as a power
ratio."

FSPL (dB) = 20log(d) + 20log(f) — 147.55
where all logarithms are taken to the base of 10 and d is
measured in meters and f'in Hertz.

The inverse square law

This law states that the change in power is equal to 1
divided by the square of the change in distance. In other
words, as the distance from the source of a signal doubles,
the energy is spread out over four times the area, resulting
in one-fourth of the original intensity of the signal.

This means that if you are receiving a signal at a
certain power level and a certain distance (D) and you
double the distance (change in distance = 2), the new
power level will change by 1/(2)*. To use this principle to
calculate the EIRP at a specific distance, the formula is
P/(4x Pi x )

Where P equals the initial EIRP power and

requals the original (reference)distance.

Distance therefore, is the major effect of Inverse
Square law as in Free Space Path Loss (FSPL).

Two types of RF mathematics

There are two basic types of RF math problems:
conversions and effectives.

Conversions deal with converting back and forth between
dBm and mW.

Remember the following: When converting milliwatt
values to dBm, express the milliwatt value as factors of 2
and 10.For example: 80mw =2 x 2 x 2 x 10. So applying
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the rules of 10s and 3s, you substitute +3 for the 2s and
+10 for the 10s resulting in +3+3+3+10 = 19dbm

Effectives deal with the effect of adding cables
and antenna to an AP.

Remember that cables always introduce loss and
antennas always introduce gain. Simply apply the rules of
10s and 3s to the beginning AP power to arrive at the
resulting radiated power.

For example: An AP is set to 35mw of power and is
connected to a 12dBi gain antenna with a cable having
3dBm of loss. Start at 35mW. The cable loss is 3dBm, so
divide by 2 resulting in 17.5mw. The antenna gain is
12dBi, so express 12 with sums of 10s and 3s resulting in
3+3+3+3. Therefore, multiply 17.5mW by 2 four times
resulting in a radiated power of 280mW.

2.4 RF system parameters
2.4.1 RSSI

In telecommunications, received signal strength
indicator (RSSI) is a measurement of the power present
in a received radiosignal.'"RSSI is usually invisible to a
user of a receiving device. However, because signal
strength can vary greatly and impact functionality in
wireless networking, IEEE 802.11 devices often make the
measure available to users.

In an IEEE 802.11 system, RSSI is the relative received
signal strength in a wireless environment, in arbitrary
units. RSSI is an indication of the power level being
received by the antenna. Therefore, the higher the RSSI
number, the stronger the signal.

RSSI can be used internally in a wireless networking
card to determine when the amount of radio energy in the
channel is below a certain threshold at which point the
network card is clear to send (CTS). Once the card is clear
to send, a packet of information can be sent. The end-user
will likely observe a RSSI value when measuring the
signal strength of a wireless network through the use of a
wireless network monitoring tool like Wireshark, Kismet
or Inssider. As an example, Cisco Systems cards have
aRSSI Max value of 100 and will report 101 different
power levels, where the RSSI value is 0 to 100. Another
popular Wi-Fi chipset is made by Atheros. An Atheros
based card will return an RSSI value of 0 to 127 (0x7f)
with 128 (0x80) indicating an invalid value.

2.4.2 System Operating Margin

A link budget is accounting of all of the gains and
losses from the transmitter, through the medium (free
space, cable, waveguide, fiber, etc.) to the receiver in a
telecommunication system. It accounts for the attenuation
of the transmitted signal due to propagation, as well as the
antenna gains, feedline and miscellaneous losses.
Randomly varying channel gains such as fading are taken
into account by adding some margin depending on the
anticipated severity of its effects. The amount of margin
required can be reduced by the use of mitigating
techniques such as antenna diversity or frequency
hopping.

A simple link budget equation looks like this:

Received Power (dBm) = Transmitted Power (dBm) +
Gains (dB) — Losses (dB)

Note that decibels are logarithmic measurements, so
adding decibels is equivalent to multiplying the actual
numeric ratios.

2.4.3 Fade margin

In telecommunication, the term fade margin (fading
margin) has the following meanings:

A design allowance that provides for sufficient
systemgain or sensitivity to accommodate expected
fading, for the purpose of ensuring that the required
quality of service is maintained.

The amount by which a received signal level may be
reduced without causing system performance to fall
below a specified threshold value. It is mainly used to
describe a communication system such as satellite, for
example a system like globalstar operates at 25-35 dB
Fade margin

Theoretical framework
3.1 Why RF communication? The history of it

Radio frequency (RF) refers any of the
electromagnetic wave frequencies that lie in the range
extending from around 3 kHz to 300 GHz, which include
those frequencies used for communications or radar
signals.'! RF usually refers to electrical rather than
mechanical oscillations. The major advantages of RF
communication systems over hard-line (wired)
communication systems aretheir ability to provide
communications over large distances, through some
obstacles (dependingon the frequency), and to an almost
unlimited number of users. RF can go through most walls
and is less susceptible to interference by physical
obstructions.Wireless systems (radios) transmit data and
voice information using a specific radio frequency(RF) to
other radios tuned to the same frequency. Common radio
messages are transmitted overthe RF band between 0.05
MHz and 900 MHz. Most public safety communications
radios

(Portable, mobile, base station and repeaters) transmit
frequencies between 30 MHz and 900MHz which are
dedicated to public service use. Cell phones and systems,
such as globalpositioning receivers, call boxes, electronic
signs, irrigation systems, and mobile command units,that
transmit information from remote locations, transmit in
the microwave band between 1 GHzand 20 GHz.

3.2 Maxwell’s Equation

Maxwell's equations are a set of partial differential
equations that, together with the Lorentz force law, form
the foundation of classical electrodynamics, classical
optics, and electric circuits. These fields in turn underlie
modern electrical and communications technology.

The work of Maxwell, and other pioneers, led to the
development of equations that fully describe
electromagnetic phenomena. These equations reveal an
intimate connection between electric and magnetic fields
and show that there are circumstances in which one field
cannot exist without the other. In particular, the equations
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predict the existence of electromagnetic waves and
demonstrate that, for a given electric wave field, there is
an associated magnetic field. In 1887, Hertz verified the
existence of electromagnetic waves and also the property
that the wave amplitude decays as the inverse of distance
from the source. This slow decay in amplitude is the
property that makes electromagnetic waves an effective
means of communication, as demonstrated by Marconi at
the end of the nineteenth century. Unfortunately,
electromagnetic waves have a much more complex
structure than many other waves (sound waves, for
example) and this complexity must be understood if they
are to be successfully exploited [9].

The Maxwell equations are the set of four fundamental
equations governing electromagnetism (i.c., the behavior
of electric and magnetic fields). They were first written
down in complete form by physicist James Clerk
Maxwell, who added the so-called displacement current
term to the final equation, although steady-state forms
were known earlier [1].

For time-varying fields, the differential form of these
equations is

r .E = :jl'r;_’j l)
V-B V-B vV-B VB
V-By VB VB VB

Vx
where W-is the divergence, is the curl, mis the
constant pi, E is the electric field, B is the magnetic field,

P
is the charge density, c is the speed of light, and J is the
vector current density.

3.3 Radio Frequency Engineering and Electronics

The electromagnetic theory is the foundation of radio
frequency (RF) engineering.Radio-frequency engineering
is a subset of electrical engineering that deals with
devices that are designed to operate in the radio frequency
(RF) spectrum. These devices operate within the range of
about 3 KHz up to 300 GHz [9].

Radio-frequency engineering is incorporated into
almost everything that transmits or receives a radio wave,
which includes, but is not limited to, mobile phones,
radios, Wi-Fi, and two-way radios.

Radio-frequency engineering is a highly specialized field
falling typically in one of two areas:

1. Generating or receiving signals to or from that
transmission system to other communications electronics
or controls.

2. Providing or controlling coverage with some
kind of antenna/transmission system

Scientists that develop the historical foundation of
Radio Frequency engineering whose work underpins RF

signals invention are as follows. In 1873, J.C. Maxwell
(1831-1879) summarized the theory on electricity and
magnetism discovered by many great physicists including
H.C. Oersted (1777-1851), A.M. Ampere (1775-1836),
and M. Faraday(1791-1861), and formulated a set of
equations since known as Maxwellequations, representing
one of the great achievements in physics. The Maxwell
equations describe the behavior of electric and magnetic
fields, as well as their interactions with matter, and they
are the starting point for the investigation of all
macroscopic electromagnetic phenomena [2].

To produce quality results, an in-depth knowledge of
mathematics, physics, general electronics theory as well
as specialized training in areas such as wave propagation,
impedance transformations, filters, microstrip circuit
board design, etc. may be required. Because of the many
ways RF is conducted both through typical conductors as
well as through space, an initial design of an RF circuit
usually bears very little resemblance to the final
optimized physical circuit. Revisions to the design are
often required to achieve intended results.

Radio Frequency Electronics

Radio electronics is concerned with electronic circuits
which receive or transmit radio signals.Typically, such
circuits must operate at radio frequency and power levels,
which impose special constraints on their design. These
constraints increase in their importance with higher
frequencies.

RF electronics deals with the generation, acquisition
and manipulation of high-frequency signals [4]. In
particle accelerators signals of this kind are abundant,
especially in the RF and beam diagnostics systems. In
modern machines the complexity of the electronics
assemblies dedicated to RF manipulation, beam
diagnostics, and feedbacks is continuously increasing,
following the demands for improvement of accelerator
performance. However, these systems, and in particular
their front-ends and back-ends, still rely on well-
established basic hardware components and techniques,
while down-converted and acquired signals are digitally
processed exploiting the rapidly growing computational
capability offered by the available technology.

Radio Frequency electronics deals with the operational
principles of the basic building blocks used for the
treatment of high-frequency signals. Devices such as
mixers, phase and amplitude detectors, modulators, filters,
switches, directional couplers, oscillators, amplifiers,
attenuators, and others are described in terms of
equivalent circuits, scattering matrices. The architecture
of complete systems makes use of the above components
and devoted to generation and manipulation of the signals
driving RF power plants.

3.4 Inverse square law and its connection with the 6dB
rule

The inverse-square law generally applies when some
force, energy, or other conserved quantity is evenly
radiated outward from a point source in three-dimensional
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space. Since the surface area of a sphere (which is 4m?) is
proportional to the square of the radius, as the emitted
radiation gets farther from the source, it is spread out over
an area that is increasing in proportion to the square of the
distance from the source. Hence, the intensity of radiation
passing through any unit area (directly facing the point
source) is inversely proportional to the square of the
distance from the point source

This law states that the change in power is equal to 1
divided by the square of the change in distance. What this
means is that if you are receiving a signal at a certain
power level and a certain distance (D) and you were to
double the distance (2 x D), then the new power level will
change by 1 + (2 x D)2. If at a distance of 1 feet (call this
D) you were receiving a signal of 4 mW, then at a
distance of 2 feet (2 x D) the power would change by 1 +
22, which is 1/4. So the power at 2 feet is 4 mWx 1/4,
which is equal to 1 mW.

To see how this relates to the 6 dB rule, using the rule
of 10s and 3s, consider that to change from 4 mW to
ImW, you would need to divide the mW column by 2
twice. This would require you to subtract 3 twice from the
dBm column, giving you a —6 dBm change caused by the
doubling of the distance of the signal.

Empirical evidence of application

Below are some applications of RF components
technology, measurements and mathematics.
4.1 Empirical application of RF mathematics
Case 1

You have an access point that is transmitting at S0mW.
The signal loss between the access point and the antenna
is —1 dB, and the access point is using a 5 dBi antenna. In
this example, we want to know the IR and the EIRP
values.

+3 x2
-10 +10
dBmmW|
011
+10 | 10| 10 [x10
+10 |20 {100(x10
-3 | 17150 +2
-10 | 7|5 |+10
+3 [10] 10 | x2
+3 [13]20 | x2
+3 [ 16|40 | x2
+10 | 26 {400(x10
+10 | 36 #,00(x10

Transmitter transmits
50mwW
(50=1x10x10+2)

[ransmittel

Connector introduces -
1dB loss
(-1=-10+3+3+3)

Connector

-3 (332,00¢ 2 Antenna introduces
-3 |301,00( +2 | Antenna 5dBi gain

-3 |27 (500( =2 (5=+10+10-3-3-3-3-3)
-3 |24 (250( =2

30|21 (125) 2

Case 2

Let us look at the SOM of a point-to-point wireless
network, as seen in Figure 4.1. In this case, the two
antennas are 10 kilometers apart. In addition to the effects
of the antennas and cables, there are also lightning
arrestors. Assume that the receiver sensitivity is —80 dBm.

Frea space path loss
10 kllometers |
-120 dB F:
o
[

Parabalic antznna o e = ':_ Parabulic antenna
125 dBi Ry 3§ 125 dBI
r | ¥
.

50° LMR-600 cabla G000 LMR-G00 cable
-2.21 dB =2.21 dB

Lightning amestar l:]' E] Lightning arrestor
(1.1 dB 1.1 dB

10" LMR-G00 cable 10 L‘.1'+LiLI[: cable
~0.44 d8 —0.44 dB

F GEIVE SEnsi ||\-|r

shold = =80 dBm

Figure 4.1 Point-to-point link budget gam and loss

In this configuration, the calculation for the link budget
is as follows:

Transceiver 10 dBm
10' LMR 600 cable —.44 dB
Lightning arrestor -1dB
50' LMR 600 cable -2.21dB
Parabolic antenna +25 dBi

FSPL -120 dB
Parabolic antenna +25 dBi

50' LMR 600 cable -2.21dB
Lightning arrestor -1dB
10' LMR 600 cable -44 dB
Total signal —65.5 dBm

So the SOM is —65.5 dBm— (-80 dBm) = 14.5 dBm
Case 3

A very practical reason to use dB and not mW can be
shown using the free space path loss formula. Following
are two free space path loss equations. The first equation
calculates the decibel loss of a 2.4GHz signal at 100
meters (.1 kilometer) from the RF source, and the second
calculates the decibel loss of a 2.4GHz signal at 200
meters (.2 kilometer) from the RF source:
fspl = 32.4 + (2010g10(2400)) + (20log10(.1)) = 80.00422
dB
fspl = 32.4 + (2010g10(2400)) + (20log10(.2)) = 86.02482
dB

In this example, by doubling the distance from the RF
source, the signal decreased by about 6 dB. If you double
the distance between the transmitter and the receiver, the
received signal will decrease by 6dB. No matter what
numbers are chosen, if the distance is doubled, the decibel
loss will be 6dB. This rule also implies that if you
increase the EIRP by 6 decibels, the usable distance will
double. This “6 dB rule” is very useful for comparing cell
sizes or estimating the coverage of a transmitter.
Remember, if we were working with milliwatts, this rule
would not be relevant.
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4.2 RFID Technology

Radio-Frequency Identification (RFID) technology is a
wireless sensor technology which is based on the
detection of electromagnetic signals[11]. A typical RFID
systemincludes three components: an antenna or coil, a
transceiver(with decoder) and a transponder (RF tag)
electronicallyprogrammed with unique information. There
isemission of radio signals by the antenna in order for the
tag to be activated and data to be read and written to
it.Antennas establish the communication between the
tagand the transceiver. The transceiver is responsible for
thedata acquisition. The antenna can be packaged with
thetransceiver and decoder in order to become a
reader.The reader can be configured either as a handheld
device. There is emission of radio waves from thereader
in ranges which can reach up to 100 feet or
more,depending on its power output and the radio
frequencywhich is used. In case an RFID tag is found in
the electromagneticzone which is produced by the
antenna, it detectsthe activation signal of the reader. The
reader decodes thedata which are encoded in the
integrated circuit of the tagand the data can then be
transferred to any computer systemfor processing [12].
RFID technology has been successfully applied in a
number of scientific and technical fields, such as
medicineand engineering.
4.1.1Medicine
In medicine, RFID tagging is used inblood transfusion
and analysis. An RFID tag can beattached on a wristband
which contains information abouta specific patient. A
wireless reader communicates withthe tag and the
information which is contained in thetag appears on the
screen of the mobile device of theconsultant. An RFID
reader scans the tags which are attached to blood bags and
finds the appropriate bloodbag for the specific patient
[13].
4.1.2 Aeronautics

RFID technology has also been applied in the
aeronauticsindustry supply chain. Specifically, Boeing
ships taggedcrates which are loaded with aeronautical
equipment.Passive Electronic Product Code Class 0 RFID
tags areattached to these crates and they contain
information suchas a unique ID number which can be
read by RFID readersat a depot. Boeing then sends an
advance report to thedepot regarding the contents of the
tag. This informationis a list of the crate’s contents, the
quantity, the point oforigin, and the purchase contract. A
Boeing worker manuallyenters the information into the
Wide Area Workflow(WAWF) system. When the loaded
crates are delivered tothe depot, an RFID reader obtains
the ID numbers ofthe tags which are attached to the
crates. These numberspoint to a database which contains
the informationincluded on the advance shipment report
sent by Boeing.
4.1.3 Oil facilities

An important element in the construction and
maintenanceof oil facilities is the correct assembly of the

pipeworksystems with the correct gasket, bolts and to
thecorrect torque. An incorrect assembly would create
leakswhich can affect safety in an oil refinery. RFID tags
canbe used in order to identify individual pipe-work
joints.In this case, a database could be created which
wouldinclude information about each joint. RFID tags
couldalso be used in order to capture information on
pressuresafety relief valves in major vessels, pipe-work
and processequipment. RFID tags can be embedded in the
valves ofthe pipelines and record technical information.
An RFIDreader can be used to scan these tags and
identify whethera valve is the correct one, in the correct
location and at thecorrect pressure. In addition, RFID
technology is used totrace the movement of fuel tankers
and in the managementof equipment servicing[14].

4.3 Application in wireless local area network
(WLAN).

Using frequency bands around 900MHZ and 2.4 GHz,
WLAN transceivers can provide mobile connectivity in
offices, hospitals, factories, e.t.c., obviating the need for
cumbersome wired networks. Portability and re-
configurability are prominent features of WLANS.
WLANs communication among people or pieces of
equipment in a crowded area can be realized through a
wireless local area network (WLAN).

4.4 Home Satellite Network

The programs and services available through satellite
television have attracted many consumers to home
satellite network. Operating in the 10-GHz range, these
networks require the addition of a dish antenna and a
receiver to a television set and directly competes with
cable TV.

45 Use of RF
electronics/business

RF Components are used in home appliances like
microwave heaters, television remote controls.The
consumer electronics industry has long considered RFID
for tracking laptops, mobile phones and other devices, but
several concerns have prevented widespread adoption.
The business case called for item-level tagging, for
example, but that presented challenges. Some RFID labels
couldn't be read on metallic surfaces, for instance, and
others could be easily removed or duplicated [15].

components in consumer

Summary, conclusions and recommendations

5.1 Summary
This  paper

communications:

RF components

F measurements

RF mathematics

RSSI thresholds

Link budgets

Fade margins

It also covered the following RF components:

Transmitter

covered six key areas of RF
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Receiver

Antenna

Isotropic radiator

Intentional radiator (IR)

Equivalent isotropically radiated power (EIRP)
In addition to understanding the Radio Frequency

Components, Measurements, and Mathematics and their

effects on the transmitted signal, the paper discussed

further the different units of power and comparison that

are used to measure the output and the changes to the RF

Signal-to-noise ratio (SNR)
Receive sensitivity
Received signal strength indicator (RSSI)
Link budget
System operating margin (SOM)
e Fade Margin

5.2 Conclusions

Radio Frequency Components, measurement and
mathematics have been of immense value to the field of
Mobile communications, Wireless networks and other
technologies that exploit them. An understanding of how
each components of the RF system operates is of

communications: immense importance to scholars, designers and

e Units of power practitioners alike. In areas such as design, transmission
o Watt and field applications.

e Milliwatt 5.3 Rgcommendations .

e dBm This paper recommends the followmg:

e Units of comparison a.Development of software to help engineers on the field
e dB of RF technology to help in calculating RF losses and
e dBi gain. This will go a long way to simplify their operations.
e dBd b. International Telecommunication Union (ITU) and other

regulatory bodies should harmonize Received Signal
Strength Indicator (RSSI) maximum value (RSSI Max).
This is to avoid variations and unnecessary roaming by
devices.

Further studies should investigate if EIRP should be
regarded as an RF component, being that it is more of a
measure of power rather than a  compon

Lastly, the paper shed light on how to perform the
actual calculations and determine whether RF
communication will be successful and how to perform the
calculations on some of the terms and concepts involved
with making sure that the RF link works properly. These
concepts and terms are as follows:

e Rule of 10s and 3s
e Noise floor
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Abstract:

Learning is an aspect of human development that starts from when a person is born and continues
throughout that person’s lifetime. As a person grows up, learning becomes strictly formal with its pre-
defined rules and regulations and in most cases, leaving no room for individual creativity. At the
higher education level, there is always that “one course” that keeps students on their toes and for
computer science students, it is the Programming courses. Programming courses are compulsory for
computer science degrees, but students’ performances in these courses are often not as good as
expected. Therefore, new teaching techmniques are required if students are to be motivated and
engaged in learning programming courses. Gamification is one of the educational approaches and
techniques that increase motivation and engagement of learners. Gamification is the use of game
design elements in non-game settings to engage participants and encourage desired behaviors. Over
the years, Gamification has gained traction as an effective way of engaging users to perform actions in
contexts that would otherwise be considered tedious and undesirable. Therefore, In this paper, the
authors have proposed a gamified social interactive environment designed for learning Java
programming language in a Nigerian higher institution. Our goal in so doing is to convert time spent in
the social media space by students into more profitable venture. This we believe, will foster greater
user engagement from the students using the system and thereby promote an environment better suited
for active learning.
Keywords: Gamification, Online Learning, Engagement, Software Development, Social Learning

Environment.

1. Introduction

Learning is a life-long activity. A child starts
learning immediately after birth and continues to
do so till the end of his/her life. Learning is at first
informal, such that the child learns from what
he/she sees, hears and observes. However, as the
child grows, learning becomes more structured,
more formal. Curricula are set and are followed
strictly. This most times, does not encourage the
child to create the content of what he/she learns.
Students at every stage of learning, especially at
the tertiary stage, encounter one course or another
in their chosen carrier paths, which they find
challenging or, in student parlance, "troublesome".
Programming is one such course, for students of
Computer Science, Computer Engineering,
Mathematics, and other related courses of study,
in which Programming is not just required, but

compulsory for the completion of their degree
pursuit. Unfortunately, many students have not
had very good tales to tell, as their performance in
Programming courses have not been as good as
they would have desired.

According to Du et al (2016), “Computer
programming is not a task easily conquered by ce.
This results in lower student retention and
difficulties passing programming courses. Student
attitudes toward programming have been studied
for decades (Koohang, 1989) and shown to cause
anxiety (Raub, 1981). In fact, the phenomenon is
so commonplace that researchers have
collaborated on developing a standardized survey
(Elliott Tew, Dorn, & Schneider, 2012; Kay,
1994).”
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According to Siti & Ahmed (2012), “Basically,
the subject is said to be difficult, complex and
categorized as one of the seven grand challenges
in computing education.”

Social Media is an innovation, which is mostly
based on the principle of sharing. It encourages
sharing of knowledge, ideas, and other things of
interest, which are made accessible either freely,
or for a fee over networks and virtual
communities. Once a person registers on the
network, using designated web-based
Applications (called Apps), he/she is called a
"User". This is a status, which confers the rights
and/or opportunities of accessing, downloading,
and appropriating the resources available on such
networks onto their electronic devices, for
personal and/or virtual-communal benefits. These
Users could also upload their own resources for
the benefit of other users, making the platforms
very interactive, such that various users, which
could be individuals, organizations and/or other
groups, could share online resources, collaborate
on creation of various contents, discuss and even
debate on various content available on the
platform, with a view to coming up with the best
possible content, which will offer the greatest
possible benefits to a larger percentage of the
online community.

In fact, a survey carried out by Sasu (2022) and
published in Statista.com states that “As of
January 2022, Nigeria had 32.9 million active
social media users. WhatsApp is the most popular
platform used in the country, with over 90 million
users. Facebook, YouTube, and Instagram
followed as the most used social media platforms
in Nigeria.”

The implication of this is that social media has
become a very important aspect of our daily lives
and is playing a very pivotal role In the
organization of our activities. It could be seen that
students, in their millions use various social media
platforms, such as Instagram, Facebook, LinkedIn
etc, to stay informed about trending issues,
breaking news, connect with peers and friends,
both old and new. They even start and grow
flourishing love relationships!

In recent times, various research conducted on
students' preferences has shown that many who
use Hi-TechApps Educational Apps prefer that
such Apps be made to address their personal
needs, the way social media Apps are crafted. In
fact, the developers of social media Apps have
seen this, and are incorporating them into their

Apps, such that Apps like Facebook and Twitter
could now be used as learning tools by students in
various fields of endeavour.

This paper presented the background of the
study, reviewed relevant literature on gasification
and social media, with a focus on how they help
as veritable tools for teaching and learning
programming. In the paper, the existing system
currently employed in teaching of Programming
was analysed, and the shortcomings thereof
identified. We then discussed the system we are
proposing, its benefits, where we are currently,
and what we seek to achieve eventually. We
ultimately seek to increase the interest and
engagement of Users, (in this case, both the
teacher and students of Programming) in the
system, using gamification techniques, and
thereby encouraging students to take more interest
in learning generally.

2. Background of the Study

Gamification in e-learning offers the
opportunity for learners to engage with content in
an effective, informal learning environment. If
learners get excitedabout learning, they are more
likely to retain information.Gamification attempts
to harness the motivational power of games and
apply it to real-world problems — such as, in our
case, the motivational problems in learning
programming (Lee & Hammer, 2011).

Gamification helps learners find their study
content more fun and interesting by creating an
informal, yet effective environment for learning.
The idea is, if learners' excitement in learning is
nudged up subtly, shifting their focus from the
drab, officious, work-like curriculum, to a more
interesting approach, they are more likely to grasp
what they learn better and more easily. The aim of
Gamification is to try to solve real-world
problems by leveraging on the interests of the
learners. In this case, gamification seeks to
harness what interests students to get them to
engage the content of Programming, such that
they not only do well in the course, but also find it
fun.

In institutions of higher learning, it is
compulsory for students of Computer Science and
related Programs to take Computer Programming
courses. These courses attract the highest credit
units, and as such are the most important courses,
which cannot be circumvented or waived in the
Degree or Diploma program. In fact, students of
Computer Science and related Students are
required to take and pass a prescribed number of
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programming courses at every level. Although
many students find Programming boring and even
tedious, they must pass the courses, and
unfortunately from experience, it has been
observed that there has been a high rate of failure
in this all-important aspect of the Computer
Science students' endeavor, owing to their mindset
that the courses are boring and uninteresting. It is
this "boring", '"uninteresting" narrative and
mindset that gamification seeks to remove from
students' psyche, by introducing other ways of
learning, which leverage on what interests the
students, to help them in developing interest in
learning programming, and finding it fun too. It
also seeks to correct students' impression that
programming is for "Nerds" and "Bookworms"
only. Anyone could become a good Programmer,
given the right learning tools, conditions and
environment. Gamification could literally be said
to mean 'turning something into a game'. Since it's
been observed that most young people, who form
a large percentage of learners, love playing games,
learning could be taken into the gaming
environment. It could be made to assume some of
the characteristics of games, which these young
learners are in love with. That is, taking learning
into the students' comfort zone. If games are fun,
learning could be fun too.

Young people all over the world have
somewhat, become ‘'addicted' to the wuse of
electronic devices, such as smartphones, Tablets,
and other mobile devices. Because these devices
operate on what one would like to call an 'on-the-
go' technology, they have been configured to run
on programs that are user friendly, which do not
require users to enter codes or develop
Algorithms. Codes that accomplish complex tasks
could be put together under just one icon/button
on these mobile devices, which activates the
Graphical User Interface for therequired action.
Hence, the users are not bored with having to
enter the codes by themselves, as opposed to
being asked to develop Algorithms, process
numbers and strings, print the output etc., which
they are sake to do in Programming classes. Many
students hate Programming, not just because it is
brain-tasking, but also because the interface is not
"attractive, interesting, or catchy". This not only
makes learning uninteresting to the student; it also
makes teaching unrewarding to the teaching,
ashe/she finds it difficult to carry the students
along in the lessons.

The technological advancement in various areas
has made it more difficult for teachers to retain
students' attention and engage them in classroom
activities, using the present methods of teaching,
which to many students, have become outdated
and difficult to relate to.

According to the NCC (2021), there are about
140 million Nigerian subscribers that use the
Internet as of September 2021and it is estimated
that by 2023, the app-based mobile gaming
market in Nigeria will be worth approximately
126 million U.S. dollars. Games feed into genuine
human needs, theyprovide rewards, they engage
and inspire while bringing people together (social
media). It is no wonder then that students are
drawn in by games and social media platforms. A
partner to gamification and learning is the concept
of social networking.There is no doubt that
students from almost every country in the world
are actively engaged in social networking, and
that it has become a part of mainstream culture.
Students are using various online tools to cater to
different requirements. It will not be wrong to say
that social media and education go hand in hand in
the modern world (Willbold ,2019). Therefore,
teachers need to offer innovative learning
environments that both includetypes of learning
that students already are doing, as well as aim for
a better studying experience overall. (Odincova,
2017). It just makes sense for education programs
to implement them as an effective tool for
learning.

The proposed system is intended to convert
wasted time into something positive by bringing
the ‘school’ into the social media space thereby
giving the students what they’ve always wanted,
which is their social media platform but at the
same time making sure they use their time on it to
learn programming and carryout other academic
activities.

3. literature Review

The Educational System in any part of the
world plays a crucial role in the development of
nations. Technology and social networks now
form big parts of human life. The speed at which
the world progresses as a result of technological
development has affected the way members of
society live, think, study and progress. By
definition, technology cut across every facet of
human endeavor which brought about changes in
the way knowledge, and skills are imparted.
In line with this development, digital games are
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gradually incorporated into the teaching of
students of today who are identified as digital
natives because they interact with technology
much better than generations before them. On the
other hand, it also means that they may have a
very short span of attention to focus on things that
do not involve technology. This makes traditional
teaching methods without technology support
become not suitable since they don’t emphasize
what the students are familiar with or interested
in. Hence, it is very common for this generation Z
(i.e. people born between 1997 and 2012) students
to lose their attention very quickly to learn the
curriculum's  topics. Sadly, they become
disengaged in learning even before the cognitive
processes to absorb the content knowledge begin.
Therefore, there is a demand for learning
strategies to incorporate technology to capture the
interest of these young learners. With an
increasing call for creativity and technology
application in teaching and learning, it is rather a
challenging task for educators to find appropriate
teaching tools to accommodate students’ needs. In
addition, educators need to consider motivational
factors that contribute to achievement when
choosing teaching tools to make learning effective
(Tan, Ganapathy, & Kaur, 2018). With the
changing needs of students today, it is only
imperative that new methods of teaching and
learning must be developed, one of which is
gamification.

Gamification is considered as the application of
game design elements in a non-game context,
purposely to promote desired behaviors or solve
problems (Zichermann & Cunningham, 2011).
The central idea behind Gamification is to take the
‘building block that make games fun, and to
implement these in real-world situations, often
with the goal of motivating specific behaviours
within the gamified situation. It is the use of game
elements in non-game context to increase learner’s
engagement. Main elements used in gamified
systems are rewards, badges, leaderboards etc.

3.1 The Concept of Social Media

Social media are interactive technologies that
allow the creation or sharing/exchange of
information, ideas, career interests, and other
forms of expression via virtual communities and
networks (Kietzmann & Kristopher, 2011). While
challenges to the definition of social media arise
due to the broad variety of stand-alone and built-
in social-media services currently available, there

are some common features as outlined by Obar &
Wildman, (2015):

Social media are interactive Web 2.0 Internet-
based applications.

User-generated content—such as text posts or
comments, digital photos or videos, and data
generated through all online interactions—is the
lifeblood of social media.

Users create service-specific profiles for the
website or app that are designed and maintained
by the social-media organization.

Social media helps the development of online
social networks by connecting a user's profile with
those of other individuals or groups (Obar &
Wildman, 2015).

Users usually access social media services via
web-based apps on desktops and laptops, or
download services that offer social media
functionality to their mobile devices (e.g.,
smartphones and tablets). As users engage with
these electronic services, they create highly
interactive platforms through which individuals,
communities, and organizations can share, co-
create, discuss, participate, and modify user-
generated content or self-curated content posted
online. Additionally, social media are used to
document memories; learn about and explore
things; advertise oneself; and form friendships
along with the growth of ideas from the creation
of blogs, podcasts, videos, and gaming sites. This
changing relationship between human and
technology is the focus of the emerging field of
technoself studies (Kietzmann & Kristopher,
2011).

3.2 Mobile social media

The heavy usage of smartphones among young
people relates to the significant percentage of
social media users who are from this
demographic.

Mobile social media refer to the use of social
media on mobile devices such as smartphones and
tablet computers. Mobile social media are a useful
application of mobile marketing because the
creation, exchange, and circulation of user-
generated content can assist companies with
marketing  research, = communication, and
relationship development (Kaplan, 2012).

Mobile social media differ from others because
they incorporate the current location of the user
(location-sensitivity) or the time delay between
sending and receiving messages (time-sensitivity).
According to Andreas (2012), mobile social media
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applications can be differentiated among four
types:

Space-timers  (location and time-sensitive):
Exchange of messages with relevance mostly for
one specific location at one specific point in time
(e.g. Facebook Places, WhatsApp, Foursquare).
Space-locators (only location sensitive): Exchange
of messages with relevance for one specific
location, which is tagged to a certain place and
read later by others (e.g. Yelp, Qype, Tumblr,
Fishbrain).

3. Quick-timers (only time sensitive): Transfer of

traditional social media mobile apps to increase
immediacy (e.g. posting on Twitter or status
updates on Facebook).

Slow-timers (neither location nor time sensitive):
Transfer of traditional social media applications to
mobile devices (e.g. watching a YouTube video or
reading/editing a Wikipedia article).
33 Use of social media
programming languages

Quite a number of research have been carried
out to support using social media in teaching
programming. Sakpere (2019), used Whatsapp to
create a group named Challenge 30-30, to help the
novice student learners to develop the habit of
programming daily for at least 30 minutes for a
period of 30 days which the study lasted for.
According to the researcher, WhatsApp was
chosen because of its ubiquity.

Mbogo et al (2013) developed an application
that scaffolds the construction of programs on a
mobile phone. The application was designed
based on a five-level scaffolding framework and
implemented on the Android platform. They
explained that the application scaffolds the
construction of programs on a mobile device by:
(1) representing a program in parts; (ii)restricting a
learner to complete the program in a certain
order;(ii1) enabling construction of a program one
part at a time; (iv)providing instructions, steps,
default code to be edited, hints, and error prompts
where appropriate; and (v) fading the scaffolds as
the learner progresses from one successfully
completed and compiled program, to the next. The

in teaching

system was developed to provide support for
novice learners of computer programming by
scaffolding the construction of programs on a
mobile device to encourage the learners whenever
they wish to write programs.
Dzvapatsva et al (n.d) in their research, used the
medium of Facebook as a platform to impart
knowledge and collaborate with learners outside
the classroom. They concluded that, Secondary
and primary data collected affirmed the fact that
social media with enoughguidance and control can
be used in a learning context with a view of
improving pass rates.
We observed based on our reviewthat insome
studies new social mediatools were designed to
support the learning of programming while others
explored existing platforms.
4. Analysis and Design Methodology

The study was analyzed with a merged
methodology of Structured System Analysis and
Design Methodology (SSADM) using waterfall
model, Prototyping and Object Oriented
Methodology (OOM). These methods were
employed to bring out detailed description of the
system as well as providing avenue for easy
modification of the system as need may arise in
future.
a) Analysis of the existing system

The modus operandi of the existing traditional
teaching system is as follows:

> the instructor or lecturer comes into the classroom

for lectures at a time designated on the lecture
timetable

» the teacher gives the lecture on a particular

programming concept by either writing program
codes on the board or using a multimedia
equipment (projector connected to laptop)

» the students then proceed to the laboratory, where

they are expected to use the systems in the
laboratory to run the sample codes that were
taught in class. This could be with or without the
Technologist assigned to assist the student in the
practical session

» the teacher assesses the student’s knowledge

through assignment, test and examination

19
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Fig 1: - Data Flow Diagram of the Existing System

b) Weaknesses of the Existing System
Programming is a complicated skill to learn and
strengthening learners in this field is quite
difficult. The problem with the existing system of
learning is that

e students lack the motivation required for them

to gain mastery in the courses they are taught 1.

especially programming courses. This is
evident in the high failure rates recorded in the
programming courses results.

e Inadequate Practice: Practice is the key to
learn to code. Even if students learn to code, if
they don’t implement these codes and see the
results, all their learning efforts will be
wasted.

e Lack of Engagement: Many students in the 2-

higher schools lack motivation or focus.
Keeping them engaged in a class, is an uphill
task.

e It Could get Boring: One of the biggest turn-
offs of coding is how boring and frustrating it
can get for some people. Especially in the
beginning when you’re just starting to code,
you can run into syntax errors and not even
realize the error you made until the programs
stop running halfway and now you must go
back through a big chunk of code to see what
went wrong.

c) Analysis of the proposed system

The proposed system (Java Coffee.class) is
divided into five modules. Each module performs
a sub task within the system. The modules and
their functions are given below;
LOGIN/REGISTER

In this module, the user is expected to log into
the system by inputting his valid username and
password, if that user exists, the system grants
access to the social media platform. The login
options provided are; sign in with username and
password, sign in with a google account, sign in
with other social media platforms such as face-
book, Instagram and twitter.
CHAT

This module allows a user to communicate
easily and seamlessly with other users in the
system. Allowing members of the community to
exchange

information instantly and share programming
ideas amongst themselves whilst engaging in
educational activities.

3. ADD POST

In this module, a user can make a post on an
event or activity or trend that is the current focus
of the day. The user can attach media files,
compose and style textual contents, automatically
detect location of the post and broadcast the
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message to as many people as are registered on which provide a variety of educational games
the system and have been selected by the user. whose content help to promote academic
4. Games activities. The researchers believe that making the
The games module presents the user with an system
interactive online and offline gaming platforms

ADMIN
STUDENT
UPLOAD CONTENT
LOGIN

SOCIAL uﬁ

MEDIA | ——EXCHANGE CONTENT— 2

PLATFORM 2

[

\-\__—/_/
CODING GAMES
PLATFORM
PLATFORM
Fig2 Context Diagram of the Proposed System one stop coffee shop
6. CODING ENVIRONMENT

The coding environment is an inbuilt compiler to  student’s programming skills and improve their
allow for real-time coding and debugging grasp of basic Java concepts
practices, this is expected to strengthen the
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d) Context Diagram of the Proposed
System

6. Drawback

The system described in this paper is at an
initial development phaseand as such has not been
tested by the target population. That is why we

7. Conclusion

In today’s world, new and improved
technological innovations are available, especially
those specifically developed to attract the
attention of young people, in form of myriads of
applications. Most of these applications, which
tickle young people’s fancy are Games and game
related. Gamification in this context is therefore,
an attempt to make study fun, more interesting
and more engaging for students. Many students
shy away from JAVA programming because they
think it’s difficult and uninteresting. However,
with Gamification, they could get interested in the
subject. Various research has been conducted on
this subject-matter of Gamification and its
usefulness to Education. This is why this research
is focused on developing an application, which
would help make the subject of JAVA

e) The data flow of the new system
is described using the context
diagram below.

presented essentially its specification and the
reasoning behind it.

programming fun and interesting to students in
Higher Institutions.

The new system when completed and
implemented will be beneficial to students of
Federal Polytechnic Nekede because students
would be able to collaborate effectively among
themselves in order to share ideas and solve
problems better and it would also enable those
who have phobia for the traditional method of
classroom learning to be able to express
themselves with more confidence among their
peers. Students who do not learn quickly while in
class or while reading would be able to appreciate
learning and assimilate better using media content.
And it would also serve as a platform that would
enable students to utilize their time on more
productive endeavors rather than wasting it on
irrelevant youthful shenanigans
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Abstract

Due to non tracking of ammunition allocation among the security agencies, a lot of problem
has been arising from it which includes lack of proper inventory of arms and ammunitions
purchased by security agencies, diversions from national stockpiles to unauthorized end-users
resulting to reckless use of firearms for terrorism and banditry, illegal trafficking, possession
and misuse of weapons and ammunition by non state actors. Therefore, the aim of this work is
development of a cloud based security agencies ammunition allocation tracking system using
data analytics and visualization. A cloud based application that can keep inventory record of
ammunition purchases by security agencies was developed in this research. The system
integrated a platform that can track ammunition allocation and identify security personnel in
possession of ammunition at any given time. The system also tracks ammunition expiration
date, shelf life, maintenance and renewal dates of explosive weapons which will serve as early
warning guide or information to avoid catastrophes. The software performance was tested
using data analytics and visualization tools. The analysis presents the frequency of the cases in
each field in the dataset and represented in visualization form using graph. This KPI was used
to find the total number of ammunition registered in the database, the total number of
ammunition allocated to security officers, the total number of ammunition tracked by security
officers and also a statistical analysis and visualization of the ammunition due date for
servicing.

Keyword: Cloud, Cloud Computing, Database, Data Analytics, Visualization

1.INTRODUCTION

Cloud is an Internet-based computing  service providers, the risks of unauthorized

technology, where shared resources such as
software, platform, storage and information are
provided to customers on demand. Cloud
Computing is a computing platform for sharing
resources that include infrastructures, software,
applications, and business processes. Cloud
Computing is a virtual pool of computing
resources. It provides computing resources in the
pool for users through internet (Kumar, 2016).
Cloud computing as an emerging computing
paradigm aims to share storage, computation and
services transparently among massive users.
Current Cloud computing systems poses serious
limitation  in  protecting  users’  data
confidentiality. Since users’ sensitive data is
presented in unencrypted forms to remote
machines owned and operated by third party

disclosure of the users’ sensitive data by service
providers may be quite high. There are many
techniques for protecting users’ data from
outside attackers. An approach is presented to
protecting the confidentiality of users’ data from
service providers, and ensures service providers
cannot collect users’ confidential data while the
data is processed and stored in Cloud computing
systems. Cloud computing systems provide
various internet based data storage and services.
Due to its many major benefits, including cost
effectiveness and high scalability and flexibility,
Cloud computing 1is gaining significant
momentum recently as a new paradigm of
distributed computing for various applications,
especially for business applications along with
the rapid growth of the Internet. With the rise of
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the era of “Cloud computing”, concerns about
“Internet Security” continue to increase. How
will customers of the “Cloud “know that their
information will be available to them, as well as
secure and safe from others?

The term “Cloud” in Cloud computing is the
communication network or a network which is
combined with computing infrastructure. Cloud
computing system is accessed using network
which provides software, hardware, processing
power etc. to the wuser when demand is
generated. Cloud Computing is a virtual pool of
computing resources which provides the pool to
users through internet Cloud Computing
provides various services to user by creating
group of clusters and grids of computers
(Kumar, 2016). The main goal behind this is to
provide services in virtualized manner to reduce
burden of user to maintain everything by itself.
It also refers to the web-based computing which
provides devices with shared pool of resources,
information or software on demand and pay per-
use basis. Instead of having local servers or own
devices to manage applications, people use
sharing computing resources model of Cloud.
The Cloud computing provides environment in
which user can have its own virtual
infrastructure using which they can perform
tasks without depending on geographical
boundary. Because of the flexible environment
and cheaper cost, people are attracted towards
the use of Cloud services that may be related to
Platform, software or infrastructure. Based on
the usage of Cloud, there are three deployment
models: Public Cloud, Private Cloud and Hybrid
Cloud.

The Cloud computing provides a numerous
advantages to its users but at the dark side it’s
also suffers from lots of issues like Integrity or
Storage Correctness, Availability,
Confidentiality and more. These issues make the
adaption of cloud environment somewhat
difficult for the users (Islam, 2015). Therefore
lots of research is required in this direction to set
a trust of Cloud user on Cloud service providers.
Data Analytics and Visualization Technology

Graphical representation of information and
data is referred to as Data Visualization. This
can be achieved by using visual elements like
charts, graphs, and maps. Data visualization

tools provide an accessible way to see and
understand trends, outliers, and patterns in data.
In the world of Big Data, data visualization tools
and technologies are essential to analyze
massive amounts of information and make data-
driven decisions. Also data visualization can be
seen as the presentation of data in a pictorial or
graphical format. It enables decision makers to
see analytics presented visually, so they can
grasp difficult concepts or identify new patterns.
Because of the way the human brain processes
information, using charts or graphs to visualize
large amounts of complex data is easier than
poring over spreadsheets or reports (Ying and
Tao 2019).

The main point of big data display
technology lies in: the result information from
the statistical analysis of big data is displayed to
the user in an intuitive way, and it is convenient
for the user to understand while displaying
complex data information. For large Internet
companies, since most of the work is carried out
around the website, the technology for front-end
development is relatively mature, so it will
establish its own data display. However, for
some small and micro enterprises, the cost of
setting up and maintaining a data display team is
relatively high. However, due to the rapid
development of open source software in the
modern era, large companies have supported
open source data display technology. Because
big data visualization technology mainly relies
on web page display, Java Script and HTMLS5
tags are still the necessary foundation. Currently,
the open source front-end display frameworks
are D3.js, Google Chart, High Charts and
Echarts. High Charts is a chart library (Ying and
Tao, 2019). Because it is written in pure Java
Script, it can quickly and easily add various
charts with user interactions on the web site or
application to better satisfy the user experience.
ECharts open source from business front-end
data visualization team, based on html5 Canvas,
is a pure Javascript chart library, providing data
visualization charts that are intuitive, vivid,
interactive, and customizable. Innovative drag-
and-drop computing, data views, and range
roaming features greatly enhance the user
experience and give users the ability to mine and
integrate data. From the perspective of big data
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analysis, it plays an important role in the
visualization of big data in information analysis
technology. Different types of information from
data can be divided into two categories, namely

spatiotemporal data and non-spatiotemporal
data. Spatio-temporal data represents data with
geographic location and time stamps (Ying and
Tao, 2019).

Literature Review

Many researchers have presented papers on the
area of tracking system, cloud based applications
and ammunition allocation system. Ibrahim and
Oye (2015)® developed a software platform that
will help a Courier Service Tracking System to
determine the current position of vehicles, freight
or parcel with a navigation system installed, this
facilitates, among other things, efficient allocation
of pick-up and delivery of goods, increased
equipment utilization, effective maintenance
scheduling, improved parcel security, decreased
asset losses, and rapid assistance for vehicle in
need of help or repair. The advent of Global
Positioning System (GPS) has greatly assisted
these efforts, as geographic location can now be
pinpointed within a number of meters allowing
the position of vehicle to be accurately
determined. A GPS-based tracking system can
provide this kind of centralized tracking and
management that fleet owners need. The system
was implemented wusing HTML and PHP
programming language for frontend with MySQL
as the backend (Ibrahim and Oye, 2015).

Moses et al. (2015)"'” presented weapons and
explosives information tracking and alerting
System. They stated that one of the teething
concerns of government is the security of the
citizens of the country. It is no news to say that
individuals who do not have licenses gain access
to ammunition and weapons. Suffice to say that
inadequacy in the management of weapons
especially those kept in the stockpiles has been
identified as a major contributing factor. Poor
stockpile management of weapons results in the
deterioration of ammunition leading to an unsafe
environment for citizenries. Conversely, the safe,
efficient, and effective management of national
stockpiles of conventional ammunition and
explosives would enhance military and police
capabilities and also reduce threat and fear of
unwanted explosions. The main idea of the work
is to study the national weapon and ammunition
stockpiles and develop an effective system with
real-time features to enable countries have
effective mechanism to keep track of their

weapons, ensuring safe storage and reduce risks
of illegal theft of weapons and identifying losses
quickly. The work will serve as an effective
element for counter-proliferation and ensuring the
safety of explosives. The real-time feature of the
system will help in identifying weapons and
explosives that require maintenance. However,
pre-information on weapons and ammunition
expiry date and shelf-life will be notified by the
system. Finally, legal weapons recovered from
crime scene would be run an instant check to
know the personnel officially assigned to it/them
(Moses et al., 2015).

Victor et al. (2018)"¥) proposed RFID enabled
arms and ammunition depot management system
with human tracking capacity. They are of the
opinion that in developing nations, arms
proliferate on the streets due to intentional and
unintentional leakages from depots managed by
the armed forces. The somewhat manual system
used to manage the inventory of arms stored in
depots can be blamed for the leakages. The paper
proposes the wuse of Radio Frequency
Identification (RFID) technology to manage
ammunition depots in developing nations. The
RFID enabled solution has a human tracking
capability and provides updates on a regular basis
to a database. This gives the implemented RFID
ammunition system a real-time monitoring
capability (Victor et al., 2018).

Lien, (2017)” recommended technology and
solutions that improve the accountability and
accuracy of small arms and ammunition
inventories in the Norwegian Armed Forces
(NAF). Radio Frequency Identification (RFID)
and Item Unique Identification (IUID) are
described, and challenges and benefits of these
two major automatic identification technologies
are discussed. A case study for the NAF is
conducted where processes and objectives that are
important for the inventory system are presented.
Based on the specific requirements in the NAF’s
inventory system, an analysis of four different
inventory management solutions is examined. For
the RFID solution, an experiment was conducted
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to determine whether this is a feasible solution for
small arms inventory control. A recommendation
was formed based on the results of the analysis.
The tandem solution, which uses IUID technology
at the item level, passive RFID at the box level
and active RFID when items are transported, is
the recommendation. This solution uses the
appropriate technologies where they are best
suited and offers the best results for an accurate
inventory control system with low implementation
costs and risks (Lien, 2017).

Mohanaad,(2019)® titled “Improving
Authentication system for public cloud
Computing”, the researchers maintained that one
of the most important goals of improving
authentication system was to reach a high level of
safety in the system and ensure the student's
registration process clearly and also to work on
the application of the One Time Password (OTP)
algorithm which contributed to increase safety in
the system by using the phone number in the
account documentation. The results enable us to
understand OTP algorithm structure and raise the
level of protection for the system to protect it
from hackers, one of the most important goals in
this project is to reach a safety way that protects
us from hacking and helps the student to obtain
protection. Thus, having all the advantages can
make the end-users satisfied and comforted with
the used system. So, the system will be desired
and wanted and also will be able to be reused and
used in other organizations which means the
success of the project. This research work centers
on privacy and security of the cloud using OTP
and didn’t consider network availability which
can lead to failure in delivering the OTP to the
user’s phone and this is the gap established in this
work (Mohanaad, 2019).

Nayyar, (2016)"" titled “Multi-Authority
Authentication System for Cloud Data Storage”,
said that cloud data storage solutions constitutes a
significant application area in the cloud
computing domain. People and organizations are
at will to, buy or lease the storage capacity for
desired stipulated durations from these third-party
service providers to store personal, organizational,
or any application data. The subject proposition
directly entails a secure authentication mechanism
to ensure data confidentiality and integrity of vital
digital data on the Cloud which may be available
to multiple users, specifically in the case of multi-
authority or group based digital systems. The

researcher considers the Cloud as a platform to
store group’s data. The proposed protocol, at the
macro level, comprises of three major stages,
which incorporate group initialization, group
member registration and group member
authentication.

In order to validate our proposed protocol, they

created different authentication mechanisms for
each of the groups covering all possible
combinations for creating and manipulating a
group in a dynamic Cloud based environment.
Group authentication, in its gamut offers certain
vital problem areas which encompass effective
access control, secure file access/transfer amongst
group member(s), addition/revocation of group
member(s) without repeated generation of new
keys and  preservation of  group/data
confidentiality in a dynamic cloud based scenario.
Due to the aforementioned constraints, group
authentication still remains a field not fully
explored and thereby, presents a formidable
research problem to develop a group
authentication protocol in a dynamic cloud
environment (Nayyar, 2016).
Agbasonu,(2017)"  titled “Cloud computing
security for data at rest and data on transit”, the
researchers maintained that these measures such
as encryption and password for data protection
have loopholes and hackers know how to get their
way through them. Encryption outputs (Cryptext)
usually do have patterns with which to recognize
the algorithm that produced it and quickly they
design a reverse algorithm to decrypt and read the
data. In the course of Passwords too, it was found
out that passwords can be guessed, copied or
hijacked. This research therefore provided a
solution by designing an encryption model that
can generate inconsistent cryptext with no pattern.
Since illegal decryption is hinged on pattern
matching, this encryption is therefore hack-proof.
The research also designed a system of
authentication that uses Biometrics instead of
Password for access control. The advantages of
having Biometric Systems in the cloud were
given, such as reduction of cost and ubiquitous
access. These designs are simulated using a web-
system developed with PHP, MySQL, JavaScript
and other Programs.

The result obtained from the system shows that
the system’s encryption’s cryptext is unique and
cannot be decrypted with the conventional and
contemporary illegal decryption systems. The
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system does not decrypt without additional input
(Salt_key) from the user. This distinguishes the
cryptosystem from others. The research gap in
this work is that the key for salting the encryption
is user dependent. A user having different keys for
different data may forget or confuse the keys,
since it is not stored in the database for security
sake, there is need therefore to find out how to
manage/retrieve these keys in case of user
forgetfulness(Agbasonu, 2017).
Munjpara,(2018)® proposed for Multi-tier
Authentication Technique in cloud computing in
his work titled “Implementation of Multi-tier
Authentication Technique for Single-Sign On
access of Cloud Services”. The researcher was of
the opinion that authentication is one of the major
security parameters while providing access of the
registered services to the intended users. Single-
tier authentication relies on username and
password for accessing the registered services
which is not sufficient to secure from some well
known attacks like brute-force attack, replay
attacks, etc. To provide a solution to this issue; he
come up with multi-tier authentication using
single- sign on access of registered services.
Multi-tier authentication security relies on the
username and password as well as pattern
matching and one-time password (OTP). They
proposed an authentication technique by
modifying the existing two-tier authentication
model to three-tier authentication with including
the one extra authentication factor for verifying
the intended user to overcome the insider attack
and providing single-sign on access of the
registered services. The proposed authentication
technique works on four phases. In the first phase,
the users register themselves with the first-tier and
second-tier authentication credentials. The first-
tier authentication credentials are simple like
username and password whereas the second-tier
authentication credentials are like pattern
matching or text field activity like in the existing
technique. They took the pattern matching as the
second-tier  authentication  credentials  to
simulating the proposed scheme. For the third-tier
authentication, the user does not need to provide
the authentication credentials like first-tier and
second-tier authentication. They used mobile
secret code as the third-tier authentication code.
This secret code is valid for some amount of time
to access the requested service. They provide the
time limit with the secret code. After the time

limit expires, the user cannot access the requested
service with that secret code. The user needs
another secret code for accessing the requested
service. The result obtained shows that with
increases as the number of authentication tiers in
the system, the probability of success for breaking
the multi-tier authentication system reaches near
to the zero. Hence, by seeing the analysis of
security, we can say that there is a very less
probability  of  breaking the  multi-tier
authentication system. If we consider the usability
of the storage space, then the proposed technique
takes more space than the existing authentication
technique which is very less and also we can say
that it is negligible in the case of cloud
environment where large amount of storage and
its scalable(Munjpara, 2018).

Ivana, (2016)® presented “Cloud security - An
approach with modern cryptographic solutions”.
The work proposed a new application for securing
sensitive data on Android mobile devices, with
adding biometrics features to the algorithm. In
their opinion, user authentication with fingerprint
scanning can improve the security for sensitive
data in the case of storing data into Dropbox
cloud. Android devices can support up to three
different fingerprint scans, which allow multiple
users for this data. The problem with this feature
is the impossibility of sharing the encrypted data
with another remote user. In the application, data
encryption is made by AES method, which can be
the most safe, trusted technique to provide
security to data in clouds compared to other
available security techniques in cloud computing.
Although encryption protects our data from
unauthorized access, it does nothing to prevent
data loss, which means to lose the keys that
provide access to data (Ivana, 2016).
Asmaa,(2018)? titled “Biometric-based
Authentication Techniques for Securing Cloud
Computing Data”, the researchers said that the
unlimited growth of using cloud services and the
multi-tenancy nature of sharing cloud service
instance between different consumers and
enterprises, securing accessing to the data of the
cloud became a major issue. Traditional
authentication techniques and credentials do not
provide enough security against the modern
means of attacks. So, new biometric-based
authentication techniques have been discovered to
overcome the loop holes. Here he presented a
comprehensive survey on the existing user’s
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authentication techniques especially biometric-
based techniques used for accessing cloud data.
This study focuses on presenting a review on
various biometric and non-biometric mechanisms
for accessing cloud services. As declared before,
techniques like passwords, smart card tokens, etc.
have a certain basic drawback in ensuring the
reality of the user who is accessing which is
resolved with biometric techniques of human
special characteristics. So, the most robust
authentication techniques involve the use of more
than one factor for authenticating and validating
the users. Also, some physical biometrics requires
the use of additional hardware to support the
functioning of an authentication. In our future
work, we will present a model of authentication
using a combination of dynamic biometric with
multi other factors for providing a system with
high security rate (Asmaa, 2018).

Al-Assam, (2019)" stated that the convenience
provided by cloud computing has led to an
increasing trend of many business organizations,
government agencies and individual customers to
migrate their services and data into cloud
environments. However, once clients’ data is
migrated, the overall security control will be
immediately shifted from data owners to the hand
of cloud service providers. In fact, most cloud
clients do not even know where their data is
physically stored, and therefore the question of
how to limit data access to authorized users has
been one of the biggest challenges in cloud
environments. Although security tokens and
passwords are widely used form of remote user
authentication, they can be lost or stolen as they
are not linked with the identity of data owner.
Therefore, biometric based authentication can
potentially offer a practical and reliable option for
remote access control. The paper explains various
biometric  methods  for  cloud  access
authentications. While biometric-based cloud
authentication can provide a convenient way to
manage access control to cloud resources,
biometric data can be misused to track individuals
and leak confidential information related to
health, gender, ethnicity, and so on. It can be
argued that privacy of cloud-based biometric
authentication cannot be solely addressed by
technical means. Therefore, there is an urgent
need for new legislation to enforce privacy-aware
measures on cloud service providers related to
biometric collection, data processing, and

template storage. The gap is that the paper was
more theoretical and shows no implementation
work (Al-Assam, 2019).

Leith, (2019)®  proposed  bio-cryptosystem
architecture  implements a  multi-biometric
topology using avariety of transparent biometric
modalities, such  as fingerprint, face
(physiological) and  keystroke  dynamics
(behavioral). The framework is devised reliant
upon a hybrid approach — using an integration of
multi-modality and multi-sample sources. In
particular by applying multiple transparent
biometric techniques, the proposed system
architecture would be capable to robustly perform
encryption or decryption process in a seamless
fashion. In addition to this, the presented bio-
cryptosystem can be highly modular — where a
wide range of physiological and/or behavioral
biometric approaches can be also applied as
appropriate with a view to elevating the system
security and accuracy. At first, the authentic cloud
user should log in to the service via the standard
verification protocol. Authentication is the
frontline countermeasure of ensuring that only the
genuine user is granted access into the cloud
storage, and accordingly a robust authentication
technology should be provided in order to
accomplish a  confidential  cryptographic
framework. Given encouraging outcomes from
transparent biometric verification in terms of
accuracy and usability being demonstrated, it can
be combined with two-factor authentication with a
view to ensure a trusted, secure and reliable
access. In the meantime, while the cloud user
undertakes particular cloud storage service
activities, his/her biometric data, which does not
require the explicit interaction with the system,
are collected in a non-intrusive manner. Cloud-
based storage activities can be Add, Delete, Edit,
Download, Update, Rename, Read, Write, or any
other activity that could be undertaken by the
cloud subscriber. The biometric modalities are
acquired via the Biometric Collector Agent and
then directed into a number of input sampling
channels. Following this, a number of the feature
extraction techniques are applied to generate the
optimal feature vector — this stage represents the
Feature Extractor Agent. Both the Biometric
Collector Agent and the Feature Extractor Agent
belong to the Biometric Engine. Subsequently, the
Communication Engine sends over the feature
vector into the cloud provider which undertakes
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all remaining processing and responsibilities with
the aim of setting out the key generation process
for multiple users’ devices. The contribution of
this research has enhanced the security and
usability issues of cloud storage technology. On
the other hand, further research suggestions
related to the current scope of the study can be
taken into consideration for future work (Leith

2019).
Paul, (2016)""? titled “Device fingerprinting
identification @ and  authentication”,  the

researchers said that Network security has
always had an issue with secure authentication
and identification. The solution proposed
requires use of device fingerprinting and can
help secure a network if properly understood
and properly executed. The research into this
area suggests a solution which is the use of
device fingerprints including clock skews to
identify the devices and a dual- authentication
process targeted at authenticating the device
and the user. So failure to authenticate part of
the entity means the whole is denied access to
the network and its resources. The paper was
just a proposal and was not implemented. Also
the cost from fingerprinting all devices will be
very high and this is the research gap identified
in the paper (Paul, 2016).

Vishal et al. (2013)(15) proposed an
Improved Authentication Technique with
OTP in Cloud Computing” proposed for an
authentication system using OTP. They
proposed authentication method used is
two-factor authentication with a one-time
password. The user's mobile phone will
work as the authentication device, in which
the user have to enter a 4-digit PIN code to
generate an OTP that can be used for login.
This is done by a Java-application running
on the phone. The OTP that is generated on
the mobile phone is based on three

Method/ Analysis of the Proposed System

The proposed ammunition allocation
Tracking System is designed to be hosted
on the cloud. All information regarding the
ammunition procurement, recording, and
allocation will be done in the cloud. All
ammunitions will have a serial number and
equally a seals or identity on them for easy
identification. All these information are
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components which will be hashed together
with MD5. The solution proposed was able
to increase the security of the cloud
environment by the two  factor
authentication still have loop holes for
security breaches.

Pandey, (2017)(16) titled “Securing the
Cloud Environment Using OTP”. Dynamic
mobile token application was introduced. This
is the application in mobile phones which is
used to generate a code with the help of OTP
(One Time Password). This OTP code is used
only for one time to login session. In the paper,
they describe one of the methods of OTP. There
are two phases in it Registration phase and
Login phase. User first register itself by fill
credentials in the form and then enters to the
Login phase. In login phase, OTP will generate
for the login session. OTP is generated by three
parameters: The current time, 4-digiti PIN code
and Init-secret. This code is valid for three
minutes only. This ensures protection against
eavesdroppers attack and man-in-middle attack.
Hence, they prove OTP is very secure (Pandey,
2017).

Ying and Tao (2019)(43) presented a paper
on data analysis and visualization in big data.
They introduced the workflow of deep learning
algorithm. The paper also analyzes the system
for big data medical information resource
sharing. The big data medical service system
was constructed based on the medical
information collection and sharing, data mining
and knowledge management level. Using
Echarts, HCharts and other data visualization
technology, according to the design of
specificmodules, the visualization and display
of medical data was realized, which has certain
promotion effect on the research and
development of medical big data visualization
analysis.

then kept in a database along with the

information of their handlers.

Also, in the proposed system, all the
security agencies personnel will be
registered on platform and their biometric
captured. Before any ammunition is
allocated to personnel, his/her biometric
will be verified. This will authenticate that
the ammunition is allocated to the right
person. Also if the personnel return the
ammunition, his/her biometric will equally
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be authenticated before the return is updated

on the database.

When a firearm, spent bullet, spent
cartridge case (shell) or live ammunition is
recovered at a crime scene, only duly
authorized law enforcement agencies would
have access to the Weaponry Information and
Tracking System information. Thus, the
required information can easily be be obtained
by analyzing weapons recovered at crime
scenes and then tracing them back to the
security personnel it was allocated to. It is
going to be useful in tracing weapons used in

crimes, the people involved, and their suppliers
if such culprits are not security agents.
However, if the culprits are security agents, it
will make their apprehension very easy.

Data analytics and visualization will be used
for graphical representation of information.
This can be achieved by using visual elements
like charts, graphs, and maps. Data
visualization tools provide an accessible way to
see and understand trends, outliers, and patterns
in data especially the ammunitions available in
a given location, number of security personnel
involved in crime cases.

Data Flow Diagram (DFD) of the Proposed System

User
. .
Registration
Weapon/ 5
| | Ammunition Ammunition’s ser
Details ! Details
| User Database
Y Personnel (
[ Registration ] < > Sign In/Out
L Weapon
\ 4
Check for Shelf Life A
Expiry and Track Receive
Maintenance dates Weapons Alert
7'y
Weapon Database “

Figure. 3.2: Data Flow Diagram of the New System

Performance Evaluation

The software performance was tested
using data analytics and visualization
tools. The analysis presents the frequency
of the cases in each field in the data set
and represented in visualization form
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using graph. Below are the fields used for
the data analysis as retrieved from the
database for ammunition allocation and
tracking system?
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4.7.4.1 Analytics and Visualization of shows a statistical analysis of the ammunition

Number of Ammunition Registered registered while figure 4.15 shows the visualization
This KPI is used to find the total number of of the ammunitions.

ammunition registered in the database. Table 4.11

Table 4.11: The Total Number of Ammunition Registered in the database

Ammunition Type Total
Available
Hand Guns 145
Machine Pistols 67
Assault Rifles 300
Sniper Rifles 36
Sniper Rifles, 50 Cal 78
Heavy Machine Gun 20
Recoilless Rifle, 84mm 14
Grenade Launchers 5
Armourd car 10
Total 675

Conclusion

Considering the constant rise in security
challenges in the world and the need to reduce
them, we have developed this system to help in
curtailing some of the problems experienced by
the security agencies. This system is installable
in both web and desktop devices. The cloud
based security agencies ammunition allocation
tracking system developed in this work covers
taking inventory of ammunitions legally
acquired from known sources by the
government security agencies and/or their
vendors/contractors and then assigned officially
to the security agents. This system will ensure
that each weapon (firearm/ammunition) gets a

serial number from the manufacturer which can
easily be recovered using a magnifying glass
and then traced back to the manufacturer, the
buyer and then the security agent to whom it
was assign officially. This will enable security
agencies to  keep track of their
ammunitions/weapons and  personnel in
possession of those ammunitions/weapons. The
system is embedded with real-time alert feature.
This feature will alert the user on the weapons
that are about to expire, those that require
maintenance and those that are about to degrad
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Abstract

The goal in teaching Computer Programming is to develop in students the capabilities required of them to
become professional software developers. Computer science students in institutions of higher learning,
especially the “freshers” find it difficult to learn and understand programming language courses at the
entry-level. Research has shown that one of the reasons students show a lack of interest and motivation
toward programming courses is that the teaching of computer programming is a complex task. Thus,
attempts have been made to find ways to improve student motivation and enhance engagement in computer
programming classes. Gamification in learning is one of these attempts that involves the use of game
elements in a non-game context in order to increase students’ interests in learning programming
languages. Playing mobile games is attractive and engaging for most students. Most of them have mobile
devices and play mobile games anywhere and anytime. In this paper we reportthe findings of a survey of
Computer science students concerning their game preferences. A questionnaire was developed, and 180
answers were collected. The results from the survey indicate that the games most played by students
aresports (football) and puzzle games. Then, game mechanics were identified based on the students’
preferred games. Finally, we propose a model based on the 6D framework for gamified interactive
activities to students, to get them engaged in learning with their mobile devices.

Keywords: Gamification; game mechanics; learning technology; student motivation; 6D Framework Introduction

Computer programming is the process of
writing instructions that get executed by
computers. Computer programming is part and
parcel of the computer science course. It is an
essential skill that must be mastered by anyone
interested in studying computer science. Computer

programming courses are a part of many
universities’ curricula and among the most
important  subjects  for computer  science
students as well as information technology
students.

However, the teaching of computer

programming is one of the greatest challenges that
have remained for years in Computer Science
Education. A particular case is computer
programming course for the beginners. (Isong,
2014)

Beginner programmers suffer from a wide
range of difficulties. Students’ difficulty in
computer programming is not unique to only
Nigerian students but spans across most
universities in other parts of the world.
Research works conducted about failures in
programming courses have most often focused on
the inability or the weakness of the student to
understand the concepts. Many of these students
find programming to  be  difficult and
disheartening especially when they are beginners
and even when they take advanced programming
courses. Since programming is the basic skill
required of computer programmers, the negative
impact of these basic introductory courses
may have harmful consequences in the
learners’ attitude towards the field. Programming
courses are among the important components of

the curriculum to be studied, not only in the field
of Information Technology, but also required in
most of the field including  Science,
Mathematics, and Engineering at tertiary levels.
However, the subject is considered difficult,
complex and categorized as part of the seven grand
challenges in computing education. A reduced
interest and low motivation in learning
programming amongst students has become a
challenge with many traditional strategies not
capable of providing a solution to motivate and
encourage participation in learning. Learning
Computer Programming can be a tough matter. It
is well known, for instance, that Higher Education
students, even in Study Courses where
programming is an essential skill (such as
Computer Science and Engineering) have a hard
time learning and training the principles, as well as
being able to put them skillfully at work (Du et
al.,2016). The reason might be in an impatient
attitude of young generations, expecting quick
results out of quick interaction (Polito &
Temperini ,2021). Due to technological evolution
and the advent of mobile computing, it has become
increasingly challenging to engage students in the
classroom, gain their attention and involve them in
some academic activities. Students enjoy
interacting in social networks, interactive
activities, playing games, sending SMS or MMS to
their friends, and receiving immediate feedback
(Yong & Gates, 2014). Students play mobile
games everywhere: in the bus, train, at home, on
campus, some even in the classroom with the
sound turned off without the lecturer's permission.

In line with this development, digital games are 34
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gradually incorporated into the teaching of
students of today who are identified as digital
natives because they interact with technology
much better than generations before them. On the
other hand, it also means that they may have very
short span of attention to focus on things that do
not involve technology. This makes traditional
teaching methods without technology support
become not suitable since they don’t emphasize on
what the students are familiar with or interested in.
Hence, it is very common for these generation Z
(i.e., people born between 1997 and 2012) students
to lose their attention very quickly to learn the
curriculum's  topics.  Sadly, they become
disengaged in learning even before the cognitive
processes to absorb the content knowledge begin.
Therefore, there is demand for the learning
strategies to incorporate technology to capture the
interest of these young learners.The use of
elements of games in  non-recreational
environments (gamification) may be a possible
solution, since research indicates an improvement
in user experience and engagement, with
possibilities of improved motivation and
behavioural results.

In this paper, we study the students' mobile
game preferences to propose a framework for
gamifying interactive programming activities. The
target population are undergraduate students in a
Nigerian higher institution.

1.  Literature Review
2.1 Overview of Gamification

The term gamification emerged in the early
2000s (Marczewski, 2013), and has been the focus
of increased attention since the beginning of the
2010s (Deterding, et al., 2011; Werbach & Hunter,
2012). The central idea behind gamification is to
harness the motivational potential of video games
by transferring game design elements to non-game
environments (Deterding, et al 2011). However,
despite the increasing number of gamified
applications, there is still no universally accepted
scientific definition of the term (Deterding,
Khaled, et al., 2011; Seaborn & Fels, 2015;
Werbach & Hunter, 2012). Deterding, S., Dixon,
D., Khaled, R., (2011) define Gamification as,
“the use of game elements for purposes unrelated
to games to get people stimulated and engaged to
achieve a specific goal.”. Kapp (2012) also defined
gamification as ‘“using game-based mechanics,

aesthetics and game thinking to engage people,
motivate action, promote learning, and solve
problems”.Faiella & Ricciardi(2015), in analysing
the different definitions of gamification in the
internationalliterature (Deterding et al., op. cit.;
Marczewski, op. cit.; Perrotta et al., 2013;Simdes
et al., 2013; de Sousa Borges et al., 2014), noticed
a substantialagreement among contributors who
consider gamification as an approach thatuses
game features (elements, mechanics, frameworks,
aesthetics, thinking,metaphors) into non-game
settings. That said, the most widely used definition
of gamification is the one already cited above: “the
use of game design elements in non-game
contexts” (Deterding, Dixon, et al., 2011).
2.2 Game design elements

Design is definedby Zimmerman & Salen
(2004)as, “a process by which a designer creates a
context to be encountered by a participant, and
from which meaning emerges. Tynan (2010),in
trying to explain what game design is or isn’t,
stated that, “GAME DESIGN isn’t in code, art, or
sound. It’s not in sculpting game pieces or painting
game boards. Game design means crafting the
rules that make those pieces come
alive.”Deterding, Dixon, et al. (2011) on the other
hand, define game design elements as those
elements that are characteristic of games, i.e. that
can be found in many games, and are significant to
the meaning of the game (Deterding, Dixon, et al.,
2011; Deterding, Khaled, et al.,, 2011).These
elements are the basic building blocks of
gamification  applications  (Deterding etal.,
2011, Werbach and Hunter, 2012).Sailer et al.
(2016) observed that, “In the context of games and
gamification, several authors have proposed
compilations of recurring game design elements
(ctf. Kapp, 2012, Robinson and Bellotti,
2013, Werbach and Hunter, 2012, Werbach and
Hunter, 2015, Zichermann and Cunningham,
2011, Zichermann and Linder, 2010). Reeves and
Read (2009), for example, propose “Ten
Ingredients  of  Great  Games”,  which
include representation  of  oneself  through
avatars, narrative. context, feedback, competition
and teams Werbach and Hunter (2012) identify 15
important components, among
them avatars, badges, leaderboards, points and tea
ms. In particular, they highlight the so-called “PBL
triad” — the interplay
of points, badges and leaderboards, which they

West African Journal of Industrial and Academic Research vol 24 Noz, December(30. 20221 35



consider characteristic of gamified applications
(Werbach & Hunter, 2012).”We shall discuss a
few of these game design elements briefly. They
include (1) points, (2) badges, (3) leaderboards, (4)
performance graphs, (5) avatars, and (6)
teammates.

1. Points: Points are the units of measurement of
the players’ achievements in a game. Zichermann
& Cunningham, (2011) described Points as the
basic elements of a multitude of games and
gamified applications. According to Werbach &
Hunter, (2012, 2015), players are usually rewarded
for successfully accomplishing specified activities
within the gamified environment and serve to
represent the player’s progress numerically. Points
are awarded to the players for successfully scaling
hurdles set before them. Points could also be used
to motivate the players to strive for excellent in the
game.

2. Badges: Werbach & Hunter, (2012, 2015)
defined these as visual representations of
achievements. These can be earned and collected
within the Gamification environment. According
to Anderson, Huttenlocher, Kleinberg & Leskovec,
(2013), Badges confirm what the players achieved
and symbolize the merits of such achievements.
Antin & Churchill, (2011) added that Badges
visibly display the players’ accomplishment of
various levels or Goals.

3. Leaderboards: according to Costa, Wehbe, Robb
& Nacke, (2013), Leaderboard is a method of
ranking players according to their relative success,
measuring them against a certain success criterion.
It is a list of players according to their degree of
achievements in the gaming environment. Hence,
Leaderboards, according toCrumlish & Malone,
(2009), can help to determine who performs best in
a certain activity, and are thus competitive
indicators  of  progress that relate a
player’sperformance to the performance of other
players.

4. Performance Graphs: These are graphical
representation of players’individual performancein
a game. According to Sailer et al., (2013),
Performance graphsare often used in simulation or
strategy games and provide information about the
player’s performance during a game.Performance

Graphs evaluate a particular player’s individual
performance over time. They do not compare
different players’performance as in Leaderboards.

5: Avatars: Werbach & Hunter, (2012) described
Avatars as visual representations of players within
a game or gamification environment. This could be
a picture of a simulated avatar, which represents
the player, as though he/she is in the game or
gamification environment. Examples include
pictures/pictogramson the game screen, and/or
complex animated 3-D figures representing the
player. According to Kapp, (2012), Avatars are
usually chosen or created by the player.

6. Teammates: These could either be real players
or virtual Non-Player Characters (NPCs). These,
according to Kapp (2012), can induce conflict,
competition (as opponents) or cooperation (as non-
hostiles) in the game. According to Werbach &
Hunter (2012), cooperation can be fostered by
introducing teams, which are defined groups of
players that work together to achieve a common
objective.

2.3 Game Mechanics & Game Dynamics

In trying to distinguish between the two terms,
Denton (2022) explained that, “While these two
terms are closely related and have been known to
be used interchangeably, the truth is they are
unique properties that work in tandem with each
other. To bring some clarity around the difference
in these terms, game mechanics are the various
actions, behaviours, and control mechanisms that
are used to “gamify” an activity — when
combined, they create a compelling and engaging
user experience.” According to Tynan (2010), “A
MECHANIC IS A rule about how a game works.
The A button makes Mario jump is a mechanic. So
are the rules characters walk at one meter per
second, pawns capture diagonally, and players
alternate taking turns”.

(1) Mechanics is related to Game System which
describes the particular components of the game, at
the level of data representation and algorithms.
Mechanics make up the functioning components of
the game: Points, Levels, Leader-boards, Badges,
Challenge/Quests,  On-boarding, = Engagement
Loop, Virtual Goods, Items, etc.
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(2) Dynamics describes the run-time behaviour of
the mechanics acting on player inputs and other
outputs over time.

The addition of game mechanics to a task, site,
app, etc, allows you to layer compelling user
experiences into existing activities. These gamified
activities satisfy basic human desires, creating the
addictive user experiences that motivate users to
take certain actions. The motivational nature of the
gamified experience then results in the game
dynamics that surround the interaction with the
game mechanics as a by-product.

Hence, a player-centered perspective can lead
to defining game mechanics as a proper tool for
gameplay, atomic  rule-based  interactive
subsystems capable of receiving an input and
reacting by producing an output. Such output
translates into a state change of the mechanics
itself and/or into the triggering of new interactions
with other game mechanics. A given game
mechanics might be capable of receiving different

inputs and reacting consequently. In terms of
gameplay, this means to the player that the
mechanics has features that allow triggering
different interactions with it.

2.  The Survey

The study was conducted on Introduction to
Object-Oriented Programming Using Java. This is
a four-credit hour course that is part of the core
curriculum required for a Computer Science
National Diploma at FPNO. The NBTE curriculum
states that: “The course is designed to enable
students acquire requisite knowledge of and skills
in programming using Java.”

This study focused on students in two programs
(Regular and Part-Time) of the Introduction to
Java class during the second semester of the
2020/2021 session. The classes were taught by the
same instructor. The students were asked the
following questions to enable the researcher to
have an idea of the games the students enjoy

playing

Table 1

What is your name?

Registration Number?

How many programming languages have you learned?

What are the names of the programming you have learned?

What mobile game do you love playing the most?

IRl el R B

Are you willing to try out a mobile app that teaches Java?

The purpose of this investigation as earlier stated is to have an idea of the type of games students
enjoyed playing the most. This knowledge will help the researcher to understand the types of gamification
design elements that are likely to motivate and engage these students. A total of 180 responses were
collected from the two classes and the responses gotten are as follows

Table 2
3. How many programming Total of
languages have you learned? 180
response
S
One 170
Two -
None 10
Table 3

| 4. ‘ What are the names of the | Total of
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programming you have 180
learned? respons
es
python 170

Table 4

5. What mobile game do you love Total of 180
playing the most? responses

Football 109
Candy crush

—
(e

Word game

Ludo

Call of Duty
Grand Theft
Temple Run

Zuma

Among Us

Mini Militia

Pirates of the sea

Others (1 each for a variety of other
games)

None 10

N[N W W W WK~ AW

N
\S]

Multiplayer games allowing players to interact an

3. Identification Of the Game Mechanics In Students' compete with other individuals, they provide an elemen

Preferred Games of social communication absent from single-playe

At the end of the survey, Students stated 33 games. oameg. Players can create their Dream Team with to]

The top 2 played games are Football, and Candy Crush. o1, vers build their own team. This interaction wit
(Table 4). At the time of the survey, Candy Crush Saga . o

others gives the player a sense of competition, but no

was ranked as the 1% most downloaded game by
university students in Nigeria while Football ranked as face to face, they compete for the best score.

the 7ih.

Football games are highly simulated games of sports. Achievement
A simulation game attempts to copy various activities Building a team and leading them all the way to win :
from real life in the form of a game for various purposes match gives a sense of  achievement
such astraining, analysis, prediction, or simply
entertainment. Usually there are no strictly defined goals  The User Experience
in the game, with the player instead allowed to control a Soccer for an individual player is about what you ca
character or environment freely. The following game oo and when you can see it—much like a goo

mechanics set these two games apart from the others competitive first-person shooter. Moving your gaze fron

graphics . B one portion of topography to another constitutes a risk
Football is the most exciting and fun game Football games usually have aesthetically pleasin;

because of its high-resolution display, and interface.

advanced high-quality graphics, which gives the Candy Crush

player a realistic feel. the gameplay is Candy Crush is a match-three pUZZIG gamg, where

the core gameplay is based on swapping two adjacent
candies among several on the gameboard to make a
row or column of at least three matching-coloured
candies. Some of the mechanics that make this game a
student’s choice are discussed below 38
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1.Mixing special candies: While the foundational
mechanic of the game, is the tried-and-true match-3,
Candy Crush incorporates the core mechanic of mixing
special candies. Mixing is an incredibly rewarding
feeling, whether you cleverly aligned two special
candies, or they happened to fall next to each other. It
happens rarely enough to feel special and feels
rewarding enough to keep playing in hopes of doing it
again. Additionally, after beating a level you get a
Sugar Crush (which activates all remaining special
candies) and if you have moves left over it clears more
candies from the board. This is yet another satisfying
and rewarding element of the game.

2. Varying game modes: The levels of the game
havevarying objectives, so when you are playing, it's
hard to get bored. Candy Crush has a variety of game
modes and objectives: reach a score in limited moves,
reach a score in limited time, clear the jelly, drop the
ingredients, mix specific special candies, etc. The game
modes are scattered across the various levels, as a result,
the game doesn't get stale.

3. Level progression: Every episode introduces a new
game mechanic: In episode one(l) you get jelly, in
episodetwo(2) you get ingredients, in episode
three(3)you get blocks,in episode four(4)you get cages,
and so on.. The intervalsat which new game
mechanics are added, allowplayers to grow familiar
with mechanics before a new challenge comes up. This
makes the gameplay interesting and spurs the player to
go further.

4. Clear tutorial: The game's tutorial is easy to
understand for the player, it’s graphically
presented,demonstrates how to play in a variety

of manners, plays an animation of the various
actions you are expected to perform, shows the

expectedresultof the action, anddescribes the
action with words. The tutorial doesn’tbombard
the player with everything at once (in the first
level), the player is slowly taught about other
elements in the game as the player advances. The
tutorial isn’t only available in the early levels, it
introduces new mechanics (and how to use them)
in later levels. Helpful indicators are also given
on every level, by highlighting possible moves.
5. Positive Reinforcements: The game employs
positive reinforcement, to encourage the player to
try harder.
6. Delightful UI/UX: Candy Crush employs
a“candy theme” with “bright and attractive”
colours and shapes. It's a theme that appeals to a
wide age range. Additionally, all menus (and other
elements) have beautiful animations when they
transition in and out. The animations are speedy,
this prevents the app from feeling slow and
blocking the user from interacting. Finally, during
gameplay every interaction with the board gives
“solid feedback”, placinga finger on a candy,
makes it lights up, and swiping, makes the candies
swap.
7. Social integration and connectivity: Candy
Crush takes advantage of the Facebook platform in
3 keyways. First, it allows you to see your friends
high scores on each level + their overall progress.
Second, it utilizes Facebook requests as a way for a
user to keep playing or unlock new levels. Third, it
takes advantage of open graph to post on a user’s
feed when they complete a level. These do a great
job of boosting both engagement and virality for
the game.

Summary of game mechanics in students' preferred games
After analyzing the games, we identify several gamification mechanics (common to both
games) using Manrique’s “The 35 Gamification Mechanics toolkit v1.0” (Manrique, 2013)

found in this study.
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Gamification Explanation

Mechanics

Avatar A virtual representation of the player

Tutorial Learning process to develop the players skills

Experience points

Numerical value for actions and achievements. In a
game, you always start at zero and go up from there.
(Grades — start at 100% and go down from there)

Party/Team - Work as a group to achieve a goal or sub-goal (Group
work with a group goal)

World The game world, with a game narrative

Quest A mission or set of activities with concrete objectives

Free lunch Rewards granted to all based on the achievements of
some members of the group; this can help build group
cohesion

Progress display Usually a leaderboard or other means of making
individual and group progress visible. This can be total
points or an inventory for an individual.

Badges Visible parts of a reward system. Badges look different

for different achievements

Social area

A time and place to interact with others, not in
competition. This is often where players exchange ideas
and offer collaboration

Ownership

The feeling of control, of creating something special or
unique, and of being recognized.

Game constraints

Rules for the system. Fun with no rules is “play”

Levels

Gaining more points or achievements leads to more or
different rewards and recognition

Player vs. player

Competitive activity

Rewards, Fixed or The basis of the game system. A fixed reward is a

Variable specific award based on an achievement. A variable
reward can be adjusted, depending on the type and
quality of the achievement.

Epic  challenge/epic The sense of accomplishing something big. The goal is

meaning many games is an epic challenge, e.g.,saving the world

(A large project that goes outside the classroom and is
presented to an external audience)

In order to gamify computer programming
gamificationdesign

learning, We
frameworkfor

conceive a

and Hunter (2012) and Manrique’s

computer programming language
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gamification mechanics, together with data collected
by us.

A representationof the model, in the context of
this study, can be seen below

funall the way!(Gamificationis applied to every phase of the framework)

Define the goal and State the

objectives of the

topic outcome

Devise activity

cycles

intended learning

Describe your
players/students

Deploy the
appropriate tools

Fig 1: Proposed framework

1. Fun all the way
The aim of this work is to facilitate the creation of
effective gamified programming tasksby using
Gamification experts, Programmers and Players (in
this case, students). Theknowledge and expertise
required in designing a fully integrated gamification
system, with the complexity of the processes
involved necessitates the employment of a
multidisciplinary team. This is because experts in
one field may not be familiar with the processes
involved in other fields that must be integrated into
the system. Hence in order to avoid inappropriate

2. Define the goal and objectives of the
course
This is a very important step in the process of
gamification. This is more or less the requirements

incorporation of various game elements, experts
from various fields involved must be on board to
contribute their expertise. For the purpose of
achieving a high degree of success in the entire
process, one must ensure the involvement of
gamification  designers  (Programmers) and
instructors throughout the design process. The target
users must also be carried along through the phases
that concern them because it is very important to
have their needs, interests and motivationin mind
throughout the process.

performance of the student who successfully

completed some of the courses or the diplomats of

the programme.

3. Delineate the expected/target behaviours

gathering phase. The gamification team must beThe next step involves precisely describing the type of
absolutely clear about the goals and objectives that itbehaviour that is expected of the players (students in this
wants to achieve through the gamification process.case). There are certain characteristic behaviours that
By defining the objectives, it becomes easier to mapwould be exhibited to show the objective that is
the next stages of the process. Define businesssupposed to be attained. These behaviours may include
objectives: where the specific application goals hasupdating your profile, sharing on social media, posting
to be well defined, e.g. Taught a concept; thecomments, inviting other people to join, and so on. Once

curriculum content has been written in behaviouralthese behaviours have been

identified, the most

objectives, so that it is clear to all the expectedimportant ones should be given more weightage and
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their completion should be marked by levelling up
in the game or the activity.
4.Describe your players
The type of players for whom the system is intended
should be kept in mind. Such parameters as age
group, sex, class, and game preferences should be
given attention in designing and developing the
game. One must also consider what motivates the
target group of players, such as passion about
competitiveness and social connections. The game
developer will need to provide answers to various
questions that have to do with the players and
develop a general and in some cases, specific player
profile.
5. Devise activity loops
It is necessary to ensure that the players are
motivated to continue to play the game. The game must
not be boring. It must rather present exciting options,
for which the players will become somewhat “addicted”
to the game. Activity loops must therefore, be devised,
which encourages the players to want to move to the
next loop, as they progress through the game,
performing various entertaining activities. The loops
keep the players engaged, playing the game, and
progressing from level to level as they spend longer
time on the game. People are encouraged to keep
playing a game when they achieve greater feats,
conquering level after level of increasing difficulty and
engaging challenges. Players can be motivated when
they have the feeling of increasing accomplishment,
facilitated by the Progression Loop built into the game.
For example, to keep the students engaged, one may
specify repetitive activities, which could help to
improve their skill levels. This could involve defining
long cycle loops that would occur over the entire
duration of the course.

6. Deploy the appropriate tools

There is need to deploy tools that appropriately
address the general outlook and the elements of the
gamification system. Questions like what the system will
look like; how to measure players’ skills and abilities; what
grading system should be used and various other necessary
questions must be answered. The benefits derivable and
experience the players will garner from playing the game
should also be considered. The Game developer may wish
to employ such tools as PBL systems, achievements and
avatars, in addition to the earlier discussed tools.
Appropriate tools must be deployed, along with necessary
mechanism, metrics,target player-focused gamified
strategiesand application goals.
This research has shown that the effectiveness of the
game is ultimately determined by the design of the
game. A good understanding of ingredients like content,
audience, genre and the most effective combination of
characteristics is very important for the success of the
gamification system development.

6. Conclusion, and Future Works

In this paper, we presented the games most
played by students in a higher institution, and we
identified some game  mechanics.  Using
gamification mechanics from Manrique, (2013) and
6D Framework from Werbach and Hunter (2012) to
conceive a framework to develop gamified activities
for computer programming language learning.This
framework is important for our future work, to
develop gamified systems for studentsusing their
mobile devices
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Abstract

1.0 Introduction

An intelligent agent is a computer
program that can make decisions or perform
a service based on its environment, user input
and experiences. These programs can be used
to autonomously gather information on a
regular, programmed schedule or when
prompted by the user in real time. Intelligent
agents may also be referred to as a bot, which
is short for robot.

Typically, an agent program, using
parameters the user has provided, searches all
or some part of the internet, gathers
information the user is interested in and
presents it to them on a periodic or requested
basis. Data intelligent agents can extract any
specifiable information, such as included
keywords or publication date. In agents that
employ artificial intelligence (Al), user input
is collected using sensors, like microphone or
cameras, and agent output is delivered
through actuators, like speakers or screens.
The practice of having information brought
to a wuser by an agent is called
push technology.

Common characteristics of intelligent agents
are adaptation based on experience, real time
problem solving, analysis of error or success
rates and the use of memory-based storage
and retrieval.

For enterprises, intelligent agents can be used
for applications in data mining, data analytics
and customer service and support (CSS).
Consumers can also use intelligent agents to
compare the prices of similar products and
notify the user when a website update occurs.

Intelligent agents are also similar to software
agents which are autonomous computer
programs.

Types of intelligent agents

Types of intelligent agents are defined by their

range of capabilities and degree of intelligence:

. Reflex agents: These agents function in a
current state, ignoring past history. Responses are
based on the event-condition-action rule (ECA
rule) where a user initiates an event and the agent
refers to a list of pre-set rules and pre-programmed
outcomes.

Model-based agents: These agents choose an
action in the same way as a reflex agent, but they
have a more comprehensive view of the
environment. A model of the world is programmed
into the internal system that incorporates the
agent's history.

Goal-based agents: These agents expand upon
the information model-based agents store by also
including goal information, or information about
desirable situations.

Utility-based agents: These agents are similar
to goal-based agents but provide an extra utility
measurement which rates each possible scenario
on its desired result and chooses the action that
maximizes the outcome. Rating criteria examples
could be the probability of success or the resources
required.

. Learning agents: These agents have the
ability to gradually improve and become more
knowledgeable about an environment over time
through an additional learning element. The
learning element will use feedback to determine
how performance elements should be changed to
improve gradually.
Characteristics  of
Artificial Intelligence
There are many characteristics of intelligent agents
that distinguish them.
e Adjustments - ability to take on new rules
incrementally
. Autonomy - ability to perform tasks on
their own, without other intervention required
. Goal-oriented - ability to adjust in order to
achieve the given goal

Intelligent Agents in
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o Interaction - ability to interact with other agents
or systems

o Knowledge Base - ability to apply knowledge
from previous experiences

. Learning - ability to learn and adjust to
experiences
. Performance Measure - ability to know

if the performance is acceptable or not
Types of Intelligent Agents in Al

So, how many types of agents are defined in
artificial intelligence? Typically, there are five
types of intelligent agents in Al. These are
described in more detail below.
Simple Reflex Agents

Simple reflex agents are the most basic form
and work based on condition-action rules. These
agents do not have a memory of past events. They
take information from their sensor or sensors.
Then the agents check their preprogrammed rules
to determine any needed action. A common
example is the basic house thermostat (not a
smart thermostat). A set of rules is listed for

Bank risk management
Credit Risk Management System

checking temperature and heating or cooling until
the desired temperature is reached. These agents
work best if the environment is fully observable.
If the thermostat only measures next to a window
or in a closet, it is not as useful. If the rules are
changed, the rules must be entered, and no history
of previous rules is remembered by the system.
Examples of intelligent agents
Al assistants, like Alexa and_Siri, are examples
of intelligent agents as they use sensors to perceive
a request made by the user and the automatically
collect data from the internet without the user's
help. They can be used to gather information about
its perceived environment such as weather and time.
Infogate is another example of an intelligent agent,
which alerts users about news based on specified
topics of interest. Autonomous vehicles could also

be considered intelligent agents as they wuse
sensors, GPS and cameras to make reactive
decisions based on the environment to maneuver
through traffic.

This was last updated in February 2019

Supervision Framework | F.S.R.C.C | Credit Risk Management | Financial Institutions
Supervision Publications | Supervision Circulars & Guidelines

Background
The late 1980s and early 1990s witnessed rising
non-performing credit portfolios in banks and these
significantly contributed to the financial distress in
the banking sector. Also identified was the existence
of predatory debtors in the banking system whose
modus operandi involved the abandonment of their
debt obligations in some banks only to contract new
debts in other banks. Furthermore, the use of status
enquiries on bilateral basis between banks was
characterised by some weaknesses. Status enquiries
were regarded as business courtesies to which some
banks either did not respond to or gave vague replies.
In spite of the systemic weakness, many banks
continued to extend fresh facilities to customers who
already had hardcore and un-serviced debts with
other banks and financial institutions. On the part of
the regulators, the paucity of credit information had
inhibited consistent classification of credits granted
to certain borrowers and their associated companies.
Consequently, the need for a central database
from which consolidated credit information on
borrowers could be obtained became imperative. It
was against this background that the CBN Credit
Risk Management System [CRMS] or Credit
Bureau was established. The decision to establish a

Credit Bureau in Nigeria featured in the
Presidential Budget Speech of 1990. Thereafter, it
was given a legal backing by the CBN Act No.24
of 1991 [sections 28 and 52] as amended. The
enabling legislation empowered the CBN to obtain
from all banks, returns on all credits with a
minimum outstanding balance of N100,000.00
(now N1.m and above of principal and interest), for
compilation and dissemination by way of status
report to any interested party (i.e. operators or
regulators). The Act made it mandatory for all
financial institutions to render returns to the CRMS
in respect of all their customers with aggregate
outstanding debit balance of N=1,000,000.00 (One
million naira) and above. It also required banks to
update these credits on monthly basis as well as
make status enquiry on any intending borrower to
determine their eligibility or otherwise. Banks are
penalized for non-compliance with the provisions
of the Act.

Presently the CRMS is web-enabled thus allowing

banks and other stakeholders to dial directly into the

CRMS database for the purpose of rendering the

statutory returns or conducting status enquiry on

borrowers. Also, the CBN is in the process of
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integrating the CRMS with other systems operating in

the bank to make it more efficient.

Objectives of CRMS

Strengthening the Credit Apprais Procedures of
Banks: This is achieved by generating accurate and
reliable credit information on bank borrowers from a
central database. With such information available,
banks will be in a better position to appraise the
repayment capabilities of customers seeking new or
additional credit facilities from them. This will
reduce or eliminate the granting of loans to
customers who had no capacity to repay and/or

already had non-performing and sometimes

abandoned loans in other banks.

Storage and dissemination of Credit Data: The
Credit Bureau captures all credits of N1 million
(principal and interest) and above from banks’
monthly returns on all their customers. Banks are
also required to provide all other relevant data on the
facilities such as names of borrowers, directors of
borrower companies, credit limit, outstanding
amount, status of credit, securities pledged, etc.
These data are collated in the CRMS database, which
are made available to banks through credit status
enquiry/report. The CBN Credit Bureau provides
objective responses to status enquiries to promote a
responsive borrowing culture. The customers who
meet their obligations as contracted will
What Is Credit Risk?

Credit risk is the possibility of a loss resulting
from a borrower's failure to repay a loan or meet
contractual obligations. Traditionally, it refers to
the risk that a lender may not receive the owed
principal and interest, which results in an
interruption of cash flows and increased costs for
collection. Excess cash flows may be written to
provide additional cover for credit risk. When a
lender faces heightened credit risk, it can be
mitigated via a higher coupon rate, which provides
for greater cash flows.

Although it's impossible to know exactly who
will default on obligations, properly assessing and
managing credit risk can lessen the severity of a
loss. Interest payments from the borrower or issuer
of a debt obligation are a lender's or investor's
reward for assuming credit risk.

Key Takeaways
Credit risk is the possibility of losing a lender
takes on due to the possibility of a borrower
not paying back a loan.
Consumer credit risk can be measured by the
five Cs: credit history, capacity to repay,

consequently continue to have access to credit
facilities, while delinquent customers are denied
access to new facilities from other banks until they
make good their outstanding delinquent credits.

Monitoring of Over-Exposure to Borrowers:
The consolidated credit information generated by
the Credit Bureau will enable banks to identify
borrowers who have contracted debts in excess of
their repayment capabilities. Banks are thus put on
notice to avoid putting their funds into areas or
sectors that are already experiencing a lull or
declining prospects. It will also assist banks in the
evaluation of the viability or otherwise of prposals
on loans from customers.

Facilitating  Consistent  Classification  of
Credits: The Credit Bureau will facilitate
regulators’ consistent classification of credits
granted to the same borrower(s) by different
banks.

The Regulator will also have first hand
information on a customer’s global debt profile
thereby eliminating the erroneous classification
of a customer’s loan as performing in one bank
and doubtful or lost in another Examples.

capital, the loan's conditions, and associated
collateral.

Consumers posing higher credit risks
usually end up paying higher interest rates on
loans.

Understanding Credit Risk

When lenders offer mortgages, credit cards,
or other types of loans, there is a risk that the
borrower may not repay the loan. Similarly, if a
company offers credit to a customer, there is a
risk that the customer may not pay their
invoices. Credit risk also describes the risk that a
bond issuer may fail to make payment when
requested or that an insurance company will be
unable to pay a claim.

Credit risks are calculated based on the
borrower's overall ability to repay a loan
according to its original terms. To assess credit
risk on a consumer loan, lenders look at the five
Cs: credit history, capacity to repay, capital, the
loan's conditions, and associated collateral.l
Some companies have established departments

solely responsible for assessing the credit risks of
their current and potential customers. Technology
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has afforded businesses the ability to quickly
analyze data used to assess a customer's risk profile.
If an investor considers buying a bond, they will
often review the credit rating of the bond. If it has a
low rating (< BBB), the issuer has a relatively high
risk of default. Conversely, if it has a stronger rating
(BBB, A, AA, or AAA), the risk of default is
progressively diminished.

Bond credit-rating agencies, such as Moody's
Investors Services and Fitch Ratings, evaluate the
credit risks of thousands of corporate bond issuers
and municipalities on an ongoing basis.23 For
example, a risk-averse investor may opt to buy an
AAA-rated municipal bond. In contrast, a risk-
seeking investor may buy a bond with a lower rating
in exchange for potentially higher returns.

Principles for the Management of Credit Risk
Introduction

1. While financial institutions have faced
difficulties over the years for a multitude of reasons,
the major cause of serious banking problems
continues to be directly related to lax credit
standards for borrowers and counterparties, poor
portfolio risk management, or a lack of attention to
changes in economic or other circumstances that can
lead to a deterioration in the credit standing of a
bank's counterparties. This experience is common in
both G-10 and non-G-10 countries.
2. Credit risk is most simply defined as the potential
that a bank borrower or counterparty will fail to
meet its obligations in accordance with agreed
terms. The goal of credit risk management is to
maximise a bank's risk-adjusted rate of return by
maintaining credit risk exposure within acceptable
parameters. Banks need to manage the credit risk
inherent in the entire portfolio as well as the risk in
individual credits or transactions. Banks should also
consider the relationships between credit risk and
other risks. The effective management of credit risk
is a critical component of a comprehensive approach
to risk management and essential to the long-term
success of any banking organisation.
3. For most banks, loans are the largest and most
obvious source of credit risk; however, other
sources of credit risk exist throughout the activities
of a bank, including in the banking book and in the
trading book, and both on and off the balance sheet.
Banks are increasingly facing credit risk (or
counterparty risk) in various financial instruments
other than loans, including acceptances, interbank
transactions, trade financing, foreign exchange
transactions, financial futures, swaps, bonds,

equities, options, and in the extension of
commitments and guarantees, and the settlement of
transactions.
4. Since exposure to credit risk continues to be the
leading source of problems in banks world-wide,
banks and their supervisors should be able to draw
useful lessons from past experiences. Banks should
now have a keen awareness of the need to identify,
measure, monitor and control credit risk as well as
to determine that they hold adequate capital against
these risks and that they are adequately
compensated for risks incurred. The Basel
Committee is issuing this document in order to
encourage banking supervisors globally to promote
sound practices for managing credit risk. Although
the principles contained in this paper are most
clearly applicable to the business of lending, they
should be applied to all activities where credit risk
is present.
5. The sound practices set out in this document
specifically address the following areas: (i)
establishing an appropriate credit risk environment;
(i1) operating under a sound credit-granting process;
(ii1)  maintaining  an appropriate credit
administration, measurement and monitoring
process; and (iv) ensuring adequate controls over
credit risk. Although specific credit risk
management practices may differ among banks
depending upon the nature and complexity of their
credit activities, a comprehensive credit risk
management program will address these four areas.
These practices should also be applied in
conjunction with sound practices related to the
assessment of asset quality, the adequacy of
provisions and reserves, and the disclosure of credit
risk, all of which have been addressed in other
recent Basel Committee documents.'
6. While the exact approach chosen by individual
supervisors will depend on a host of factors,
including their on-site and off-site supervisory
techniques and the degree to which external auditors
are also used in the supervisory function, all
members of the Basel Committee agree that the
principles set out in this paper should be used in
evaluating a bank's credit risk management system.
Supervisory expectations for the credit risk
management approach used by individual banks
should be commensurate with the scope and
sophistication of the bank's activities. For smaller or
less sophisticated banks, supervisors need to
determine that the credit risk management approach
used is sufficient for their activities and that they
have instilled sufficient risk-return discipline in
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their credit risk management processes. The
Committee stipulates in Sections II to VI of the
paper, principles for banking supervisory authorities
to apply in assessing bank's credit risk management
systems. In addition, the appendix provides an
overview of credit problems commonly seen by
supervisors.

7. A further particular instance of credit risk relates
to the process of settling financial transactions. If
one side of a transaction is settled but the other fails,
a loss may be incurred that is equal to the principal
amount of the transaction. Even if one party is
simply late in settling, then the other party may
incur a loss relating to missed investment
opportunities. Settlement risk (i.e. the risk that the

Related information

. Best Practices for Credit Risk Disclosure

. Sound Practices for Banks' Interactions
with Highly Leveraged Institutions

. Banks' Interactions with Highly Leveraged
Institutions
1.2 Objectives of study.

1. To use the capacity of intelligent agents
In AI to automate bank credit risk managent
An intelligent agent is a program that can make
decisions or perform a service based on its
environment, user input and experiences. These
programs can be used to autonomously gather
information on a regular, programmed schedule or
when prompted by the user in real time
It is a device with sensors and actuators, for
example, a robotic car, a camera, a PC. Agent

completion or settlement of a financial transaction
will fail to take place as expected) thus includes
elements of liquidity, market, operational and
reputational risk as well as credit risk. The level of
risk is determined by the particular arrangements for
settlement. Factors in such arrangements that have a
bearing on credit risk include: the timing of the
exchange of value; payment/settlement finality; and
the role of intermediaries and clearing houses.”

8. This paper was originally published for
consultation in July 1999. The Committee is
grateful to the central banks, supervisory authorities,
banking associations, and institutions that provided
comments. These comments have informed the
production of this final version of the paper
program is an implementation of an agent function.
An agent function is a map from the percept
sequence (history of all that an agent has
perceived to date) to an action.

2. The two main functions of intelligent
agents include perception and action. Perception is
done through sensors while actions are initiated
through actuators. Intelligent agents consist of sub-
agents that form a hierarchical structure. Lower-
level tasks are performed by these sub-agents

3. Scope

the software package will functionally cove all
aspects of financial risk management including full
case reporting to affected authorities

4 the package will take care all financial risk
identification

1.

2,
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Modeling BBN E-Voting Systems In Nigeria For Election
Prediction
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Abstract
Election result prediction systems are computer models which carry out pre-election opinion testing on
different users regarding upcoming elections, and use the data gathered to ascertain who can possibly win
in the upcoming elections. However, when these artificial intelligence systems are properly made use of, a
reliable outcome can be generated in such a way that will not undermine the legitimacy of the election
results proper. Voter confidence can be boosted or altered if the wrong approach is used regarding the
election prediction systems. BBN (Big Brother Naija) is a reality TV show watched by many both within
and outside the country. The BBN has been very controversial from inception several years ago. The
importance of Electronic Voting in the BBN for election prediction is on the high increase because it
accommodates a lot of people both big and small to vote from the confines of their home using just their
mobile phones, laptops, tablets so far it is connected to the internet. It makes people to have interest in
voting and predicting for their favourite contestant so long as they donot need to go out and queue up on
the line before they vote. This paper, however, looks at the BBN modelling, E-voting systems in Nigeria

and the need for predicting the election in order to ascertainwho will become the winner of the year.

Keywords: BBN,E-voting, Election, Internet, Modeling, Prediction.

Introduction

Nigeria is the most densely inhabited country in
Africa and actually the leadingamid the gloomy
nations of the domain with a probablepopulace of
180 million (NPC, 2013). Nigeria is anaffluent state
and indeedgifted with oil, agriculture, mineral
fossils, ground-breaking and strongsocialresources
(Chindo, Naibbi, & Abdullahi, 2014). Yet, Nigeria
is classified among the stragglers and ranked as the
third country with the leadingresidents of lowly in
the sphere, regardless of its opulentassets (Olaleye,
Edun, Bello., & Taiwo, 2014).

Following regimes have directed ample assets
into numerous programs to contest the high rate of
scarcity and to link the gap between
profitabledevelopment and affluence of the
residents. Prominent among them are: National
Agricultural and Cooperative Bank (NACB),
Operation Feed the Nation (OFN), Agricultural
Development Project (ADP), Directorate of Food,
Road and Rural Infrastructure (DFRRI), National
Directorate of Employment (NDE), Community
Bank or Micro Finance, National Poverty
Eradication Program, (NAPEP) among others
(Dugguh, 2014; Ogwumike, 2002). Researchshown
that corruptauthority, lack of administrative will,
bribery, lack of an outwarddistinctruleplan for

scarcitymitigation, stabilitycondition,
administrativefraud and  awfulprowling are
mainissues that causes poverty in Nigeria (Kanayo,
2014).

Regardless of all strategy measures embraced to
tackle these problems, scarcity still succeed in
Nigeria (Abinbola, 2012). Electronic voting (E-
Voting) is an electrical system of voting presented
by progressive countries of the sphere to expand
election procedures. Literatures have shown that as
a result of scientificinnovationcombined with the
countlesscomplications of manual voting, USA,
Australia, Brazil, Canada, India, France, Japan,
United Arab Emirates and others have recognized
different methods of e-voting projects. Namibia was
the first African country to embrace the e-voting
technology, trailed by South Africa. Nevertheless,
the notion was originallydivergent by the hostility
parties on the ground that the rule was intended at
election operations (Obradovic, Hoover,
Ikonomakis, & Poulos, 2006).

E-voting permitqualifiedelectorates cast their
votes and to be counted. It is a system that is
auditable, apparent, fortified with negligible human
blunder. For large nations like India, Brazil and
Philippine, electronic voting and electronicgy
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counting expedite the announcement of election
outcomes within short period of time. The system
enables electorates to choosetrustworthyaspirant
without any unpardonablepower; protect the secrecy
of their votes at each stage of the voting course;
assured availability of all electorates. Hence, the
electorates build trust and assurance in the electoral
bodies (Obradovic et al., 2006).

This paperspecificallysurveys the reasons that
influence the notion of e-voting system from the
perspective of INEC, Nigerian residents and the
likelihoods of PVC and CR to assuage poverty in
Nigeria. Consequently, it will aid as a lesson to the
incumbent leaders and potentialaspirants that they
can only be elected if they rendered reasonable
services to the masses and not their affluence or
election operations as experienced in the past. The
paper also proves the reliability of CR and PVC as
instruments to determine credible leaders of choice.

The mainaspects that influences the introduction
of Electronic Voting Machine (EVM) in 2007 is the
craving to recuperate the lost integrity of INEC,
enrich the validity of the election outcome and the
search for exemption from the civicindictment of
scheming with the presiding party to influence
election outcomes. Another aspect is the craving by
the citizens to choosesincere and dedicated leaders
to infrastructural growth and the need to curb post-
election viciousness that have claimed many
innocent lives in the preceding elections (Adebayo,
Ugiomoh, & AbdulMalik, 2013).

Nevertheless, the notion of EVM was apparent
with mix feelings among Nigerians. Although, the
zeal was high among those who assumed that the
revolution will reduce the rate of -election
deception through the validation of biometric data
and snapshot of electorates as well as
eradicatingmultiple registration and
impersonation. On the other hand, the notion was
comprehended by some set of persons as an
innovation to block their probabilities of success
through the wusual illegalstrategies (Duruji &
Joshua, 2014).

Subsequently, anxious political lobbyists who
felt the new system will upset their success
mobilized the National Assembly to dangle the
recommended EVM in the Electoral Act of 2006.
This depleted the position of INEC and therefore
concretes way for the usual election schemes in
2007 elections.

BBN Show In Nigeria

The prevalent entertainment show aired by

Multichoice is applauded for being one of Africa’s

most projecting family shows held in Nigeria. The
last year’s version is the sixth season, themed “shine
ya eyes”. As usual, the organizers did not frustrate
their viewers as the rivals in the housecontested for
the N90 million grand prize. Following this year’s
version which is the seventh season themed “level
up”. It comes with so much surprises, twists as
evictions was done when they least expected,
moving some housemates to a different house to
watch showmax. The contestants competed for the
N100 million grand prize.

The show’s success lies in a firmlyintended
voting system  whichguaranteesthat preferred
housemates are kept in the house until the final day,
when the grand prize will be pronounced to the
winner. As such, personalities worldwide become
emotionally involved in some sense to their
preferred housemates, and they use their voting
rules to keep their cherished entertainer in the
competition. Most times, enthusiasts remain
devoted to their preferred celebrity even when the
show is over.

In past seasons, characters like Bisola, Cee-Cee,
Tacha, Mercy, Erica, Laycon and of recent,
Liquorose, Cross, Whitemoney and presently, Bella,
Bryan and Phyna are some housemates that
enthusiasts voted for in large numbers. Many spent
fortunes on recharge cards to keep the voting
numbers up, to make sure that their preferred
celebrity wins the prize money.

Captivatingly, this programme is greatly watched
and followed by the young and old, the rich and
poor, the illiterate and literate, as well as residents
and non-residents of Nigeria. Full participation in
the voting procedure also follows a non-tribal, non-
religious and non-gendered bias among fans across
the globe.

More interestingly, this programme is hosted in
Nigeria, a country whose electoral procedure is
known to be marred with the direct opposite of what
the BBNaija voting procedurerepresents.

Nigeria’s headship choice is battered with gut-
deep corruption by administrative leaders on the one
side and by needlessprejudice towards class, tribe,
administrative leaning, or religious conviction on
the other side. Definitely, Nigeria has a lot to learn
from the democraticheadship that the country’s
entertainment region provides.Corruption corrodes
all facets of noble governance and active service
conveyance to the populace. Concerns such as vote-
buying, bribery, using communalreserves for
campaigns, extremebroadcasting campaign, threats
at the polls, spending beyond reasonable limits, and
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influencing results are expected outcomes in any
electoral period in Nigeria. All these are
unconstitutional and ethicallydistressingmoments
that degrade the country’s electoral consensus.

Resorting to the electronic voting system, as
does the BBNaija show, is anticipated to birth the
advent of true democratic adoptions of the
people.The show’s voting system includes the
former SMS voting platform, which has been
scuffled, possibly due to the many occurrences of
vote sponsorship by fans of high net worth. This
may have been made to purge the voting procedure
of equivalences of vote-buying, which prevails in
the Nigerian electoral system.

Now, voting for favorite housemates is done
through Africa Magic’s online voting poll, which is
available to everyone around the globe, Africa
Magic’s mobile and websites, MyDstv and MyGotv
applications that are available to Nigerian
subscribers only.This voting structure is tenured, as
it automatically opens up every Monday night and
closes on Thursday by 9pm. Voters can give a
maximum of 100 votes by means of mobile phones
and websites.This apparent voting structure 1is
applauded for having producedconsistent results
free of favoritism and bigotry of any form. A
trustworthyperson openly approves results before
being pronounced for the first time by a well-known
announcer. Over the years, many more individuals
have been cheered to vote for their preferred
celebrities using this simple and apparentmethod.

In 2019, about 240 million total votes were
cast in favor of the programme. By 2020, over 900
million votes were recorded. 2021 total votes were
estimated to be around 1 billion, according to the
show’s headline presenter, Ebuka Obi-Uchendu.
Then, this year’s total votes are far above the past
year’s votes casted considering the method of
voting system used.

This voting outcome serves a lot of lessons
to Nigeria’s voting structure. High votes in
BBNaija’s programme and the relative low polls
during the country’s general elections plead a strong
case for mobile voting.

The Challenges Of E-Voting In Nigeria

The challenges would be there because there is
no human struggle or activity that is not faced by
challenges. What human imagination, origination
and resolve do is to overcome the
challenges.Ogunye,opined that any amendment that
needed to be done to the Electoral Act should begin
in earnest.He also called on the National Assembly
members to jettison their voice on voting method

for electronic voting, so they could be convinced by
their own experience to make e-voting work.

He stressed that there was a need for all data
capturing institutions, like NIMC, FRSC and INEC
to synergize and edge to produce like the social
security number in the United States that can easily
be used for voting.Also speaking, the Chairman,
Partners for Electoral Reform and member,
Working Group of Watching The Vote, YIAGA
Africa, Mr Ezenwa Nwagu, said while reality show
and general elections could not be compared
because of their different variables, it also reflected
what was of interest to young people.

He pointed out that until voters were made to see
the connection between their permanent voter card
and basic things like the cost of bread, quality of
education and everything around them, they might
continue to trade their PVCs and downplay the
importance of their participation in the voting
process.

He added, I agree that electronic voting is the
way to go as it will eliminate malfeasance in the
electoral process. Thus, the bottlenecks around it in
the constitution and the Electoral Act should be
resolved. But remember that e-voting is not a pre-
condition for a free, fair, and credible election if you
look at the issues that followed the allegations of
manipulation of the election in a developed country
like the United States.

However, there is need for civil political
education of the electorates and the need for the
media to educate people to see the connection
between their PVCs and the future of their country.
“Until people understand that the PVC, which some
people sell for a trifle, would determine the cost of
bread, quality of education and infrastructure,
nothing would change. You would even hear people
say it doesn’t concern them because they don’t see
that connection.”

Nigeria’s electoral voting knowledge is
characteristic of less than estimated voter numbers.
The fear of a violent outing, threats or pestering by
political hoodlums, loss of faith in the electoral and
political system of the country, fear of influenced
results, fear of ballot smothering and stealing, stress
and lateness of electoral staff are some of the
reasons for the low turnout of people during
elections.

The challenge is not technology but the attitude
of politicians, in which they work to overthrow the
process, so there are issues of trust and deliberate
political agitation of the process.Speaking on why
many young people did not vote in elections, he
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likened it to why people still smoke even when >

there was a ‘smokers are liable to die young’

warning on the packs of cigarettes.“What that >
means is that people do not automatically respond in »

their own enlightened self-interest, so the things that

matter most may not be the things that matter to »

them”

Other challenges include:

e Inadequate supply of electricity.

e Malfunctioning of the card readers.

e Inadequately trained personnel.

e The inefficiency of manual voting system,
time and the resources wasted during the
voting process.

e The ineffectiveness of the electoral process
and that of thousands of polling station
officials.

e Also, an electoral environment where there
is little or no trust in the officials of the
Independent Electoral Commission (INEC).

e Snatching of ballot boxes, the electoral
materials and massive rigging by party
officials in collaboration with INEC
officials.

Solutions To E-Voting Challenges In Nigeria

e Adequate back up of alternative sources of
power supply such as solar, generating sets etc.
to be made available for the election managers.

e (Continuous and adequate training should be
given to the personnel to handle cases of
malfunctioning card reader machine.

e This will help in seeing that elections are
credible, free, fair, reliable and transparent. It
will also go a long way to sustain and stabilize
democracy in Nigeria.

e The system also provides security such that
voters can only vote ONCE with their
identification details. If properly implemented,
e-voting solutions can eliminate certain common
avenues of fraud, speed up the processing of
results, increase accessibility and make voting
more convenient for citizens in some cases,
when used over a series of electoral events,
possibly even reducing the cost of elections or
referendums in the long terms.

e [t provides a complete computer system that
would provide facility for voters and officials to
cast:register and print out the result of the voting
exercise respectively.

e Achieving an electronic voting system that
would contain the details of aspirants and voters.

o It gives the voters access through personal
identification number and username.

Internet reliant voting options satisfy voter's desire
for convenience.

More accurate results as human error is excluded.
Electronic voting can meet the voting needs of the
physically disabled.

Electronic voting can reduce the incidence of vote-
selling and family voting by allowing multiple
voting where only the last vote counts and prevent
manipulation with mail-in deadlines through direct
control of voting times.

The benefits of the chosen e-voting solution should
outweigh the drawbacks, not only when compared
to other electronic voting systems also when
compared to paper voting

Finally, the general public, as well as other key
stakeholders in the electoral process, should trust
the voting solution and be confident with it.

During the 2019 presidential elections, out of
82.3 million voters collated by INEC, only 29.3
million voters were endorsed, representing 35.6 per
cent of the total voting population. By the end of the
elections, the total votes cast were 28.6 million, and
the total number of binding votes was 27.3 million.
This means that 33.1 percent of qualified voters
elected the president in that year. The same
development was practiced at the state levels.

-

Fig. 1.1 Nigeria’s Manual Voting System
Source: BUISNESS DAY

Hence, it is essential to seek ways to contend

with and inspire the electronic voting system if
the country’s electoral procedure must see a true
reawakening. The government must see the need for
this and move to work with the private sector to
achieve this feat.

Voter information using Bank Verification
Number (BVN) or National Identification Number
(NIN) can be helpful. The government can 315053
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work with commercial banks, the Federal Road
Safety Corps (FRSC), immigrations, higher
institutions,  religious bodies, the National
Population Commission (NPC), public hospitals and
various embassies to gather other relevant
information about Nigerians who are either resident
in the country or are abroad. This is to make sure
that correct voter information or data are gathered
for proper identification and accountability.

Moreover, the government must sit at a round
table with tech firms and other network service
providers to discuss the administration of electronic
voter services.While it is typically agreed that the
paper-based voting system in Nigeria is costly and
by and large vast, learning from BBNaija’s novel e-
voting system will usher the country into a new era
of a cheaper, faster, more efficient, accurate and
credible system of choosing the best and well-
deserving leaders for the nation

Flg 1.2 Live EV1ct10n Show
Source: Multi Choice

The normal voter lethargy experienced during
elections seems to justify some re-examination,
given the discrepancy between the number of votes
recorded in the recently concluded Big Brother
Naija and the usual low voter turnout in general
elections. In this piece, TUNDE AJAJA examines
the lessons the Independent National Electoral
Commission could learn from the reality show. For
the past 99 days, the reality show that terminated on
Sunday, October 2, there were, doubtfully, very few
interesting and societal issues that conquered public
discourse for a reasonable length of time like the
happenings and updates from the Big Brother Naija
house.It was a 24/7 show that kept many people — in
Nigeria and abroad — bonded to their television sets
and made some other fans routing different social
media and news platforms to get real-time updates.
The reality show was a huge glee and pleasure to
many.But then, on the other hand, some individuals
and groups expressed deep objections about the
programme, saying the show should be scrapped
‘for promoting immorality.’

For example, the Muslim Rights Concern, a
prominent Muslim body in the country, had less
than two weeks after the programme began calling
on President Muhammadu Buhari to shut down the
airing of the reality show, saying it wondered why
the Ministry of Information and Culture and the
National Orientation Agency (NOA) did not do
anything about the airing of the show.In a statement
by its director, Prof Ishaq Akintola, the Muslim
group labeled the reality show as ‘decadent, anti-
social, daring, avant-garde and forceful danger to
every home’, saying the show had ‘powerfully
pulled people to a world of nudity, impudence and
open promiscuity.’

On the other hand, in spite of the objections and
open condemnations by anxious individuals and
groups, the programme has continued to gain
traction from the first to it’s now concluded fourth
edition.In the interim, beyond the enthusiasm and
hype that surrounded the grand finale on Sunday
October 2, the host of the show, Ebuka Obi-
Uchendu, pronounced that this year’s edition5 4
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recorded a massive 240 million votes and that in the
final week of the show alone, a ‘record-breaking’ 50
million votes were logged.Many people, on hearing
that, seemed surprised while describing the number
of votes as unbelievable, especially as they
compared the volume of votes with the usually low
turnout of voters recorded during the all-important
general elections in the country.

However, while the comparison is quite
understandable, it is informative to take a cursory
look at the voting pattern in the reality show and
that of the elections.Information on the website of
Africa Magic showed that voting could be done in
four ways; the first being through SMS from any of
the three participating networks in Nigeria. Each
SMS cost N30 and a maximum of 100 votes per
user.Also, voting could be through Africa Magic
mobile site, its website and through MyDSTV or
MyGOTV App, all of which are free, except for
data costs. The maximum votes per user were
equally 100.Even though voting in BBNaija did not
require any age qualification; a voter did not need
any form of pass or identification card and did not
need to have registered with any electoral body, one
could still safely conclude that the number of votes
was huge, especially in a country of 180 million
people.The volume of votes also showed pledge and
loyalty on the part of the voters, irrespective of the
fact that multiple voting per person was allowed.

But looking at the performance (voter turnout)
in the general elections in Nigeria over the years,
especially the presidential election, which has the
widest coverage, the opposite has been the case. For
years, less than half of registered voters usually vote
in the elections.For example, in the 2019 elections,
out of the 82.3 million voters (as collated by INEC),
only about 29.3 million voters did accreditation,
which represented an appallingly low 35.6 per- cent
of the voting population.In fact, at the end of the
election exercise, the total number of votes cast
dropped to 28.6 million, while the total number of
valid votes cast dropped further to 27.3 million
votes, which implied that 33.1 per cent of the
qualified voters elected the President.

In Lagos State, where there were about 6.5
million registered voters, the highest in the country,
INEC’s proceedings showed that only 1,196,490
voters came out for accreditation, while valid votes
dropped to 1,089,567.The poor voting in the
nation’s elections didn’t start in 2019. In 2018 when
governorship elections held in Ekiti and Osun states,
the number of votes was as low as always.In the
Ekiti State governorship election, which held on

July 14, 2018, out of the 913,334 registered voters
in the state, over 280,000 did not collect their PVCs.
And of the about 630,000 voters that collected
theirs, only 405,861 were accredited while the total
votes cast was a mere 403,451. This implies that
only about 44 per cent of voters with PVCs took
part in the course of choosing the next governor of
the state.Likewise in Osun State, out of the
1,682,495 registered voters across the state, only
1,246,915 voters collected their PVCs. And at the
end of the election exercise, including the rerun, the
total votes cast were less than 600,000.

Also in the November 18, 2017 Anambra State
governorship election, INEC discovered that only
22 per cent of qualified voters in the state voted.
Out of the 2,064,134 registered voters in the state,
only 457,511 voters, which is less than a quarter of
the registered voters, came out for accreditation,
while only 448,771 voted eventually. In the 2015
general elections, there were 67,422,005 registered
voters across the country, but only 31,746,490 (less
than half) of the registered voters were accredited,
while the number of votes cast was a mere
29,432,083, representing about 43 per cent. It was
even lower than the 52.3 percent of voter turnout in
the 2011 election.

Justifiably, many reasons have been cited for the
low turnout of voters, including fear of violence,
loss of faith in the system, fear of threats and
pestering, lethargy, fear of influence of the results,
ballot snuffing and stealing, the stressful nature of
the voting exercise, like being in the queue,
sometimes in the sun or the rain, for minutes or
hours before voting and the beliefs that the votes
may not even count.In fact, for the young people
who occupy a mass of the registered voters, it is
common for most of them to stay at home and
watch television while some take to playing football
on the streets instead of going to vote.But, drawing
from the BBNaija voting experience, some persons
had recommended that it was high time the country
adopted the option of electronic voting, which they
said, would address some of the problems
associated with the manual voting method as well as
save cost.

Interestingly, the notion of electronic voting is
not new in Nigeria’s electoral structure. The notion
of e-voting was muted for the 2019 elections but the
House  of  Representatives  rejected  the
idea.Nonetheless, INEC had opined that the
commission would have no choice but to employ e-
voting in 2023, stating that retaining the paper-
based voting system might overpower the
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commission.Speaking during a 2019 post-election
review workshop in Ibadan in April, INEC’s
National Commissioner, Mr Adedeji Soyebi,
pointed out that it was the logistics burden that
made the commission to postpone the 2019
elections.No doubt, the cost of paper-based voting
system is enormous, with N189billion approved for
INEC for the 2019 elections and N108.8billion for
the 2015 elections.But, the cost might increase if the
manual voting was sustained.

Soyebi described that the number of papers used
in the 2019 election was in excess of 1.8 million
tonnes, but that the figure is expected to approach
three million in 2023 as the number of registered
voters is expected to rise from the current 84 million
to about 100 million. A large part is spent on
printing ballot papers, result sheets and other
logistics.Soyebi said, “Transforming from paper to
electronic-based voting system is the way to go and
it is inevitable. Whether we like it or not, it will
meet with us and stare us in the face. Paper-based
system will overpower us such that we have no
other choice but to go this (electronic) way.”

In the meantime, speaking on the captivating
need to embrace electronic voting in the 2023
elections, a legal practitioner, Mr Jiti Ogunye, who
is an advocate of electronic voting, said if the
country fully embraced electronic voting, elections
would be cheaper, the process would be more
efficient, it would engender accuracy, creditability
and integrity.He clarified that electronic voting
would make more people, including young people,
to participate in the voting process and that the
issues of ballot snatching, fire-bombing committed
against electoral materials and multiple thumb-
printing, among other issues, would be
addressed.He said, I'm not saying that it would
totally be free of manipulation; everything that man

does is capable of being influenced or harmed, but
I’m insisting that there are a number of misconducts
that are in-built in our current electoral system that
would be cut out.I know people have argued against
it; people have said we are not ripe for using
electronic voting, but is it not interesting that we are
ripe for using the best computers, all kinds of
gadgets, presidential jets, the best sport utility
vehicles, the best phones, etc. The Action Group
and the late Chief Obafemi Awolowo could have
said in 1959 that we were not ripe to have a
television station in Nigeria, but it was the first in
Africa, ahead of France. So, we are more than ripe
for it. It would even excite the young people that are
of voting age as they would be enthusiastic to be
part of the procedure.
Conclusion

The implementation of this electronic voting
system would enable free and fair election in a
developing country like Nigeria. This system will
help to eliminate election irregularities, stealing of
ballot boxes to mention but a few. E-Voting system
offers convenience to the voter and considerable
ease to election administrators as they can get
election results out more quickly than conventional
methods of manual voting. Thus, the E-Voting
system has helped in the automation of the
traditional  voting system and hence its
efficiency.Finally, severe laws, penalties should be
enacted to allow INEC perform their duties without
excessive interference. The outcome of 2015
general elections has demonstrated that, the masses
can determine their leadership, and it goes along to
confirm that non-performance leaders can easily be
voted out of power; therefore, all leaders must be
committed to improving the wellbeing of the
masses, hence, an indicator to poverty alleviation in
Nigeria
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Abstract

This research work is on development of machine learning based investigation of cloud service attacks.
In cloud services, a kind of cyber-attack that severely paralyzes the victim server by injecting
illegitimate packets of data is a Distributed denial of service (DDoS) attack, which is progressive in
nature. Therefore its detection is a highly tedious task. Hence, intrusion detection system models are
developed to detect this attack efficiently, based on machine learning algorithms. A dataset is employed
to validate the models experimentally. In the proposed methodology, a user request access to the cloud
services and the system authenticates the user using machine learning to analyse the traffic source and
characteristics.. The system is simulated using a web-system developed with PHP, MySQL and
JavaScript. The System Design followed the OODM methodology for componentization of the system
Modules giving room for coupling, decoupling, modification, encapsulation and reuse, as well as easy
maintainability. The software performance was tested using accuracy in malicious network traffic

detection

Background of the Study

Due to the introduction of Cloud Computing and
the many applications supporting this technology,
information technology is rapidly changing. It
allows for resources to be distributed across a
network, permitting users to interact with any of
these resources as needed, with flexible access. As a
result, convenience and security are increased, as
users are not necessarily storing information
independently. Companies have a greater ability to
focus on the research and development of their own
products but spend less time and energy designing
secure data storage facilities, purchasing hardware
for that purpose, or training staff to follow
procedures if they are able to buy into cloud
services offered by cloud service providers. The
many features and advantages of using cloud
computing, including greater efficiency, lower
costs, increased accessibility, reliability, and
flexibility to manage and scale the systems make it
very desirable to a variety of businesses and
organization in many different industries. Clouds
computing are classified into three groups; laaS
(Infrastructure as a service), PaaS (Platform as a

Service), and Software as a Service (SaaS) (Badger
et al., 2015).

As cloud usage relies heavily on the trust of
users, there is a concern that organization may be
vulnerable to new threats and risks. Further, there is
the possibility of cloud technology being invaded by
intruders or hackers, thus giving them access to vital
data in the cloud, owned by others. An intrusion or
attack can have very significant implications for
cloud usage. Since most attackers are likely to target
networks with the largest numbers of users with the
most accessible and most automated resources, as
well as the networks containing an aggregate of the
most information, it must be carefully investigated
and all risks should be mitigated where ever
possible.

In cloud computing platforms, attackers now
exploits security hole contain in deployed software
applications and launch malicious attacks on target
software in real-time (Dunlop et al., 2020). This
prevalent malicious software attacks due to software
vulnerabilities are perceived as big challenge to
cloud computing acceptability (Jun et al., 2019).
Many cloud customers still doubt the uncertainty
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and readiness to be able to guarantee and secure
huge data which are to be deployed and host on the
net. To resolve these security issues, a lot of
techniques have been proposed including machine
learning.

In recent times, machine learning techniques
(MLTs) have been vastly used in modelling and
monitoring  complex  applications. = Machine
Learning (ML) has also shown outstanding
performances in many fields including information
and communication technology, by providing useful
descriptive and predictive information. The main
advantage of ML methods is their ability to create
models that may be integrated into the decision-
making process. Numerous MLTs such as Artificial
Neural Network (ANN), Decision Tree (DT),
Principal Component Analysis (PCA), etc. have
been proposed in various capacities. Unlike
traditional methods, MLTs have proven to be
computationally powerful, systematic and explicitly
reliable when they are deployed in classification
studies.

Research during the last decade has focused on
developing different Machine Learning (ML)
techniques for Intrusion Detection Systems (IDSs)
as mentioned in (Engen, 2020). Strategies that are
most commonly used are those that are able to learn
from training samples illustrating typical network
behaviours under different attacks. The IDSs
strategically learn to detect intrusions, without the
intervention of a human to identify the attack. The
IDSs is able to recognise attacks after learning the
typical patterns and variations seen during previous,
known attacks.

In previous work that used machine learning in
IDS, researchers have applied known classification
algorithms for detecting various types of attacks.
Majority of this work has been carried out by
researchers who have the computer network security
expertise, but not fundamental knowledge about
machine learning algorithms. Therefore this thesis
will use machine learning algorithm as a ‘tool’ to
achieve detection of attacks in cloud computing
environent.

1.2 Statement of the Problem

Because the internet is the delivery method of all
cloud services, security challenges are often
encountered. Typically, any attacks incurred by a
cloud system are unique to that cloud system and
can cause a lot of damages to the system.
Recognising and eliminating the attacks is critical to
maintaining the confidentiality and integrity of the

cloud systems and the information and resources
contained in those systems. Outsider attacks by
intruders are not the only threat to cloud security.
While firewalls can successfully help prevent
outside intruders from attacking a cloud system,
only Intrusion Detection Systems (IDSs) will be
helpful in detecting insider attacks. Current IDSs are
embedded with limitations, such as those related to
the accuracy, sensitivity to false alarms, costs of
communication, ideal detection rates, and coverage
for attacks. Because of these limitations, many
cloud systems are wvulnerable to attacks and
breaches of confidentiality. Finding solutions to
these problems is critical to the integrity of any
cloud system.

Also, cloud services are faced with a lot of problems
including:

1. Lack of adequate internet security.

2. Important data can be compromised when
hackers gain access to the network system

3. Fraudulent individuals can use information
to trick users into submitting vital information to
them so that access can be gained to their sensitive
online accounts. Malicious code and viruses can
slip into the network and gain access to the
computer systems connected to the network causing
various sorts of issues.

So, the problems stated above motivated the
research to conduct this research in order to proffer
solutions to the existing cloud service attacks.

1.3 Aim and Objectives of the Study

The aim of this thesis is to develop a machine
learning based investigation of cloud service
attacks. The specific objectives are to:
1. To develop a cloud based service for a
financial institution for the purpose of electronic
payment system.
2. To integrate machine learning algorithm to
automatically detect and classify attacks on the
cloud service platform and automatically responds
to the attack by blocking the malare.
3. To investigate the accuracy of detection of
attacks and the impact of the presence machine
learning algorithm on cloud security.

1.4 Significance of the Study
The machine learning based investigation of
cloud service attacks as developed in this thesis will
be of immense benefit to users and Organization.
Since the data are transmitted online and in a more
secured cloud computing environment, information
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transmitted will be secured from any form of cyber
attack

The organization will no longer suffer the kind of
legal litigation they go through as a result of lost of
data due to malware attacks.

1.5 Scope of the Study

The scope of this thesis is to analyze security
attacks on cloud computing platform. The system
design is based on Service-Oriented Architecture
and provides a seamless access to the services
offered by cloud computing platform. The design
includes generic and secure architecture for front-
end users, where all security services are provided
in terms of web services defined by security system.
Moreover, the enterprises applications running
behind the scene are tightly coupled. This includes
design of central security server for large-scale
distributed cloud environments that will utilize
machine learning algorithm for intrusion detection
system.

1.6 Limitations of the Study

Due to time and financial constraint, few offices
were visited to gather information on the existing
method for data transmission and the security
measures applied. Some of the requested documents
were not supplied as they were regarded as
classified documents. Thou this thesis made use of
the information gathered and online downloaded
documents to develop the proposed system.

1.7 Definition of Terms
This section defines/describes terms associated
with the data security which will be used throughout
this research and are important to be understood in
context.
Cloud: Cloud is an Internet-based computing
technology, where shared resources such as
software, platform, storage and information are
provided to customers on demand.
Cloud Computing: Cloud Computing is a
computing platform for sharing resources that
include infrastructures, software, applications, and
business processes
Access Provider: This means any natural or legal
person providing an electronic data  transmission
service by transmitting information provided by or
to a user of the service in a  communication
network or providing access to a communication
network.
Computer Data: This means any representation of
facts, information or concepts in a form

suitable for processing in a computer system,
including a program suitable to cause a
computer system to perform a function.
Computer System: This is a device or a group of
inter-connected or related devices, one or more
of which, pursuant to a program, performs
automatic processing of data or any  other
function.
Critical Infrastructure: This means computer
systems, devices, networks, computer programs,
computer data, so vital to the country that the
incapacity or destruction of or interference  with
such systems and assets would have a debilitating
impact on security, national or economic  security,
national public health and safety, or any
combination of those matters.
Cyber Crime: This is defined as any offence
involving the use of a computer network.
Cyber Space: This refers to the connection and
conceptual locations created by computer
networks and the World Wide Web.
Digital Forensics: This refers to the identification,
preservation, acquisition, examination,
analysis and presentation of digital evidence.
Hosting Provider: This refers to any natural or
legal person providing an electronic data
transmission service by storing of information
provided by a user of the service.
Hyperlink: This refers to characteristic or property
of an element such as symbol, word, phrase,
sentence, or image that contains information about
another source and points to and causes to
display another document when executed.
Interception: This includes but is not limited to the
acquiring, viewing and capturing of any
computer data communication whether by wire,
wireless, electronic, optical, magnetic, oral,
or other means, during transmission through the use
of any technical device.
Internet: This is defined as a
interconnected networks.
Databases: A systematically arranged collection of
computer data, structured so that it can be
automatically retrieved or manipulated.
Information System: It is a collection of
procedures, people, instructions and equipment to
produce information in a useful form
Technology: It is study of techniques or process of
mobilizing resources (such as information)  for
accomplishing objectives that benefit man and his
environment
Information: Information can be defined as the
process of gathering, transmitting, receiving,
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storing and retrieving of data or several items put
together to convey a desired message
WWW: World Wide Wed simply called www is
the most important tool of the Internet.
Web Site: A website is a collection of many
interconnected web pages organized by a specific

college, organization company etc, containing web
pages (good and commodities) on the Internet.
2.1 Theoretical Background

A review of existing techniques for learning,
data mining, classifications, etc was carried out in
this section.
2.1.1  Machine Learning
Machine Learning is the process of learning a set

of rules from instances or more generally speaking
creating a classifier that can be used to generalize
from new instances (Kotsiantis, 2017). The
classifier is created using 2-step process. Firstly, by
constructing a classifier model using a given set of
data. Classification rules are constructed in this step
and it is also called training. Secondly, the next step
which is called the testing step determines how
accurate the classification rules are. If the
classifier’s accuracy is above the acceptable limit,
then the classifier model constructed in the first step
will be used for new data record classification.
Machine learning algorithms are used for the
training of the classifiers and the choice of these
algorithms is vital for it determines the accuracy of
the prediction. Several researchers have over the
years employ machine learning algorithm in
performing classification in various knowledge
domains.

2.1.2  Data Mining

Data mining is relatively a new field which lies
at the interface of statistics, database technology,
pattern recognition, machine learning, artificial
intelligence, data visualization, and expert systems.
It is usually not simple to set clear boundaries
between each of these disciplines (Hand, 2011).
This interplay of data mining with these disciplines
is evidenced by the fact that “data mining involves
an integration of techniques from database and data
warehouse technology, statistics, machine learning,
high-performance computing, pattern recognition,
neural networks, data visualization, information
retrieval, image and signal processing, and spatial or
temporal data analysis (Han, 2016).

Different authors define data mining differently.
In reality, data mining is the core step in the
knowledge discovery in database although the two
terms have been used interchangeably. Han (2016)

defined data mining as the process of discovering
interesting knowledge from large amounts of data
stored either in databases, data warehouses, or other
information repositories. Witten et al. (2015)
defined data mining as the process of extracting
implicit, previously unknown and potentially useful
information from data. Hand et al. (2011) defined
data mining as the analysis of observational data set
to find unsuspected relationships and to summarize
the data in novel ways that are both understandable
and useful to the data owner. Fayyad et al. (2016)
defined KDD (Knowledge Discovery and Data
Mining) as the nontrivial process of identifying
valid, novel, potentially useful, and ultimately
understandable patterns in data.

Hand et al. (2011), data mining is usually
performed on data that have already been collected
for some purpose other than the data mining
analysis. That is, the objectives of the data mining
exercise do not help in designing the data collection
strategy. That is why the third definition refers to
‘observational data’ rather than ‘experimental data’.
Hence, data mining is often referred to as secondary
data analysis. The knowledge mined through a data
mining exercise is often referred to as model or
pattern. This knowledge can be represented using
linear equations, rules, clusters, graphs, tree
structures, and recurrent patterns in time series.
Different situations call for the need for data
mining. For example, sophistication in data
collection tools and database technologies has
resulted in an avalanche of data. Huge data are
collected and stored in different formats and various
data repositories until it is beyond human ability for
comprehension. In the absence of powerful data
analysis tools, this has been described as data rich
but information poor situation, where data stored in
large data repositories become ‘data tombs’ or data
archives without being exploited by converting the
data into information. As a result, in such situation,
decision makers are usually obliged to make
important decisions based on their intuition, rather
than based on the information-rich data stored in
data repositories simply because the decision maker
does not have the tools to extract the valuable
knowledge embedded in the vast amounts of data.
Another situation where the need for powerful data
analysis tools arises 1is for expert system
technologies, which usually rely on users or domain
experts to manually input knowledge into
knowledge bases. Such procedure is prone to biases,
errors, extremely time-consuming and costly. Data
mining applications provide tools for performing
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data analysis to uncover hidden but important data
patterns, contributing greatly to business strategies,
knowledge bases, and scientific and medical
research (Han, 2016).

2.1.3  Data Mining Techniques

There are two high-level primary goals of data
mining; they are predictive and descriptive models.
Predictive mining tasks perform inference on the
current data for predicting the target that the user is
interested on. Descriptive mining involves on
presenting patterns that describe the data in the form
that could be understood by the user. In the context
of KDD, description tends to be more important
than prediction (Fayyad, 2016).

At the heart of predictive model, data mining is
the process of constructing a model that represents
data set and also carry out data mining operation.
The specific objective of predictive Predictive
modeling has the specific objective of allowing us
to predict the value of some target characteristic of
an object based on observed values of other
characteristics of the object. Moreover, predictive
modeling is a technique that involves using some
variables or fields in the dataset to predict unknown
or future values of other variable of interest. It is
used to develop a model to relate a dependent
variable (variables that its outcome depends on
some factors) with a set of independent variables
(variables that its outcome doesn’t depend on any
other factor). Historical data is employed in order to
build and train a model that describes the current
observed behaviour (Max, 2013). Predictive model
data mining tasks include prediction, classification,
regression and time series analysis.

2.1.4  Classification Techniques

The rule inductions from decision trees and Nave
Bayes classifier data mining techniques fall under
the category of machine learning, which employs
high-end modeling techniques to uncover hidden
patterns and/or predict outcomes of student data in
order to forecast the pattern of student performance
in universities (Max, 2013).

Machine learning classification models are
important for data mining because they examine
previously classified data (cases) and inductively
identify a prediction pattern. Existing cases could
come from a history database, such as persons who
have already received a specific medical treatment
or who have switched to a new long-distance
epidemiological survey service. They could result
from a test in which a sample of the complete

database is put to the test in the actual world and the
findings are used to develop a classifier. Decision
Trees, Artificial Neural Networks, and Bayesian
Classifier are some of the most common methods
used to build a classification model.

2.1.4.1 Decision Tree

Berry and Linoff (2012) defined decision tree as
“a structure that can be used to divide up a large
collection of records into successively smaller sets
of records by applying a sequence of simple
decision rules. With each successive division, the
members of the resulting sets become more and
more similar to one another .

As a record is entered to a tree at the root node,
the node put in a test to ascertain the next child node
the record will encounter. There are different
algorithms to apply in choosing the initial test, but
no matter the one we choose, the outcome will
always be the same: to choose the test that best
discriminates among the target classes. There is
repetition of the process until the record arrives at a
leaf node. All the records that end up at a given leaf
of the tree are classified the same way. There is a
unique path from the root to each leaf. That path is
an expression of the rule used to classify the records
(Berry et al., 2012).

Different leaves may make the same
classification, although each leaf makes that
classification for a different reason. For example, in
a tree that classifies fruits and vegetables by color,
the leaves for apple, tomato, and cherry might all
predict “red,” with varying degrees of confidence
since there are likely to be examples of green
apples, yellow tomatoes, and black cherries as well
(Berry et al., 2012).

Han (2016) noted that the construction of
decision tree classifiers does not require any domain
knowledge or parameter setting, and therefore is
appropriate for exploratory knowledge discovery.
Decision trees can handle high dimensional data.
Their representation of acquired knowledge in tree
form is intuitive and generally easy to assimilate by
humans. The learning and classification steps of
decision tree induction are simple and fast. In
general, decision tree classifiers have good accuracy
for linearly separable problems.

Decision tree induction algorithms have been used
for classification in many application areas, such as
medicine, manufacturing and production, financial
analysis, astronomy, and molecular biology (Han,
2016).
2.1.4.2 Artificial Neural Networks
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Larose (2013) is the inspiration for neural
networks was the recognition that complex learning
systems in human brains consisted of closely
interconnected sets of neurons. Although a
particular neuron may be relatively simple in
structure, dense networks of interconnected neurons
could perform complex learning tasks such as
classification and pattern recognition.

According to Hand et al. (2011) Artificial Neural
Networks (ANNs) are one of a class of highly
parameterized statistical models that have attracted
considerable attention in recent years. The fact that
ANNs are highly parameterized makes them very
flexible, so that they can accurately model relatively
small irregularities in functions.

One of the advantages of using neural networks
is that they are quite robust with respect to noisy
data. Because the network contains many nodes
(artificial neurons), with weights assigned to each
connection, the network can learn to work around
these uninformative (or even erroneous) examples
in the dataset. However, unlike decision trees,
which  produce intuitive rules that are
understandable to non-specialists, neural networks
are relatively opaque to human interpretation. Also,
neural networks usually require longer training
times than decision trees, often extending into
several hours.
2.1.4.3 Bayesian classifiers

Bayesian classifiers are statistical classifiers.
They can predict class membership probabilities,
such as the probability that a given tuple belongs to
a particular class. Bayesian classification is based
on Bayes’ theorem. Studies comparing classification
algorithms have found a simple Bayesian classifier
known as the naive Bayesian classifier to be
comparable in performance with decision tree and
selected neural network classifiers. Bayesian
classifiers have also exhibited high accuracy and
speed when applied to large databases. Naive
Bayesian classifiers assume that the effect of an
attribute value on a given class is independent of the
values of the other attributes. This assumption is
called class conditional independence. It is made to
simplify the computations involved and, in this
sense, is considered “naive” [(Han, 2016).

2.1.5  Clustering Techniques

The process of grouping a set of physical or
abstract objects into classes of similar objects is
called clustering. A cluster is a collection of data
objects that are similar to one another within the
same cluster and are dissimilar to the objects in

other clusters. A cluster of data objects can be
treated collectively as one group and so, may be
considered as a form of data compression (Berry,
2012). Dissimilarities are assessed based on the
attribute values describing the objects. Often,
distance measures are used. Clustering has its roots
in many areas, including data mining, statistics,
biology, and machine learning (Han, 2016).

Cluster analysis analyzes ungrouped data and
automatically groups it using algorithms. Clustering
is an unsupervised method that does not necessitate
the use of a learning set. It has a lot in common with
classification in terms of methodology. To put it
another way, most of the mathematical models used
in classification can also be applied to cluster
analysis. Partitioning approaches, hierarchical
methods, density-based methods, grid-based
methods, model-based methods, methods for high-
dimensional data (such as frequent pattern based
methods), and constraint-based clustering are some
of the clustering techniques available. Many
statistical analysis software packages or systems
include cluster analysis tools based on the k-means
cluster methodology and various additional
methodologies (Han, 2016).

In machine learning, Unsupervised learning is
exemplified through clustering. Clustering and
unsupervised learning, unlike classification, do not
rely on preset classes and class-labeled training
samples. Data clustering is a hot topic right now.
Data mining, statistics, machine learning, spatial
database technology, biology, and marketing are all
contributing areas of research. Cluster analysis has
lately been a hot issue in data mining research due
to the massive volumes of data produced in
databases. (Han, 2016).

2.1.6  Cloud Computing
Cloud is an Internet-based computing
technology, where shared resources such as

software, platform, storage and information are
provided to customers on demand. Cloud
Computing is a computing platform for sharing
resources that include infrastructures, software,
applications, and business processes. Cloud
Computing is a virtual pool of computing resources.
It provides computing resources in the pool for
users through internet (Kumar, 2016). Cloud
computing as an emerging computing paradigm
aims to share storage, computation and services
transparently among massive users. Current Cloud
computing systems poses serious limitation in
protecting users’ data confidentiality. Since users’
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sensitive data is presented in encrypted forms to
remote machines owned and operated by third party
service providers, the risks of unauthorized
disclosure of the users’ sensitive data by service
providers may be quite high. There are many
techniques for protecting users’ data from outside
attackers. An approach is presented to protecting the
confidentiality of users’ data from service providers,
and ensures service providers cannot collect users’
confidential data while the data is processed and
stored in Cloud computing systems. Cloud
computing systems provide various internet based
data storage and services. Due to its many major
benefits, including cost effectiveness and high
scalability and flexibility, Cloud computing is
gaining significant momentum recently as a new
paradigm of distributed computing for various
applications, especially for business applications
along with the rapid growth of the Internet. With the
rise of the era of “Cloud computing”, concerns
about “Internet Security” continue to increase. How
will customers of the “Cloud” know that their
information will be available to them, as well as
secure and safe from others?

The term “Cloud” in Cloud computing is the
communication network or a network which is
Combined with computing infrastructure. Cloud
computing system is accessed using network which
provides software, hardware, processing power etc.
to the user when demand is generated. Cloud
Computing is a virtual pool of computing resources
which provides the pool to users through internet.
Cloud Computing provides various services to user
by creating group of clusters and grids of computers
(Kumar, 2016). The main goal behind this is to
provide services in virtualized manner to reduce
burden of user to maintain everything by itself. It
also refers to the web-based computing which

provides devices with shared pool of resources,
information or software on demand and pay per-use
basis. Instead of having local servers or own devices
to manage applications, people wuse sharing
computing resources model of Cloud. The Cloud
computing provides environment in which user can
have its own virtual infrastructure using which they
can perform tasks without depending on
geographical boundary. Because of the flexible
environment and cheaper cost, people are attracted
towards the use of Cloud services that may be
related to Platform, software or infrastructure.
Based on the usage of Cloud, there are three
deployment models: Public Cloud, Private Cloud
and Hybrid Cloud.

The Cloud computing provides a numerous
advantages to its users but at the dark side it’s also
suffers from lots of issues like Integrity or Storage
Correctness, Availability, Confidentiality and more.
These issues make the adaption of cloud
environment somewhat difficult for the users
(Islam, 2015). Therefore lots of research is required
in this direction to set a trust of Cloud user on Cloud
service providers.

2.1.7 Cloud Services

Cloud provides four types of services based on
different requirements of clients as shown in figure
2.1.

Software-as-a-Service (SaaS): In software as a
service, cloud service providers provide different
software. It leads to better storage utilization of our
workstation. Saas vendor provides best software
infrastructure like software, network spaces and data
center for best solution in developing industry

(Gupta, 2013). Examples of SaaS includes:
Salesforce.com, Google Apps
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IaaS Infrastructure
Virtual Machines, Servers, Oriented
Storage, Load Balancer,
Network
SaasS Application
Cloud Clients Email, Virtual Desktop, oriented
. Games, Communication. ..
M:'bflk;i:??hm Server, Development tools. .
client. .. I‘\ PaaS Platform
Execution Buntime, Web ariented
Server. ..
DaaS Data
Information, Database, Files, | ,ented
Documents. ..

Figure 2.1: Cloud services (Gupta, 2013)

Platform as a Service (PaaS): It is the way to use
and access service of software without downloading
on user’s premises or even no need to install it on
local machine for any user whether its developer or
any end user. It provides great level of platform
integration for multi-tenant systems. When the users
are not able to manage the network, servers,
operating systems and storage, they opt Platform as
a Service. Some examples of PaaS are Force.com,
Google App Engine and Microsoft Azure Gupta,
2013).

Infrastructure as a Service (IaaS): TAAS is a
sharing multiple physical resources over network.
Main purpose of IAAS is to provide rapid access for
server, storage and network by applications and OS.
Thus, it offers simple infrastructure on-demand
services using Application Programming Interface
(API).The user does not need to manage the primary
hardware in the cloud infrastructure, but he can
control server, application and OS. Some examples
of laaS are Amazon Elastic Cloud Computing
(EC2) etc.

Database as a Service (DaaS): DaaS is about the
storing of users important document files and other
information. This also provides the services related
to storing large amount of files which may be mine
to fetch relevant information. The database is also
an important part of these services which store users
related information like personal information,
credential information etc.

2.2 Conceptual Framework
2.2.1  Cloud Computing Security Concerns

Cloud service attacks have been a major concern for
most researchers. Buyya et al., (2018) presented the
argument that Cloud Computing provides a
significant number of additional security issues
when compared with more conventional computing.
Also Sadiku et al., (2014) consider Cloud security
from the perspective of data protection, taking into
account the fact that any organization priorities and
highly values data as one of its key, most
fundamental assets. In cloud services, the
Confidentiality, Integrity and Availability (CIA) of
data needs to be guaranteed through the providers of
such services; this will help to further facilitate the
security of the Cloud. At the same time,
confidentiality and availability are highlighted and
identifying it as the Cloud’s most fundamental
security factors (Armbrust et al., 2019). Moreover,
the range of restrictions and models between the
consumers and providers of Clouds services result
in weaknesses in the Cloud (Erl, 2015).

222 Cloud Attacks Classification

Attack on the cloud has the potential to induce
significant impact across both service and network,
with media and network resources adopted by the
attacker, which subsequently means a decline in the
service performance, with the possibility that the
network as a whole could -collapse. It is
acknowledged that there are three different types of
attacks, namely interaction, penetration and
mechanism, as highlighted in (wikipedia, 2015).
These are broken down as follows:
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Interaction Type: This particular group of attack is
recognized through the interaction between the
attacker and the network environment itself, with
such attacks seen to be either passive or active in
their nature. In the case of the former, such as
through idle scan, port scanner or wiretapping, for
example, a volume of important data is collected
through tapping into traffic streams. In the case of
the latter attack (active attacks), the attacker is
known to influence the system resources operation
or might otherwise opt to reconfigure them, such as

through the adoption of Denial of Service (DoS) 2.

attacks, Man-in-the-middle attacks, or Spoofing, for
example. Importantly, such attacks are commonly

problematic to identify owing to the fact that very 3.

little trace is left by the attacker.

Penetration Type: In the case of either insider or
outsider attacks, penetration is witnessed, with

insiders seen to be authorized users utilizing their 4.

own services in order to carry out illegal or
otherwise harmful activities, or alternatively using
other users’ accounts. In the case of an outsider
attack, the attack is initiated from beyond the

borders of the network, with sensitive information 5.

garnered through scanning or probing attacks in an
effort to subsequently implement actual attacks.
Mechanism Type: In line with the various
approaches and mechanisms adopted during
initiation, it is possible to categories the attack as
belonging to one of the following: Denial of Service
(DoS), Probing, Remote to Local, User to Root
(U2R), and virus/worm attacks.

Denial of Service (DoS) attack: This particular
attack has an impact on the availability of services

through denying or otherwise restricting the access
of users to the resources of a system, including, for
example, bandwidth, buffers, memory and/or
processing capability. When striving to make an
attack successful, it is common for weaknesses in
software to be positioned as the target, with changes
made to the way in which a system is configured,
and resources exploited to their limit. Such an attack
might include Land Attack, the Ping of Death,
Teardrop, and changing a compromised router’s
configuration (Cerf et al., 2019).

Probe/Scanning attacks: Through such attacks,
networks are scoured for weaknesses or points of
entry in order to gain access to network resources.
Remote to Local (R2L) attack: In this case,
programs and commands encompassing local
machine privileges are executed on the victim host
after successfully circumventing the usual
authentication process.

User to Root (U2R) attack: Higher level privilege
is sought by attackers in achieving system access
and control through achieving login access and
accordingly circumventing the usual authentication
process.

Worm/virus: Such an attack seeks to induce data
loss, theft and dysfunction through the distribution
of malicious code, which is implemented across a
host or network.

Nonetheless, it is possible for attacks to be
categorized in line with Cloud Computing surface
attacks. As an example, a total of six different
Cloud surface attack categorizations have been
provided in the work of (Gruschka and Jensen,
2017), as can be seen in Figure 2.2.

Service

(a) service-to-user
(b} user-to-service
(c) cloud-to-service
(d) service-to-cloud
(e) cloud-to-user
(f) user-to-cloud

Figure.2.2: An attacks categorization in regards
cloud services (Gruschka and Jensen, 2017) 66
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Moreover, it is noted that, in line with the attacker’s
behaviour in regards the weakness exploited or the
type of mechanism utilized, attacks are defined as
either host or network attacks:

Host-based attacks: Such attacks may arise as a
result of weaknesses in applications or operating
systems. Buffer overflow, format string, and rootkit
are a few examples in this regard.

Network-based attacks: In this case,
communications or interconnection  structure
confidentiality and integrity are attacked, with data
modification, DoS attacks, eavesdropping, identity
spoofing, IP address spoofing, and man-in-the-
middle some examples of attacks on the network.

223 Remote to Local (R2L) Attack
Importantly, the R2L attacks are recognized as
being among the most problematic when it comes to
identification owing to the fact that they involve
host-level and network-level features. Accordingly,
both the network-level features and host-level
features, notably the ‘duration of connection’ and
‘service requested’, and the ‘number of failed login
attempts’, respectively, are chosen when it comes to
identifying such R2L attacks (Kaushik and.
Deshmukh, 2017). When examining R2L attacks,
the following attacks have been defined as R2L sub-
attacks.
FTP Attack: FTP (File Transfer Protocol) identifies
two different connections, i.e. Control Connection
and Data Connection, between the Server and
Client, with the Control connection determined
through the application of the widely recognized
Port 21, with the data connection making use of Port
20. Notably, whilst one of the connections is
concerned with data transfer, the other uses such
data. When the FTP protocol is attacked through the
attacker utilizing the PORT command with the
objective to garner indirect access to ports, this is
referred to an FTP bounce attack. Notably, this
makes use of the machine belonging to the victim,
which is essentially positioned as a middle-man,
handling any requests. Such an approach is directed
towards the discrete scanning of port hosts, as well
as when seeking to garner access particular ports
otherwise unable to be accessed by the attacker via a
direct connection. Importantly, the vast majority of
current FTP server programs are configured in such
a way so as to routinely reject PORT commands
that could potentially create links to any host
besides the original one; this, therefore, achieves

success when it comes to preventing FTP bounce
attacks (Kaushik and Deshmukh, 2017).
Password Guessing: One of the most widely
successful forms of attack is through password-
guessing, which involves attackers successfully
guessing a password from a local or remote
position, with the use of either an automated method
or otherwise manual approach. This means of
gaining access is not nearly as difficult as might be
first considered. The majority of networks are not
configured so as to require complicated passwords;
as such, network access can potentially be achieved
through an attacker identifying just one weak
password. Moreover, when it comes to guessing
attacks, not all authentication protocols are
correspondingly effective: as an example, owing to
the fact that case insensitivity is inherent in LAN
Manager authentication, password guessing attacks
do not need to take into account whether or not
passwords letters are lowercase or uppercase.
IMAP Attack: IMAP (Internet Message Access
Protocol) is recognized as an everyday email
protocol providing email message storing facilities
on a mail server, whilst also delivering the end-user
with the ability to view and make changes to
messages in much the same way as if they were
stored locally, i.e. on the user’s own device. The
majority of IMAP implementations provide the
facility of multiple logins, which importantly
positions the end user in being able to connect to the
email server through different devices at one time.
Although IMAP is known to offer an authentication
facility, nonetheless, there is the potential for it to
be relatively simple overridden by any individual
with the ability to steal passwords through the
application of a protocol analyzer; this is possible
owing to the fact that the username and password of
the client are communicated as clear text. In the
case of an Exchange Server setting, it is possible for
this security flaw to be managed by administrators,
notably via SSL (Secure Sockets Layer) encryption
for IMAP (Rouse, 2015).
Warezmaster Attack: The Warezmaster attack is
able to take advantage of FTP server configurations,
with the majority of FTP servers known to support
the ban-anonymous FTP approach, which enables
users to garner access to files without ever be
requested to identify themselves. When the server
facilitates anonymous login, users are then well-
positioned to log in wusing the wusername
‘anonymous’; it is commonplace for the password
to be provided by the server. When this has been
done successfully, the Anonymous FTP can then be
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directed towards downloading or otherwise gaining
access to those files that are publicly available from
the server. The FTP server is commonly configured
in a way that anonymous users such as these cannot
make use of write permissions. If, however, written
permission is granted to a user through erroneous
configuration, the attacker is then able to log on to
the server using the anonymous credentials,
meaning hidden directories can be created and large
files uploaded to the service (Dey et al., 2017).
Warezclient Attack: The WM attack has been
further developed to become the WC (Warezclient)
attack, which is recognized through any
anonymous/legal user being able to download the
malicious files uploaded onto the server by the
attacker. Such an attack may induce a number of
different outcomes in regards to the host machine,
where outcomes notably rely on the type of Warez
uploaded (Dey et al., 2017).

Spy Attack: A spy attack is recognized as the
practice of gaining access to information without
the consent or knowledge of the information-holder,
with access gained through competitors, enemies,
governments, groups, and individuals for economic,
military, personal or political advantage, notably
through the use of individual computer, internet or
network methods, utilizing cracking approaches,
malicious software and/or proxy servers. This form
of attack through spying commonly involves access
to classified information, the control of whole
networks or individual computer systems in order to
achieve a competitive edge and for sabotage, and
physical, political and psychological subversion
activities.

PHF Attack: Common Gateway Interface (CGI) is
recognized as an approach with the capacity to call
external software through a web server with the
objective of providing dynamic content. In the
specific instance of a CGI program, ‘phf” seeks to
remove dangerous characters and accordingly pass
such strings to shell-based library calls. As an
example, URL likes
‘/cgibin/phf?Qalias=%0a/bin/cat%20/etc/passwd’,
for example, could achieve the user/password
content of /etc/passwd on the target host.

Multi-Hop Attack: When there is a hack into a
mail server which subsequently garners access to a
client where the email server is on the same server,
this is recognized as a multiple-hop attack path.
Despite the fact that the internet may not, at that
time, be being used by the client, nonetheless, an
attacker can follow a specific attack chain or path in
order to gain access to the vulnerable target.

2.2.4  User to Root (U2R) Attack
Semantic information, which is commonly
problematic to capture throughout the more

preliminary stages, is required in the case of U2R
attacks. This type of attack is commonly content-
based, with an application targeted (Kaushik and
Deshmukh, 2017). Accordingly, when there is a
U2R attack, various aspects, including the number
of shells prompts invoked or the number of file
creations, are chosen, whereas there is the disregard
of other features, including source bytes and
protocol.
Buffer Overflow Attack: The Buffer Overflow
attack is witnessed when an effort to write more
data to a specific memory block is attempted by a
process or program, which notably relies on the
dst byes feature, which relates to the amount of
data bytes identifiable between the destination and
source. When the latter is seen to be higher than
normal, a Buffer Overflow attack is witnessed.
Load module Attack: A load module attack is seen
when there is the case of a User to Root attack
against SunOS 4.1 systems, which are known to
utilize the windows system referred to as xnews.
Owing to the presence of a bug in the way in which
the load module program completes the sanitation
of its environment, it is possible for the local
machine to be accessed at the root level by
unauthorized users. In this vein, it is stated by
(Akasapu, 2017) should there be dst_bytes equal to
between 186 and 1696, a load module attack may
then occur.
Perl Attack: In the case of a Perl attack, this may
arise when there is the setting of the user ID to root
in a Perl script, with a root shell phfR2L Exploitable
CGI script created, which subsequently facilitates
the execution of arbitrary commands by a client.
Notably, when such an attack is identified, the ‘root’
feature is seen to have a value of 1 (Janusz, 2016).
Rootkit Attack: A rootkit is explained as a hidden
computer program with the aim of delivering
ongoing privileged access to a computer whilst
ensuring its presence remains hidden. The concept
of ‘rootkit’, in this regard, is seen to refer to a link
between the words ‘root’ and ‘kit’. Formerly, a
rootkit was recognized as a number of tools
facilitating access to a network or computer on an
administrator level basis. In this case, the root
relates to the Unix and Linux system Admin
accounts, whereas the kit is seen to relate to the
software components making use of the tool. At the
present time, rootkits are more commonly seen to be
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linked to malware, which is known to mask their
presence and actions from system processes and
users. Importantly, a rootkit enables someone to
main control over a particular system without its
presence being identified by the user (Veracode,
2017). Upon the installation of a rootkit, the rootkit
controller is able to change the configuration of the
system on the host machine, and can further execute
files. When a system is infected, a rootkit is also
able to spy on the use demonstrated by the genuine
user, whilst also gaining access to log files.

23 Review of Related Works

The focus of related work is to examine the
conceivable manners by which cloud service attacks
were prevented and the existing tools and
techniques utilized in preventing these attacks.
Some of the existing works carried out by
researchers were reviewed.
Folasade and Blaise (2019) proposed brute-force
Attack prevention in cloud computing using one-
time password and cartographic hash function. They
are of the opinion that brute-force attack is
unavoidable in any environment where weak
passwords are used to secure sensitive information.
In accessing resources via the Internet, the most
common means of security is the user’s identity and
a secret passphrase known as a password. Various
means have been researched and developed to
mitigate or limit brute-force attack. The research
was carried out to develop a brute-force prevention
system for cloud computing, that protects the
Symmetric key encryption algorithm that is
implemented as a security measure from brute-force
attack by generating new encryption key which is
generated by salting the user’s password with a
random salt value using cryptographic hashing
function. A password policy was designed to assist
users in generating a robust password. To improve
the security of the system, One Time password was
used. This brute force prevention system was
designed to assist users in generating a strong
password. After testing the brute force prevention
system, the results showed that unsuccessful brute-
force attack was at 100% and successful brute-force
attack was at 0%. And also, a strong password can
help prevent brute-force attacks. However, if a
successful brute-force attacks occurred it is as a
result of users disclosing or not properly securing
their login credentials. The study concluded that the
brute-force prevention system has a high level of
resistance against brute-force attacks due to the
password policies enforced. It 1is therefore

recommended to service providers were the use of
Data Encryption Standard is predominant and also
were the processing and rounds of communication
of data is low. This can integrate more security
features while working with the current encryption
standard.

Jaspreet and Rupinder, (2015) proposed a system
utilizing combination of Genetic Algorithm and
Feed Forward Back Propagation Neural system in
counteracting Distributed Denial of Service (DDoS)
and Brute-force attack. It is fundamentally a secure
platform for file sharing. This system essentially
focuses on the log entries which manages denial of
service and brute-force attacks utilizing Genetic
Algorithm. The procedure of detection and
prevention of brute-force and DDoS attack was
done utilizing Matlab which contains GUI's for both
the procedures. Log file data both for Brute Force
and DDoS was chosen in the GUI's and initialize.
After which, both the attacks can be distinguished.
If there should arise an occurrence of Brute-force
attack, the interloper will attempt all the conceivable
combinations of the password. This system creates a
fitness function to recognize the conceivable
malicious records. In distinguishing malicious users
and non-malicious users if there should arise an
occurrence of Brute-Force attack detection, if the
evaluation value coordinates the value created by
the server matches with the value entered by the
user, then only access is guaranteed otherwise
access is denied. After the detection and prevention
of both the attacks, the procedure ought to be halted
and the estimations of the three parameters i.e.
Accuracy, Recall and Precision are represented in a
tabular form by repeating a similar procedure for
least 10 times. This system gives a secure platform
to file sharing for individual users yet restricted by
the fact that whatever data is transmitted from the
client side to the server side or the other way
around, it is done as such in a plain format.

Thikra and Saloua (2022) presented DDoS attacks
prevention in cloud computing through Transport
Control protocol TCP using Round-Trip-Time RTT.
They stated that one of the most essential
foundations upon which big institutions rely in
delivering cloud computing and hosting services, as
well as other kinds of multiple digital services, is
the security of infrastructures for digital and
information services throughout the world.
Distributed denial-of-service (DDoS) assaults are
one of the most common types of threats to
networks and data centers. Denial of service attacks
of all types operates on the premise of flooding the
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target with a massive volume of requests and data
until it reaches a size bigger than the target's energy,
at which point it collapses or goes out of service.
The study major focus is on an architecture that
stops DDoS attacks assaults by producing code for
DDoS attacks using a cloud controller and
calculating Round-Trip Time (RTT). Setting the
cloud controller for the RTT account and choosing
the appropriate RTT helps protect cloud computing
resources and applications, especially as it is a
centralized controller that determines whether this
user is trust or attacker and blocked the attacker and
identifies who the suspicious users are.

Carlisle and Guy-Vincent, (2020) introduced a
system utilizing Lightweight protection against
brute-force login attacks on web applications in
light of the possibility of a sliding window. The
standard is as follows: for every direction, define a
size of a window (in time units) and a number of
satisfactory "hits" in that window, that is, a
maximum number of times a particular value can
show up (a "hit") inside the window. Every one of
the values of the data items being tracked along this
direction will be observed for the length of the
window, and if a value reaches the maximum
number of hits permitted toward this direction, at
that point a guarded measure will be taken against
that value. The "defensive measures" that are taken
when the maximum number of hits is reached is in
fact a refusal to process requests for this value for a
given time frame. This system can be utilized to
slow down brute-force attacks and can likewise
prevent attacks on knowledge questions. By giving
a few "directions", enabling users to alter the level
of permitted requests per time unit for different
types of information. Likewise, by decoupling the
protection subsystem from the validation subsystem,
a solution that is non-intrusive and can be
effortlessly consolidated into existing applications
without huge time punishment and with no code
modification and no database changes at all was
provided.

Modi et al., (2013) proposed a solution that
combined both genetic algorithms and fuzzy to
detect signature and anomaly attacks. Fuzzy logic
helps in accounting for quantitative parameters
while genetic algorithm determines the best fit
parameters that are introduced by the fuzzy logic.
This approach proved to solve the best fit problem
in Cloud environment. It also showed that since
selecting optimal network features as the parameters
for intrusion detection increases an IDS accuracy

level, the use of Genetic algorithm in developing
IDS is effective for Cloud use.

Mobin and Vern (2018) proposed a general
approach for detecting distributed, potentially
stealthy activity on a site. The establishment of the
technique lies in distinguishing change in a site-
wide parameter that abridges aggregate on the site.
This approach was investigated in detecting stealthy
distributed SSH brute-forcing activity,
demonstrating that the procedure of legitimate users
neglecting to validate is very much portrayed
utilizing a beta-binomial distribution. This model
enables the detector to be tuned to trade off an
expected level of false positives versus time-to-
detection. The detection approach utilized is a
successive use of two components. Right off the bat,
the Aggregate Site Analyzer: first monitors the site's
activity to recognize when an attack or something to
that affect happens. Also, upon detection, the Attack
Participants Classifier analyzes: the activity to
recognize who participated in the attack (which
remote system). Utilizing the detector, the
prevalence of distributed brute-forcing was studied,
which was found to have happened regularly; in
which the participating attack hosts would have
evaded detection by a point wise host detector.
Attacks on an extensive variety of machines could
have been distinguished utilizing a detector with a
site-wide view, yet occasions of stealthy attacks that
would have demonstrated extremely hard to identify
other than in total were likewise found. Attacks
found in different site were connected and huge
numbers of them show up at numerous sites all the
while, indicating in discriminant global probing.
Various assaults which unmistakably focused on
just the local site were likewise found. Some attacks
in addition have extensive persistence, lasting
multiple months. At long last, it was discovered that
such detection can have significant positive
advantages: users undoubtedly at times pick feeble
passwords, empowering brute-forcers to
infrequently succeed.

Bahaa (2012) gave a minimized model with real
time detection to prevent SSH brute force attacks.
This model blocks IP addresses of unsuccessful
logins for a time frame that is decided by
administrator, the model gives remote monitoring to
administrator about who attempt to hack the server
through sending e-mails about the blocking IP
address to the administrator utilizing SSMTP or
secure simple mail transfer protocol, a send-only
send mail emulator for machines which ordinarily
pick their mail up from a centralized mail hub (via
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pop or imap). The possibility of the model was
conceived from checking log file for SSH server
through analyzing SSH log file searching for any
login attempt failed, the checking procedure
produced hundreds of failed attempts by attackers to
server starting by using root access and ending
using dictionary of well-known username/password
combinations. After installing the model for over
three months, it's notes that a few attackers
exceedingly talented and simply utilized trusted IP
address as a username then the software will hinder
the IP address of attacker and in addition the victim
IP address that is utilized by attacker, this is an issue
of deny hosts and sshit. This issue was noticed by
the remote monitoring and notice that there are a
significant number of trusted IP addresses blocked,
so a versatile system was worked in to recognize an
attacker IP address and a victim IP address which
might be utilized by an attacker, and after that the
program will block just attacker IP address.

Nitesh, (2017) proposed a network-based Intrusion
Detection System by conducting a turning test for
all the IP addresses in the network. It identifies
faulty IPs and labels them as blacklist addresses.
When an IP requests for the resource, it is checked
against the blacklist list. If it exists in the survey, the
IP request is dropped. In case the IP address is not
faulty, the system checks if the requested resources
are available and do not surpass the set threshold.
Satomi and Yuki, (2014) extracted a novel-type
brute force attack, which has been named
Ephemeral BFs, by watching multi servers and
visualizing focused on dst-IPs and detection time.
As a result of statistics about Ephemeral BFs, it is
insufficient to recognize Ephemeral BFs by
gathering IDS logs from just a single server and
applying existing detection methods. To counter
Ephemeral BFs, another system DEMITASSE for
detecting and mitigating the harm caused by
Ephemeral BFs was proposed. DEMITASSE
comprises of two stages, the primary stage is
detecting dst-IPs from IDS logs sooner than
gathering a lot of IDS logs by utilizing attributes
among src-IPs, detection time and the number of
times for login trials. The second stage is alleviating
the harm by closing down the traffic from IPs
corresponding to Ephemeral BFs. DEMITASSE
recognizes dst-IPs utilizing the connection among
src-1Ps, detection time and the number of times for
login trials from a certain amount of IDS logs. From
that point forward, it mitigates the harm by closing
down the traffic from src-IPs that are suspected to
next Ephemeral BF attacks. It has been

demonstrated that DEMITASSE can viably alleviate
the harm and ensure dst-IPs by feasibility studies
with our IDS logs.

Singh, (2015) recommended a network-based
intrusion detection mechanism by combining the
rough set theory with the K-nearest neighbor
classification technique. Their approach aimed at
performing mathematical analysis on connections
within a network to determine their categories as
either normal, probing, DOS, R2L, or U2R. The
analysis further gives the rates of imperfect data that
helps in determining the connection.

2.4 Intrusion Detection Systems (IDS) Used in
the Cloud

There exist four main IDS types that are applicable
to cloud computing. They are the Host based IDS
(HIDS), Network-based IDS (NIDS), Hypervisor
based IDS, and Distributed IDS (DIDS).

2.4.1 Network Based Intrusion Detection
Systems (NIDS)

These are IDS that detect malicious network
activities by monitoring the network traffic.
Collected information is compared to already
known attacks before an intrusion is confirmed.
This approach is utilizes signature and anomaly
techniques to determine both known and unknown
network attacks. However, the approach is
ineffective as it offers very limited visibility in the
host machines and cannot be used to detect intrusion
for encrypted network traffic. Iyengarand (2015)
recommended a trilateral trust mechanism for
detection and protection against traffic injection
attacks. A client always requests for a service
through the specified data center hosted by the
cloud service provider. Further, the request is routed
via a traffic injection rate detector which is preset
with the maximum threshold. A survey by (Al-
Hemairy, 2019) on what security can help detect
ARP spoof attacks concluded that by combining
XArp 2 tool with an ARP request storm and ARP
scanner, ARP spoofing can be greatly managed.
Another study analyzed DDoS detection in the
multilevel environment whereby a new user freely
connects via a router, and the detection algorithm is
used to verify the individual as genuine. A register
status is stored in CDAP logs. During the
subsequent access via the router, an entropy is
calculated based on data packet size and then
compared to already stored range to determine its
legitimacy or raise the alarm. Adetunmbi (2018)
recommended a network-based intrusion detection
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mechanism by combining the rough set theory with
the K-nearest neighbor classification technique.
Their approach aimed at performing mathematical
analysis on connections within a network to
determine their categories as either normal, probing,
DOS, R2L, or U2R. The analysis further gives the
rates of imperfect data that helps in determining the
connection.

24.2
(HIDS)

HIDS are deployed at the host machine to
monitor and analyze the information collected by
the host. They first learn the host’s file system,
network events, system calls and then observes any
modification that may occur at the kernel or file
system of the host before raising an alert. In a cloud
environment, HIDS are placed on all VMs, host
machines, and hypervisors to monitor and analyze
log files, policies of security access, user login
information in the bid to detect intrusions. Vieira
and Schulter proposed a grid architecture where
each node in the cloud has an IDS that interacts with
the service offered such as IaaS, storage and IDS
services. The IDS service consists of an analyzer
and an alert system. Data is captured from and event
auditor and the IDS uses either behavior techniques
to detect unknown attacks or knowledge techniques
to detect known attacks. When one host detects an
attack, the IDS raises an alert and informs other IDS
in other hosts. However this approach cannot detect
any insider intrusion occurring within the hosts
themselves (Modi et al., 2013). Modi and Abdul
(2014) implemented a network-based IDS against
known and unknown attacks. In their model, they
used a snort tool and Bayesian classifier. The tool
helps in detecting known attacks by comparing
them to stored signatures while the classifier tracks
any anomalies within the network. When the
component of the model determines a possible
intrusion, it sends an alert into a common
knowledge base to be accessed by the other thereby
increasing the rates of intrusion detection. In
another approach, a host-based IDS (HIDS)
incorporates the external software agent at each
cloud server with an aim to increase the resiliency
of attacking the VMs without disrupting normal
services in the cloud. The agents securely connected
to the center of control using virtual LAN. An attack
analyzer then decides whether to block or accept the
user’s request (Gayatri, 2015).

Host Based Intrusion Detection System

2.4.3  Distributed Intrusion Detection System

Multiple IDS can be combined to save a large
network. All IDS collect information and transmit to
the central analyzer where centralized analysis takes
place. Dastjerdi (2019) proposed a flexible, salable
and cost effective mechanism for intrusion detection
in cloud applications using mobile agents. The
mechanisms were meant to help monitor and protect
VMs that were outside an organization. The
approach was not as effective as it introduced large
network loads with increase VMs attached to the
mobile agent. Karthi, (2018) proposed DIDS with
various agents for intrusion detection namely the
collector agent, the misuse detection agent, the
anomaly detection agent, the classifier agent, and
the alert agent. Their approach used mobile agent to
detect known and unknown attacks and centrally
place them in a classifier before raising an alert via
the alert agent. Sahardi and Vahid, (2018) proposed
a Cloud service queuing defender (CSQD)
technique that aims at protecting the cloud from
HTTP and XML forms of DDoS attacks. Using this
approach, a server has to be up before a request is
processed which is uniquely prefixed with an ID.
Subapriya and Nathan (2014) proposed a VM
profiling model aimed at detecting virtual networks
attacks by ensuring resilience in the explorations of
zombies. In their proposition, the authors set a
private cloud consisting of the front-end server and
set of three virtual machines (nodes) each with a
snort. The IDS set within nodes generate and store
alerts in the MySQL database located within the
CFU. These alerts are further analyzed and
converted into basic probability assignments (bpa)
of either true, false, or (true, false). By using the
Dempster-Shafer's combination rule to analyze the
computed bpa’s, the system increases true positive
rates and greatly reduces false positive alarm rates.

244
System
These are intrusion detection systems running at
the hypervisor level. A hypervisor is a platform for
running VMs. IDS at hypervisor levels work on
virtual networks and allows a user to monitor and
analyze all communications occurring within the
hypervisor, between the various VMs, and between
the VM and the hypervisor. The VM introspection
based IDS is an example of a hypervisor intrusion
detection system. Research by IBM gives hope to
virtual machine introspection approach that creates
layered security service levels within a protected
VM running on the same machine consisting of
guest VMs running in the cloud (Modi, 2013).
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Csubak et al., (2016) proposed a VM introspection
based approach that directly observes the hardware
state, events, and software states of host machine
and offers a robust view of the system. A VM
monitor virtualizes the hardware and offers isolation
and interposition. This approach helped in lie
detection and row socket detection. A table
summarizing the strengths and weaknesses of the
above cloud based intrusion detection systems is
depicted in the Table 2.1.

Table 2.1: Summary of cloud based IDS

techniques

IDS Strengths Limitations

Fechnique

Network Ability to monitolCannot detec

pased IDS  multiple systems ajntrusions from
bnce encrypted network

[heir placement igraffic

only done on thifficult to detec
inderlying networkintrusion in virtua
networks

Only detects
pxternal intrusions
Host  basedl. No external. Only monitors
DS nardware required attacks on the hos
t is deployed ang
set

P. Costly as it is

[DS poth NIDS andnay become tod
HIDS as ipverloaded and
combines thqard to manage

features of both 2. High costs of
computation  ang
communication

User is able td. Its new and

Hypervisor |[.

pased IDS  pxamine andlifficult td
explore comprehend
communication
petween  separatg

VMs, hypervisors
br between VM
and hypervisor

2.5 Research Gap

From the research works reviewed, many of the
cloud service attacks prevention models developed
are susceptible to weak passwords chosen by users
and weak password policy employed by service
providers; giving rise to other security issues such
as Distributed Denial of Service (DDoS). The few
which have high susceptibility requires the use of
encryption algorithms in the storage or the
transmission of information. Also the accuracy of
the detection greatly relies on collected traffic
information. Therefore, there is a need for a cloud
service attack prevention system for cloud based
application which uses machine learning approach

nstalled on every for  detecting attacks on the network
network hos
machine
Distributed [. Has benefits ofl. Central servel
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Abstract

This paper aims to scrutinize thelawful and policy challenges associated with adopting an electronic
voting (e-voting) system in Nigeria'’s electoral process. Nigeria, Africa’s largest democracy, has for many
vears been held down by issues of election fraud, thuggery, violence as seen in past manual elections in
the country. The adoption and use of e-voting technologies in major elections remain
basicallyawkwardirrespective of where they are implemented. This has inspired a number of survey-based
empirical studies on determining important factors for e-voting adoption based on existing technology
adoption models. This focuses on systems where the recording, casting or counting of votes in political
elections and votes involves information and communication technologies.However, available written
evidence and cases drawn from other countries where electronic voting has been practiced across the
globe show that the cost-saving potential of electronic voting is immeasurable, it eradicates electoral
frauds, votes are completed and submitted online, thereby saving ample time, it restricts movement, which

eventually eradicates voter indifference caused by fear of violence.
Keywords: Election, Electronic-Voting, Ict, Manual Voting, Remote.

Introduction

One of the elementaryroles of elections and the
consequences that come with them is the democratic
legitimization of those in power (Raciborski, 2003).
Election creates an important section in liberal
democracy (Adejumobi,2000). Elections are tools
for ensuring orderly succession and leadership
change, as well as a source of political authority and
legitimacy. Though, Nigeria has always struggled to
establish a true democracy through elections (Ajayi,
&0Ojo, 2014, Babalakin, 2021). This is partly due to
the giddy electoral system in Nigeria characterized
with elimination, political oppression, rigging,
stuffing and snatching of ballot boxes during and
after the election. (Ighodalo, n: d). Authenticating
the previousdiscussion, (Ogunboded&Adelakun,
2018) assert that Nigerian elections are flawed with
calamities, which have hindered democracy and
change. Reiterating the unpleasantsituation as it
occurred during the electoral process in Nigeria,
(The Guardian, 2021) reports that votes buying
and/or “hands shake” with the people working at the
polling stations attached with physical damages and
lossessubjugated the six national elections
conducted between 1999 and 2019 because the
method was entirely manual (Stephanie,
Burchard&Simati, 2019). The surfeit of negative
cases arising from the Nigerian elections requires

the implementation of a total electronic voting
system as the only solution for a credible, free, and
fair election in Nigeria. Agreeing to this view,
(Nwogu, 2015) pronounced that due to the problems
with manual voting systems in Nigeria, search for a
more proficient voting system that is cost-effective
and reduces electoral fraud is vital. Encompassing
this frontline of argument, (Onu&Chiamogu 2012)
advised that adopting robust IT policies and
programmes are the most operational solutions to
the problems of weak democratic institutions in
Nigeria. The relativehelp of e-voting over the
orthodox voting system according to them is
apparent. The argument against manual elections is
that elections in Nigeria have been debatable since
1964. Ballot boxes were frequently stolen, and those
declared winners by the electoral mediator were
actually candidates that lost during the election
(Alfred, Ngara&Nnadozie, 2018). In addition,
missing names of some registered voters, bullying
and disfranchisement of voters, multiple and
underage voting, snatching or destruction of ballot
boxes, miscomputation and forgery of results were
some variances associated with manual elections in
Nigeria (Kuye, Coker, &Ogundeinde, 2013). The
above-mentioned suggests that it is only
anelectronic system that cannot be hackedor76
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swindledwhich can change the problems inherent in

manual voting to blessings for the Nigerian

democracy. Nigeria needed a system that would
allow citizens to vote freely while also ensuring that

Electronic voting in polling stations is in place in
some of the world’s largest democracies, and Internet
voting is used in some, initially mainly small and
historically conflict-free, countries. Many countries
are currently considering introducing e-voting systems
with the aim of improving various aspects of the
electoral process. E-voting is often seen as a tool for
advancing democracy, building trust in electoral
management, adding credibility to election results and
increasing the overall efficiency of the electoral
process. The technology is evolving fast and election
managers, observers, international organizations,
vendors and standardization bodies are constantly
updating their methodologies and approaches.
Appropriately implemented, e-voting solutions can
eliminate certain common avenues of fraud, speed up
the processing of results, increase accessibility and
make voting more convenient for citizens—in some
cases, when used over a series of electoral events,
probably even reducing the cost of elections or votes
in the long term. Regrettably not all e-voting projects
succeed in delivering on such high promises. The
current e-voting technology is not problem-free.
Legislative and technical challenges have arisen in
some cases; in others, there has been distrust about or
opposition to the introduction of new voting
technologies.

E-voting creates a very important aspect of ICT-
enabled democratic governance (Achieng&Ruhode,
2013). It generally aims at increasing participation of
citizens in the electoral process and improving the
outcomes of elections by addressing challenges
associated  with  traditional  voting  practices
(Adeshina&Ojo, 2014). Thus, e-voting technologies
support one or more of the major phases of the
electoral process i.e. from registration stage in the pre-
voting phase to voting/balloting and verification to
counting or tallying after voting (Ojo, Adeshina&
Ayo, 2005; Sampigethaya&Poovendran, 2006).

In preparation, there are mixed feelings regarding
the adoption and use of e-voting technologies in
different parts of the world. For example, a number of
countries such as the Netherlands, Germany and
Ireland have moved away from the use of e-voting for
balloting after initial adoption (Achieng&Ruhode,
2013). The use of e-voting machines (EVM) has also
remained debatable in the United States. Overall,
while e-voting is perceived as generally risky, benefits

the results were fair. Therefore, this paper attempts
to demonstrate that e-voting systems have inherent
advantages over paper-based voting systems, and
thus should be embraced in Nigeria.
derivable from e-voting are not outweighed by the
actual risks (Bannister, 2005).
Concepts About E-Voting

Electronic voting (e-voting) is a system that allows
voters to send their votes to election officials in a
secured and confidential manner over the internet
using electronic ballots (Oostveen&Bessdaar, 2009).
Similarly, it can be defined as a system where the
recording, casting or counting of votes in political
elections and votes involve information and
communication technologies. It can also be seen as
the use of information and communication
technologies to record, cast, or count votes in political
elections and referendums (IDEA, 2011). From the
previous, e-voting is a system that enables a voter to
securely and privately cast his vote for a specific
contestant.  Electronic  voting is a  wide-
ranginginterrelated  arrangement that wuses a
microcontroller to generate results based on public
opinions.

E-voting has attracted researchers from different
disciplines ranging from Computer Science, Public
Administration, Political Science and Information
Systems (Choi & Kim, 2012). Assessment of
bibliographic data on e-voting from Google Scholars
and Elsevier’s Scopus show sustained interest in e-
voting particularly in the last decade but with most of
the contributions in one of the technical aspects of e-
voting including the design of e-voting machines and
internet voting systems, as well as security,
authentication and verifiability problems. There are
reasonably few studies probing challenges related to
the adoption of e-voting technologies in real election.
Existing studies on e-voting adoption have examined
factors for adoption of internet voting by individuals
(Bakon& Ward, 2015; Jacobs &Pieters,
2009;Schaupp& Carter, 2005); opportunities and
challenges in implementing e-voting in developing
countries (Thakur, 2015; Ojo et al, 2005)
also(Ahmad, Abdullah &Arshad, 2015; Jegede,
Aimufua, &Akosu, 2012), and understanding the
effect of cultural differences on the trust in e-voting
technologies (Gefen, Rose, Warkentin&Pavlou,
2005). Another thought is that research in the e-voting
implementation has largely investigated adopting of e-
voting technologies by individuals. Thus, discussion
on the adoption of these technologies at the
organizational level israre. One of such rare efforts
aimed at investigating factors that could determine the
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intention of electoral authorities or management
bodies to adopt e-voting technologies in the South
African context is presented in (Achieng and Ruhode,
2013). In addition, we are not aware of any efforts to
simultaneously study e-voting adoption at both
individual and organizational levels.

E-voting offers great assurance and prospective as
the remedy for voter fraud in Nigeria’s electoral
system if properly implemented and financed, First, it
examines the theoretical, legal and lawful basis for e-
voting. Second, drawing lessons from other
jurisdictions, it analyses practical challenges for the
implementation and adoption of an e-voting system in
Nigeria. These challenges include the possible
compromise of e-voting devices, by viruses or other
malicious software; manipulation by people with
privileged access to the system, either system
developers, system administrators or malicious
hackers; denial-of-service attacks (attacks that result
in the e-voting facility being disabled or otherwise
unavailable for voters to use); lack of adequate
management mechanisms; and the difficulties of
proving electronic attacks in courts of law among
other things. Many of these problems are beyond the
contemplation of unaddressed issues by Nigeria’s
Electoral Act, making the law currently incapable.The
work presented here complements existing empirical
research on e-voting by providing ethnography of e-
voting in the Nigerian context. Ethnographic research
is one of the most in-depth research methods possible;
it offers right insight into the human, social and
organizational aspects of information systems (Myers,
1999). Using a multi-level innovation adoption
framework described extensively,(Chor,
Hoagwood&Horwitz 2013) as a theoretical lens, the
study draws from the direct involvement of one of the
authors as a key participant in the pre-adoption and
adoption phase of e-voting to support voter
registration in the 2011 Nigerian general elections. It
also relied on the cautiousinvestigation of the post-
election review report. In particular, the study
examines factors that are important for the successful
implementation of e-voting technologies across five
levels of innovation contexts-external environment,
organization, innovation, individual (internal users
of the innovation-electoral officers) and clients
(external users of the innovation-citizens or voters).
The findings are merged into a theoretical model we
call the “e-voting implementation model”.

E-voting is usually associated with the use of

electronic devices such as Electronic Voting
Machines (EVM) and channels like the internet for
casting votes or balloting

(Sampigethaya&Poovendran, 2006). E-voting is
considered in Chung & Wu (2009) as digitization
efforts related to e-government and e-democracy. In
this line of thinking, e-voting will aim at digitizing
the different stages of the electoral process including
registration, balloting, verification and finalization of
the election process.In order to advance our
understanding of the factors that contribute to the
successful adoption of e-voting technologies, this part
develops an analytical framework for documentation
and analysis of the ethnography carried by the
authors. It also provides details on our research
strategy, data collection and analysis techniques
adopted in the study.

Electronic voting is often seen as a tool for making
the electoral process more efficient and for increasing
trust in its management. E-voting, if properly
implemented, its solutions can increase the security of
the ballot, speed up the processing of results and make
voting easier.

However, the challenges are considerable. If not
carefully planned and designed, e-voting can
undermine the confidence in the whole electoral
process. However, this paper outlines contextual
factors that can influence the success of e-voting
solutions and highlights the importance of taking
these into account.

E-voting greatly reduces direct human
control and influence in this process. This
provides an opportunity for solving some old
electoral problems, but also introduces a whole
range of new concerns. As a consequence, e-
voting usually triggers more criticism and
opposition and is more disputed than any other
information technology (IT) application in
elections.E-voting system is similar to Internet
voting systems where votes are transferred via the
Internet to a central counting server. Votes can be
cast either from public computers or from voting
kiosks in polling stations ormore commonlyfrom
any Internet-connected computer accessible to a
voter.Internet voting was introduced as an
additional voting channel in 2005 and enjoyed
widespread trust from the very beginning.

Challenges of E-Voting Implementation

The inherent challenges of e-voting are
substantial and linked to the intricacies of
electronic systems and techniques. Many e-voting
solutions lack transparency for voters and even for
election administrators. Most e-voting solutions
are only fully understood by a small number of
experts and the reliability of the electoral process

relies largely on a small group of system operators
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instead of thousands of poll workers. If not
carefully planned and designed, the overview of e-
voting can demoralize confidence in the whole
electoral process. It is therefore important to

dedicate adequate time and resources to
considering its introduction and looking at
previous experiences of electronic
voting.Electronic ~ voting often  suggestively

changes the way in which elections are conducted
in a country. Fundamentally, every Information
and Communication Technology (ICT) application
is built in a way that allows corroboration of its
proper functioning by observing the application’s
outputs.E-voting systems are fundamentally
different. Due to the prerequisite to protect the

connection between the voter’s identity and the
vote cast. This is in itself a challenge as standard
ICT systems are inherently built for trailing and
observing transactions that happen on them. More
importantly, breaking the link between voter and
vote means that the analysis of an e-voting system
after an election cannot prove directly that every
vote was indeed counted and tallied as cast. This is
why indirect proofs of the wvalidity of the
electronic results, such as paper trails or system
certification, in combination with rigorous quality
control and security measures, are extremely
important. Without such devices, influenced or
incorrect results produced by an e-voting system
could remain unnoticed for a long time.

secrecy of the vote, they have to avoid any
Procurement And Cost Of Electronic Voting
Machine (EVM)

Before embarking on an e-voting project, a full cost-
benefit analysis as part of a wider feasibility study hould be
conducted. All ICT apparatus has additional and
elevationphases of only a few years. This is particularly
true for the swiftlydeveloping electronic voting technology.
Special attention should be paid to a genuine calculation of
the Total Cost of Ownership (TCO), including all costs of
storage, maintenance, upgrading and operating of the
system over several electoral cycles. If electoral phases are
long and voting machines may only be used once every few
years, leasing may be more cost-effective and obvious than
purchasing e-voting ssystems.The cost of hosting e-voting
can already be very high, but to remain secure and
trustworthy e-voting systems need continuous reviews,
upgrades and replacement as well as adjustments to new
requirements. When considering the costs of e-voting it is
important to consider the total cost of ownership over time
rather than the one-time purchase costs.

Features of E-Voting

Internally, electronic voting systems have many
functions, including encryption, randomization,
communication and security systems. A specific
analysis of these functionalities goes beyond the
immediate scope of this paper. For a basic
understanding of what e-voting systems can do,
however, it is useful to consider the following list
of some of the end-user functionalities that such
systems can provide to both voters and election
officials.

1. Electronic voter lists and voter
authentication: Part of an electronic
voting system can be an electronic voter list,
covering either a single polling station or the
entire country. This list can be used to validate
entitled voters and to record that they have cast
their vote.

2. Poll  worker interfaces: Special
functionalities that are only available to poll
workers, for example, resetting the vote count at
the opening of the polling station, closing
polling, printing and transmission of results.

3. Interfaces for casting votes:

4. These include touch screens, optical mark
recognition (OMR) ballot papers that are fed
into a scanner, touch-sensitive tablets, and push
buttons, web pages or special client software for
Internet voting.

5. Special interfaces for handicapped
voters: These include Braille or audio input
devices for the blind, easier access for voters
with physical disabilities, and simpler interfaces
for illiterate voters.

Types Of E-Voting

There are different types of e-voting and they

are:

1. Remote Voting System: This birth Internet

voting and SMS voting.

2. Direct Recording System: This constitute poll

site voting using Electronic Voting Machine
(EVM).

Internet Voting

~

7

Remote Voting System

Crimbminn

[ Electronic Voting

SMS Voting

Source: AshritLaxmi (n:d) L

Direct Recording System

e ™)
Poll Site Voting using EVM

. v
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6. Remote voting takes the form of Internet
and SMS voting. "Internet voting" refers to
electronic voting that takes place over the internet.
France, Switzerland, and Estonia are the few
countries that use Internet Voting for national
elections (I-Voting) AshritLaxmi, (n:d). On the
other hand, short Message Service (SMS) voting is
the process by which the electorates vote by
sending SMS to a specific number. An SMS is
sent using a mobile phone. For the poll site,
voters can cast ballots from any polling location
using Electronic Voting Machines (EVMs). The
tallying process is quick and accurate, convenient
and efficient. Security risks associated with such
systems could be managed because election
officials would have control over both the votingl.
platform and the physical environment (HTET &2.
AUNG, 2014). Australia, Belgium, Estoniaj3.
Brazil, Canada, France, Germany, India, Italy,
Norway, Netherlands, Namibia, Peru, Philippines,
Romania, Switzerland, United Kingdom and.
Venezuela, are countries that have used Electronic
Voting Machines (EVM) in their nationals.
elections ((AshritLaxmi, (n:d). A lot of benefits.
are accruable to the use of e-voting. In this regard,
(Benoist,Anrig&Jaquet-Chiffelle 2007) argue that/.
traditional ballot handling, such as manual
counting, is costly and time-consuming. 8.
Remote voting embracestools that allow voters to
vote in ways other than casting a ballot in person
at a polling station in their district of residence.
whether they are abroad or within the country
(European  Union, 2018). Remote voting,
therefore, is the type of e-voting that can be done

in person at a location other than the designatedlO.

polling station or at a different time, or by mail or
proxy. Remote Internet voting according to

(HTET & AUNG, 2014) is highly valuablell.

because it aims to increase voters’ expediency and
openness by allowing them to cast ballots from
virtually any  Internet-connected location.
However, (HTET & AUNG, 2014) maintain that

while this concept is engaging and offers manyl2.

benefits, it also poses a number of security risks
and raises other concerns about civic culture. They

assert that the technologies that are available nowl 3.

and in the near future are insufficient to combat
these threats.
Direct Recording System registers votes by means

of a ballot display provided with mechanical orl4.

electro-optical components that can be triggered
by the voter. These are typically buttons or a
touchscreen; and they process data using a

computer program to record voting data and ballot
images in memory components. After the election,
it produces a tabulation of the voting data stored in
a removable memory component and as printed
copy. The system may also provide a means for
transmitting individual ballots or vote totals to a
central location for consolidating and reporting
results from confines at the central location. The
device started to be massively used in 1996 in
Brazil where 100% of the elections voting system
are carried out using machines. In 2004, 28.9% of
the registered voters in the United States used
some type of direct recording electronic voting
system, up from 7.7% in 1996.
Advantages Of E-Voting
Faster vote count and tabulation.
More accurate results as human error is excluded.
Efficient handling of complicated electoral
systems formulae that require laborious counting
procedures.
Improved presentation of complicated ballot
papers.
Increased convenience for voters.
Potentially increased participation and turnout,
particularly with the use of Internet voting.
More attuned to the needs of an increasingly
mobile society.
Prevention of fraud in polling stations and during
the transmission and tabulation of results by
reducing human intervention.
Increased accessibility, for example by audio
ballot papers for blind voters, with Internet voting
as well for housebound voters and voters from
abroad.
Possibility of multilingual user interfaces that can
serve a multilingual electorate better than paper
ballots.
Reduction of spoilt ballot papers as voting systems
can warn voters about any invalid votes (although
consideration should be given to ensuring that
voters are able to cast a blank vote should they so
choose).
Potential long-term cost savings through savings
in poll worker time, and reduced costs for the
production and distribution of ballot papers.
Cost savings by using Internet voting: global reach
with very little logistical overhead. No shipment
costs, no delays in sending out material and
receiving it back.
Compared to postal voting, Internet voting can
reduce the incidence of vote-selling and family
voting by allowing multiple voting where only the
last vote counts and prevent manipulation with
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mail-in deadlines through direct control of voting
times.
Disadvantages Of E-Voting
Lack of transparency.
Limited openness and understanding of the system
for non-experts.
Lack of agreed standards for e-voting systems.
System certification required, but no widely
agreed standards for certification.
Potential violation of the secrecy of the vote,
especially in systems that perform both voter
authentication and vote casting.
Risk of manipulation by insiders with privileged
access to the system or by hackers from outside.
Possibility of fraud through large scale
manipulation by a small group of insiders.
Increased costs for both purchasing
maintaining e-voting systems.
Increased infrastructure and environmental
requirements, for example, with regard to power
supply, communication technology, temperature,
humidity.
Increased security requirements for protecting the
voting system during and between elections
including  during transport, storage and
maintenance.
Reduced level of control by the election
administration because of high vendor- and/or
technology dependence.
Limited recount possibilities.
Need for additional voter education campaigns.
Possible conflict with the existing legal
framework.
Possible lack of public trust in e-voting-based
elections as a result of the weaknesses above.
Conduct Of E-Voting

E-voting can be piloted either in controlled or
in  uncontrolled environments. E-voting in
controlled environments happens when the casting
of votes takes place in polling stations, polling
kiosks or other locations under the supervision of
staff appointed by the Electoral Management
Body (EMB). By that means, the -election
administration can to a great extent control the
voting technology as well as the processes and
settings under which voters are casting their
ballots. E-voting in controlled environments can
be seen as the electronic equivalent of traditional
paper-based voting in polling stations, embassies
and so on.Many of today’s e-voting systems in
controlled environments
yieldcorporalconfirmation of the vote cast in the
form of paper receipts for the voters. Voters can

and

authenticate their vote on the acknowledgement
and then deposit the receipt in a ballot box. By
manually re-counting the receipts, the results
presented by the voting system can be
independently confirmed. The results of an entire
election can be corroborated by a well-designed
manual recount of receipts from a random sample
of polling stations.

E-voting in uncontrolled environments can
be seen as the electronic equivalent of postal
voting or absentee voting.E-voting in uncontrolled
environments happens without any direction and
from voting devices that cannot be controlled by
the election management. This can be from home,
on the voter’s personal computer, or potentially
anywhere on mobile or public devices. With
voting in uncontrolled environments, anxieties
about the confidentiality of the vote, family
voting, pressure, vote-buying, the loss of the
Election Day ritual, the impact of the digital
divide and the concreteparting of voter identity
and ballot paper, as well as the technical integrity
of the device from which the votes are cast, all
need definite thoughtfulness. Current forms of
Internet voting have not yet been able to provide a
perfect solution to such distresses. E-voting
systems in uncontrolled environments usually do
not yield corporeal indication as these could be
used for vote-selling.

Furthermore, as the voter would keep the
acknowledgement, a manual recount is not
possible, which renders such receipts useless.
Though, some internet voting systems operate a
return code system that allows voters to verify that
their vote was conventionally unaltered by the
counting server. If e-voting systems provide no
physical proof of the votes cast, direct verification
of results is not possible.The results produced by
such a system can only be indirectly verified.
Indirect verification relies absolutely on a strict
authorization process against establishedcriterions
in combination with tight security measures that
prevent any violation of the voting system’s
integrity. In these settings it can be challenging to
converse the consistency and credibility of the e-
voting system in a transparent way to a precarious
or non-expert audience. This might become an
overwhelmingencounter in a perspective where
the EMB does not enjoy the full trust of the
electoral stakeholders. Adding a paper trail makes
e-voting systems more difficult and luxurious.
Bearing in mind the fact that many voters do not
check their takings, as well as conceivable
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mistakes in the manual recount and the need to
resolve discrepancies between the electronic count
and the paper count, paper trails are not a seamless
solution for guaranteeing accurate and transparent
elections. Still, if implemented in conjunction with
appropriate audit procedures and mandatory
random sample recounts, they become an
important tool that makes it easier to build
stakeholders’ trust. Paper trails allow the
verification of electronic election results and make
it possible to identify any faults or manipulation in
an observable and easily understandable process.
The lack of a paper trail is often one of the first
issues raised by opponents of electronic voting.
E-Voting Over Manual Voting

Nigerian elections have been conducted
manually since the country's independence. This
includes, among other things, voter registration,
ballot papers, and voting procedures. The
reliability of free and fair elections through these

Figure 2.Total Expenses Wasted Due to Lower Voter Turnout in Naira

processes has been questioned as a result of a
series of irregularities (Ishaq,
Osman&lJaleelkehinde, 2012). In the 2003
presidential election for instance, human lives
were lost. Similarly, during the 2019 presidential
election, about 40 people were killed during the
election including 11 in Rivers State (Premium
Time, 2019). (Herskovits, 2007) reports that some
700 violent election-related incidents between
November and March occurred where two
gubernatorial front-runners were
assassinated.Financially, a total of 444.5 billion
naira (N444.5 billion) was spent by the Federal
Government of Nigeria on the country's last three
general elections, but over N255 billion was
wasted due to low voters’ turnout in each election
(Datapyhte, 2022). A low turnout that might not
be unconnected with fear of violence. The
breakdown of the analysis is shown in the figure
below

Total Expenses Wasted due to lower Voter Turnout in Naira

Cost

per
voter Actual Cost
No. of Actual in Total Expense due to Voter
Registered Voters Maira in Naira (D = Turnout in
Year Voters (A) (B) (C) A*C) Maira (B*C)
2011 73,528,040 39,469,484 1,893 139,188,579,720 74,715,733.212
2015 68,833 476 29,432,083 1,601 116397407916 49,769,652,353
2019 84,004,084 28,614,190 2,249 25,184, -'_f_i;: 64,353,313,310

Fig. 2 Total Expenses Wasted Due to Lower Turnout in Naira,
Adapted from Datapyte, 2022.

Voters’ time has been wasted during elections in
Nigeria. Voters in Balanga and
YamaltuDebalLocal Governments of Gombe State
waited in vain for electoral materials and INEC
staff to appear during the presidential election, but
to no avail (Human Right Watch, 2007). In
Federal Low-cost I polling unit in Gombe,
(Human Right Watch, 2007) reported that the
presidential election which was slated to start at 8:
am, eventually commenced between 3:30 pm and
4pm, and the inhabitants claimed that not more
than 130 people had voted by 5 pm. However,
official result sheets at the collation centers
claimed that more than 900 votes had been cast in
that short time/period, 876 of them for the People
Democratic Party (PDP) (Human Right Watch,
2007).

In Kaduna state, the collation of the
presidential election in 2019 was hampered by the
late arrival of materials and the incompetence of
some presiding officers. The state governor,
returned to his polling unit around 6 pm on
Election Day to observe the ballot counting, but
when he left at 9.30 p.m., the presiding officer was
still battling to reconcile the figures (Premium
Time, 2019). The 2019 election was characterized
with the late arrival of materials,malfunctioning
card readers, and violence (Premium Time, 2019).
Closely related to what happened in Kaduna state,
some polling units in Otukpo Local Government
Area of Benue state had INEC staff arrive four
hours late for the exercise, resulting in voting
being carried over to the next day (Premium Time,
2019). The situation delayed the commencementg,
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of the election and eventually wasted voters’ time
in the polling units. Below is the evidence of time
wastage during election in Nigeria occasioned by
manual voting system. In addition to the time
wastage, manual elections in Nigeria have been
characterized with rigging.The issue of rigging in
Nigerian elections is historical. The post-
independence elections in Nigeria marked the
beginning of manual election rigging in the
country's history (ObiefunaOguejiofor, 2018).
There have been massive rigging, terrorization,
subjugation, viciousness, and indiscriminate
killings. As a result of these gravities, the electoral
process failed completely. After this election, the
existing fragile peace could no longer be
sustained, and the wanton rigging at the election
ensured that the demise of the Republic was only a
matter of time. This according to Nkasi, as cited in
(Obiefuna-Oguejiofor, 2018), resulted in a three-
year civil war and the country's worst
humanitarian disasters.

Similarly, the general public's perception
of the 1983 election was that it was massively
rigged (Apter, 1987). There were accusations and
counter-accusations from the political parties of
intimidation, manipulation of ballot papers,
thuggery and fraud. Likewise, during the 2003
presidential election, the polling station was
tainted by stolen ballot boxes and erroneous vote
counts (Herskovits, 2007). Professor, who was the
returning officer in an Akwalbom state north-west
senatorial election in 2019, was accused of
falsifying results. The All-Progressive Congress
(APC) obtained 10,534 votes, while the PDP
scored 25,123 votes. However, the accused
declared a result in which the APC garnered 15,
534 votes and the PDP received 20,123 votes,
resulting in 5,000 fewer votes for the PDP and

5,000 more votes for the APC (Channels
Television, 2021). After pleas for mercy by the
defense counsel and the accused, the judge
ordered the accused to pay a fine of N100, 000 on
the first count and sentenced him to three years in
a correctional facility with no option of a fine. The
common cause of these inaccurate results is vote-
buying. This is opposed to the ethos and norms of
democracy. Before the 2015 elections, for
example, it was reported that during the All-
Progressive Congress (APC) presidential primary
in Lagos State, "over 8 000 delegates who
participated allegedly earned US$5 000 each from
the candidates." Delegates were to receive $2,000
from one presidential candidate's campaign and
$3,000 from the other candidate's campaign.
Given that over 8000 delegates were reported to
have attended the primaries, the competing camps
could have spent more than US$16 million and
US$24 million on vote-buying during the primary
stage, respectively (Matenga, 2016). Human
Rights Watch observed that the Presidential
election of 2007 was characterized with violence
and intimidation that marred the electoral process
in the states of Gombe and Katsina, denying a
large number of voters.

The opportunity to vote (Human Rights
Watch, 2007). Voting was marred by late opening
of polls, a severe dearth of ballot papers, obvious
voter intimidation, hooligans snatching of ballot
boxes, vote-buying, and other unscrupulous
attitudes widely displayed where elections took
place. With this background on the situation of
manual election elections in Nigeria, it is
imperative to seek digital solutions to remedy the
above abnormalities that are asymmetrical to
enduring democratic governance in Nigeria
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In Kaduna state, the collation of the presidential election in
2019 was hampered by the late arrival of materials and the
incompetence of some presiding officers. The state
govemor, returned to his polling vait around 6 pm. on
election day to observe the ballot counting, but when he left
at 9.30 pm., the presiding officer was still battling to
reconcile the figures (Premivm Time, 2019). The 2019
election was characterized with the late arrival of materials

Figure 3: Image of Time Wastage During Election in Nigeria

some polimg uasts 1 Utukpo Local ovemment Area of
Benue state had INEC staff arrive four hours late for the
exercise, resulting in voting being carried over to the next
day (Premium Time, 2019). The situation delayed the
commencement of the election and eventually wasted
voters’ time in the polling units. Below is the evidence of
time wastage during election in Nigeria occasicned by
manual voting system.
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In addition to the time wastage, manual elections in Nigeria
have been characterized with rigging. The issve of rigging
in Nigerian elections is historical. The post-independence
elections in Nigeria marked the beginning of manual
election rigging in the country's history (Obiefuna-

results. The All-Peoples’ Congress (APC) obtained 10,534
votes, while the PDP scored 25,123 votes. However, the
accused declared a result in which the APC garmered 15,
534 votes and the PDP received 20,123 votes, resulting in
5,000 fewer votes for the PDP and 5,000 more votes for the
APC (Channels Television, 2021). After pleas for mercy
by the defence counsel and the accused, the judge ordered

Oguejiofor, 2018). There have been massive rigging,  the accused to pay a fine of N100, 000 on the first count
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Fig. 2: Image of Time Wastage During Election in Nigeria.
Source: https://www.premiumtimesng.com/news/headlines/343971-626-killed-during-2019-nigeria-
elections-report.htm

In 2007, the desire to reclaim INEC's lost
integrity, improve the veracity of election results,
and exonerate INEC from public accusations of
colluding with the ruling party to manipulate
election results prompted the development of the
Electronic Voting Machine (EVM) (Idris&Yusof,
2015). This is coupled with citizens' desire to elect
credible and committed leaders for infrastructure
development and the need to reduce post-election
violence, which has claimed the lives of many
innocent people in previous elections (Adebayo,
Ugiomoh&AbdulMalik, 2013). The burdens
associated with manual elections in Nigeria range
from the cost of paper ballot elections, with their
massive logistics requirements, movements of
multitudes of ad hoc voting staff and security
officials, high-security printing costs to slow and
ponderous  counting, frequently open to
manipulation and fraud, calls for a transition to e-
voting for Nigeria. These necessitate the transition
from manual to electronic voting. However, a
series of debates have been trending for and
against e-voting in Nigeria. Some argue that the
remedy for abnormalities associated with elections
cannot be tackled through e-voting (Vanguard,
2021). Those who argue against it used the case of
the 2015 general election in Nigeria to buttress
their position. For them, e-voting was pilot-tested
during the 2015 general election and triggered
national outrage and embarrassment when the then

President,Goodluck Jonathan, his wife and mother
could not be accredited at the polling booth for
half an hour due to the malfunctioning of the
Independent Electoral Commission (INEC)’s
Smart Card Reader (SCR) (This Day Newspaper,
2015). On the other hand, it is contended that e-
voting holds greater promise as a panacea for
voter fraud in Nigeria's electoral system if
properly implemented and funded (Obiefuna-
Oguejiofor, 2018). Those who argue in favor of e-
voting for Nigerian aptly submit that the Kaduna
state government deployed e-voting in the 2018
council election and it was successful (The Nation
Newspaper, 2021). The success of the electronic
voting tryout in Kaduna State has triggered the
Independent National Electoral Commission
(INEC) under pressure to use it in the next general
elections, come 2023.

However, (The Nation Newspaper, 2021)
claimed that the Kaduna State local government
elections that used e-voting were not subjected to
independent verification and validation, hence,
cannot be used to assess the feasibility of e-voting
in the 2023 general elections. Substantiating the
foregoing, (The Nation Newspaper, 2021) argues
that "the ballot machine is a sensitive material."
Unfortunately, opposition parties were not
permitted to monitor or inspect those items to see
if they have been tampered with. Thus, it was
insinuated that some of the machines wereg,
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preloaded. This equally accounts for the reason
why it was rejected in western countries like
Germany, Ireland, and the Netherlands. It was
largely rejected due to opposition pressure.
However, this was done without a concrete and
comprehensive evaluation of the e-voting systems.
Niemoller, cited in (Uzedhe&Okhaifoh, 2016).

Notwithstanding, with the humongous benefits
as obtainable in other climes, electronic voting is
both feasible and practicable in Nigeria, and as
such should be used in future elections in Nigeria.
No doubt, the benefits that will accrue to the
adoption and use of e-voting in Nigeria are
innumerable. Huge burdens would have been
lifted off the electoral process in Nigeria thereby
leading to a stable democracy. Countries across
the globe have utilized the e-voting system and
many challenges with their electoral processes
were reduced to the barest minimum.
Summarizing the benefits of e-voting, (Data-
monitor, 2008) opined that E-voting reduces costs,
increased participation and voting options,
increased the speed and accuracy of placing and
tallying votes, and provides greater accessibility
and flexibility to the disabled. Similarly, (Okoro,
2016) affirmed that the adoption of electronic
voting systems is a significant process that is
required for the improvement of election outcomes
as well as the reduction of fraud and corruption
associated with ballot boxes and ballot papers.
According to a study conducted by
(Nnaeto&Anulika, 2018) on e-voting and credible
elections in Nigeria: A study of Owerri Senatorial
Zone, 85 per cent of respondents agreed that the
use of e-voting in Nigeria will reduce the rate of
election fraud. This is due to the fact that most
electoral proceedings will be powered by
electronic means, leaving a small window for
fraudulent manipulation. This affirms the finding
of (Ephias, 2010), who opines that an electronic
counting system was installed in the Philippines,
and it deals with fraud during the counting
process. However, just because it works in the
Philippines does not guarantee that it will work in
other democracies in the same proportion. Without
mincing words, (International Peace Institute,
2011) affirms that a critical advantage of
electronic voting is the elimination of human
involvement in polling stations and locations
arising during transmission, tabulation, and
distribution of results.

Similarly, (Obiefuna-Oguejiofor, 2018) echoed
that with e-voting, Nigeria can overcome voting

frauds, impersonation; multiple voting that
constitutes a major step in restoring public faith in
an electoral system bedevilled with challenges.
For Professor MahmoodYakubu, the Chairman of
the Independent National Electoral Commission
(INEC) of Nigeria, the Internet voting system
tends to maximise user participation, by allowing
them to vote from anywhere and allowing access
from different computer systems and from any
device that has an Internet connection (The
Guardian Newspaper, 2020). This is consistent
with the viewpoint of(Germann&Serdiilt, 2014),
who argue that the elderly, disabled, those living
in remote areas, citizens residing abroad
(expatriates), for whom it saves the return time
associated with postal service are the categories of
people the internet voting appeals to most. This is
because they do not have the opportunity to vote
at a polling station. In the same vein, (Arent,
1999) submits that it is accessible at any time and
from any location — at home, at work, on vacation,
or for business — and enables citizens to "vote in
[their] underwear." (Oostveen&VandenBessdaar,
2004; Gainous& Wagner, 2007) on the other
hand, argues that e-voting will only benefit
citizens (well-educated and wealthy) who are
already familiar with the internet and vote on a
regular basis, while leaving behind the less
educated, the elderly, and women. Supporting this
position, research conducted in Canada and
Europe show that internet voters are typically
older, wealthier, and better educated (Goodman,
2014;Serdult; Germann; Harris; Fernando; &
Alicia, 2015). The key message is that internet
voting is expected to increase turnout by providing
an easy way to vote, but does not affect the
turnout of only certain groups of citizens. Another
strength of e-voting closely related to the
foregoing is that, it is capable of curtailing heavy
election expenses. This is another critical
dimension of reducing the burdens associated with
elections. The cost-saving potential of an online
voting system is limitless. Ballots are not required
to be printed. Voters must simply complete and
submit an online ballot. Citizens can also use
“Follow My Vote” to ensure that their vote was

correctly cast without needing a physical receipt.
Voting machines, which are costly to purchase
and maintain, have become obsolete as a result of
online voting. Voting machines, software
contracts and IT maintenance can cost thousands
of dollars, and a single polling place usually
houses several machines. Voting machines are not
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only expensive, but they are also vulnerable to
hacking (https://followmyvote.com/cost-savings/).
Similarly, (Punch, 2021), noted that since Nigeria
already has a functioning biometric voter
registration system and records, the costs of
adapting the technology and perfecting bank grade
cyber security and data storage can be met at a
fraction of the current INEC election budget.
(Punch, 2021) re-echoed that the exorbitant cost of
reprinting election materials to correct errors or
comply with court judgments obtained after the
materials were printed is immediately eliminated
in an electronic voting process because INEC can
simply correct online at any time before election
day. Viewing the extent to which e-voting would
cut costs for the Nigerian government, Prof.
AdesinaSodiya, President of NCS, called for the
adoption of an electronic voting (e-voting) system,
which he claims will eliminate electoral fraud and
cut election costs by 95% (This Day
Newspaper,2022). The perceptions above are not
different from what obtains in countries that have
been conducting their election through electronic
voting over some decades. India for instance, has
used relatively cheap EVMs for decades and has
concluded that EVM-based elections are much
cheaper than paper-based ones
(https://aceproject.org/aceen/topics/em/emia/emia

11/mobilebrowsing). Specifically, India utilized e-
voting in her 2004 election and installed 800,000
voting machines at $200 million. It was expected
that the authorities will save approximately 10,000
tons of ballot paper for every future election.
Regarding the time-saving dimension,
(Punch,2021) affirms that electronic voting will
also end the inefficient practice of restricting
movement on Election Day and bring our general

population up to speed on technology use. This
helps in reducing voter indifference caused by fear
of ferocity, long lines, and queuing in harsh
weather at polling places on Election Day.
Without mincing words, (Uzedhe&Okhaifoh,
2016) posit that the traditional voting system with
paper ballots used in Nigeria's electoral system is
time-consuming and, in most cases, marred by
anomalies caused by the system and/or human
errors. Inconclusive election results, heated
debates, and exorbitanthearing resulting in further
financial and time loss to the country are the
consequences of abnormalities.
Conclusion

The implementation of this electronic voting
system would enable free and fair election in a
developing country like Nigeria. This system will
help to eliminate election irregularities, stealing of
ballot boxes to mention but a few. E-Voting
system offers convenience to the voter and
considerable ease to election administrators as
they can get election results out more quickly than
conventional methods of manual voting. Thus, the
E-Voting system has helped in the automation of
the traditional voting system and hence its
efficiency. Finally, severe laws, penalties should
be enacted to allow INEC perform their duties
without excessive interference. The outcome of
2015 general elections has demonstrated that, the
masses can determine their leadership, and it goes
along to confirm that non-performance leaders can
easily be voted out of power; therefore, all leaders
must be committed to improving the wellbeing of
the masses, hence, an indicator to poverty
alleviation in Nigeria.
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Abstract
This study examined innovation and development studies as panaceas to enhance nation-building in Nigeria: Imo

State as a case study. Based on the objective of the study, three research questions guided the study. The area of the
study was two public higher institutions offering education in Imo State mainly Alvan lkoku Federal University of
Education, Owerri and Imo State University, Owerri. The population of the study comprised of all the two hundred and
sixty-one (261) lecturers from both institutions in the faculties of education. The researchers selected one hundred
and twenty lecturers (respondents) using simple random sampling technique. A descriptive survey research design
was adopted for the study. Data were collected using researchers’ developed questionnaire from a sample of one
hundred and twenty (120) teaching staff of the faculties of education of the two public higher institutions in Imo
State, Nigeria. Data collected were analyzed using descriptive statistics (weighted mean). Results shown positive
relationship between innovation and development studies. It also shown positive relationship between development
studies and nation-building in Nigeria: Imo State as a case study. Based on the findings, the researchers
recommended amongst others, that the government of Imo State should develop digital connectivity that would
provide adequate broad and coverage internet penetration thus, making the citizens to participate in the digital
economy.

Keywords: Innovation, development studies, Nation-Building, Imo State, Digital Economy

Innovation enhancing nation-building in Nigeria, with Imo
In quest for sustainable nation-building in Nigeria, State as a case study.

Imo State inclusive, innovation and development

) ) Innovation, in this context, refers to the creation
studies have emerged as panaceas for unlocking

, ) ) and implementation of novel solutions, products,
the country’s latent potential. As the nation

) and processes that address pressing societal needs.
grapples with development challenges, the need P P 9

. . . ) Development studies, on the other hand,
for innovative solutions and strategic development

. : . . : encompasses the multidisciplinary examination of
interventions has become increasingly evident.

) . development processes, policies, and practices. B
This study seeks to explore the transformative P P P P y

i i . integrating these two fields, this research aims to
power of innovation and development studies in
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uncover the synergies that can propel Nigeria’s

development trajectory.

Imo State, with its rich cultural heritage and
abundant natural resources, presents a fascinating
case study. This state’s strategic location in the
South-eastern region of Nigeria, coupled with its
vibrant economy and diverse population, makes it
an ideal setting for exploring the dynamics of

innovation and development.

Therefore, this study will dive into the ways

innovation and development studies can:

1.  Foster economic growth and diversification

2. Enhance human capital development and
capital building.

3. Promote sustainable environmental
management.

4.  Strengthen institutional frameworks and
governance.

Researchers and authors have extensively

explored the pivotal role of innovation and

development studies in fostering economic growth

and diversification. Here are some elaborate

views:

Innovation as a Driver of Economic Growth
Acs and Audretsch (2013) posit that innovation is
a key driver of economic growth, as it enables
firms to differentiate themselves and create new
markets (p. 123).

Schumpeter (1934) pioneered the concept of
innovation-driven economic growth, emphasizing
the role of entrepreneurship and creative
destruction in shaping economic development (p.
66).

Porter (1990) argues that innovation is a critical
factor in achieving competitive advantage and
driving economic growth (p. 78).

Kuznetsov and Sabel (2011) highlight the
importance  of  development  studies in
understanding the complex interactions between
innovation, entrepreneurship, and economic
growth (p. 156).

Kim and Lee (2015) explore the relationship
between innovation and economic diversification,
finding that innovation enables firms to enter new
markets and industries, thereby reducing
dependence on a single sector (p. 201).

Hirschman (1958) emphasizes the role of
development studies in understanding the
structural transformation of economies and
promoting economic diversification (p. 23).
Freeman and Soete (1997) argue that innovation
and development studies are interconnected, as
innovation is a key driver of economic
development and growth (p. 123).

Innovation and Human Capital Development
Drucker (1994) posits that innovation is critical
for developing human capital, as it enables
individuals to acquire new skills and knowledge
(p. 123).

Senge (1990) argues that innovation is
essential for building learning organizations,
which are critical for human capital development
(p. 156).

Nonaka and Takeuchi (1995) emphasize the role
of innovation in creating knowledge-based
organizations, which are key to developing human
capital (p.78).

Lall (2001) highlights the importance of
development studies in understanding the complex
interactions between innovation, entrepreneurship,
and human capital development (p. 201).

Nelson and Phelps (1966) argue that development
studies can inform human capital development by
identifying the critical factors that drive economic
growth and innovation (p. 66).

Romer (1990) posits that development studies can
enhance capacity building by identifying the
optimal policies and strategies for promoting
innovation and human capital development (p.
123).
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Freeman and Soete (1997) argue that innovation
and development studies are interconnected, as
innovation is a key driver of human capital
development and capacity building (p. 123).

Innovation and Sustainable Environmental
Management

Porter and van der Linde (1995) argue that innovation
can lead to sustainable environmental management by
creating new technologies and processes that reduce
environmental impact (p. 123).

Schmidheiny (1992) posits that innovation is
critical for sustainable development, as it enables
companies to reduce waste and pollution while
improving efficiency (p. 156).

Lele (1991) highlights the importance of
development studies in understanding the complex
interactions between economic development,
innovation, and environmental sustainability (p.
201).

Redclift (1994) argues that development studies
can inform sustainable environmental
management by identifying the critical factors that
drive environmental degradation (p. 66).

WCED (1987) posits that development studies can
promote sustainable environmental management
by emphasizing the need for equitable and
sustainable development (p. 123).

Freeman and Soete (1997) argue that innovation
and development studies are interconnected, as
innovation is a key driver of sustainable
environmental management (p. 123).

Innovation and Institutional Frameworks

North (1990) argues that innovation can lead to
the development of new institutional frameworks
that promote economic growth and development
(p. 123).

Acemoglu and Robinson (2012) posit that
innovation can strengthen institutional
frameworks by creating new technologies and
processes that reduce transaction costs and
improve governance (p. 156).

Rodrik (2007) emphasizes the role of innovation
in creating inclusive institutions that promote
sustainable development (p. 78).

Evans (1995) highlights the importance of
development studies in understanding the complex
interactions  between institutional ~frameworks,
governance, and economic development (p. 201).
World Bank (2017) argues that development
studies can inform governance by identifying the
critical  factors  that drive institutional
strengthening (p. 66).

Ostrom (1990) posits that development studies can
promote governance by emphasizing the need for
participatory  and inclusive institutional
frameworks (p.123).

Freeman and Soete (1997) argue that innovation
and development studies are interconnected, as
innovation is a key driver of institutional
strengthening and governance (p. 123).

Innovation and Inclusive Practices

VVon Hippel (2005) argues that innovation can lead
to inclusive practices by empowering users to
participate in the innovation process (p. 123).
Chesbrough (2003) posits that innovation can
encourage inclusive practices by creating open
innovation platforms that facilitate collaboration
(p. 156).

Prahalad and Ramaswamy (2004) emphasize the
role of innovation in creating inclusive  business
models  that  prioritize  co-creation  with
marginalized communities (p. 78).

Chambers (1997) highlights the importance of
development studies in understanding the complex
interactions  between participatory practices,
empowerment, and sustainable development (p.
201).

Freire (1970) argues that development studies can
inform participatory practices by emphasizing the
need for critical pedagogy and community
engagement (p. 66).

Sen (1999) posits that development studies can
promote participatory practices by prioritizing
human capabilities and social justice (p. 123).
Freeman and Soete (1997) argue that innovation
and development studies are interconnected, as
innovation is a key driver of inclusive and
participatory practices (p. 123).
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Objective of the Study

1. To ascertain whether innovation and
development studies can enhance nation-
building in Nigeria.

2. To identify the most effective innovation and
development strategies for nation-building in
Imo State.

3. To examine how policy and governance
frameworks can support innovation and
development for nation-building in Imo State.

1. How can innovation and development studies
enhance nation-building in Nigeria?

2. What are the most effective innovation and
development strategies for nation-building in
Imo State?

3. How can policy and governance frameworks
support innovation and development for
nation-building in Imo State?

Method

The researchers adopted a survey research design
in carrying out research work. The population of
the study comprised of all the (261) two hundred
and sixty one lecturers from both Alvan Ikoku
Federal University of Education, Owerri and Imo
State University, Owerri. A sample size of (120)
one hundred and twenty lecturers were selected
for the study using sample random, sampling
technique. The instrument used for data collection
was the researchers’ developed questionnaire. The
face and content validity of the instrument were
determined by three research experts in the field
of research. Data collected were analyzed using
weighted mean.

Research Question One: How can innovation and development studies enhance nation-building in Nigeria?

S/N |Questionnaire Items 4 3 2 1 Total |X |Remark
SA |A |SD |D

1 Innovation and development in Nigeria|60 |40 (10 |10 120 |3.3 |Accepted
face challenges. 240 (120 (20 |10 |390

2 Innovation and development are low inj20 |30 (50 |20 120 |2.4 |Rejected
Nigeria 80 |90 |100 (20 |290

3 Government has approaches tol60 (30 |20 (10 [120 |3.2 |Accepted
innovation and development 240 |90 |40 |10 380

4 Resources are needed to support/60 |40 |10 |10 |120 (3.3 |Accepted
innovation and development 249 120 (20 |10 |390

5 Innovation and development are|65 (40 (10 |5 120  |3.4 |Accepted
desirable in nation-building 260 (120 (20 |5 405
Grand Mean 3.2

Result Presentation

From the above table, in item 1, the highest
number of respondents strongly agree that
innovation and development in Nigeria face
challenges with the frequency of 60, agree was 40,
strongly disagree and disagree share the same
frequency of 10 each. In conclusion, it is now an
established fact that innovation and development
actually face challenges in Nigeria. Furthermore,
from the selected questionnaire item 2, the lowest
number of respondents strongly agrees that
innovation and development are low in Nigeria.
From these responses, it is now an established fact

that innovation and development are low in
Nigeria. Consequently in questionnaire item 3, the
highest number of respondents strongly agree that
government has approaches to innovation and
development with a frequency of 60, agree was
30, strongly disagree and disagree are 20 and 10
respectively. In conclusion, it is now an
established fact that government actually has
approaches to Innovation and development. Also
in questionnaire item 4, the highest number of
respondents strongly agree that resources are
needed to support innovation development, agree
has a frequency of 40, strongly disagree and
disagree had frequency of 10 each. In conclusion,
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it is now an established fact that resources are
needed to support innovation and development.

Lastly, in questionnaire item 5, the highest number
of respondents strongly agree that innovation and
development are desirable in nation-building with
a frequency of 65, agree was 40, strongly disagree
and disagree were 10 and 5 frequencies
respectively. In conclusion, it is now an
established fact that, innovation and development

are desirable in nation-building. Therefore, from
the above analysis, the grand mean calculated is
3.2. It revealed that the innovation and
development studies are enhancers to nation-
building and it stands above 2.5 reference mean
and it shown that, innovation and development
studies can enhance nation-building in Nigeria and
it is relatively high.

Research Question Two: What are the most effective innovation and development strategies for nation-

building in Imo State?

S/N |Questionnaire Items 4 3 2 1 Total |[X |Remark
SA |A |SD |D
1 Lack of national unity in Imo State 60 (40 |10 |10 |120 |3.3 |Accepted
240 |120 |20 |10 (390
2 Political instability in Imo State 65 (35 |15 |5 120  |3.3 |Accepted
260 |105 (30 |5 |400
3 Socio-economic  disparities among|60 (40 |10 |10 (120 |3.6 |Accepted
people in Imo State 240 |120 |20 |10 (390
4 Corruption in all sectors of the{70 (30 |10 |10 (120 |3.3 |Accepted
economy 280 |90 |20 |10 |400
5 Historical prevailing grievances in Imo|65 |35 |15 |5 120  |3.3 |Accepted
State 260 (105 (30 |5 400
Grand Mean 3.7

Result Presentation

From the above table, in item 1, the highest
number of respondents strongly agree that there is
lack of national unity in Imo State, with a
frequency of 60, 40 agree, disagree and strongly
disagree share the same frequency of 10. In
conclusion, it is now an established fact that there
is lack of national unity in Imo State. Information
in item 2 shown that the highest number of
respondents strongly agree that there is political
instability in Imo State with a frequency of 65, 35
agree, strongly disagree and disagree share
frequencies of 15 and 5 respectively. In
conclusion, it is now an established fact that
political instability is noticeable in Imo State.
Furthermore, in item 3, the highest number of
respondents strongly agree that there are socio-
economic disparities among people of Imo State,
with a frequency of 60, 40 agree, strongly disagree
and disagree share the same frequency of 10. In

conclusion, it is an established fact that there are
socio-economic disparities among people of Imo
State. Consequently, in item 4, the highest number
of respondents strongly agree that there is
corruption in all sectors of the economy with a
frequency of 70, 30 agree, strongly disagree and
disagree share the same frequency of 10. In
conclusion, it is now an established fact that there
is corruption in all sectors of the economy. Lastly,
in item 5, the highest number of respondents
strongly agree that there are historical prevailing
grievances in Imo State with a frequency of 65, 35
agree and strongly disagree and disagree share 15
and 5 respectively. In conclusion, it is now an
established fact that there are historical prevailing
grievances in Imo State.

Therefore, from the above analysis, the grand
mean calculated is 3.7. It revealed that there are
effective innovation and development strategies
for nation-building in Imo State and it stands
above 2.5 reference mean and it thus shown that
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most effective innovation and development

strategies in Imo State are relatively high.

Research Question Three: How can policy and governance frameworks support innovation and

development for nation-building in Imo State?

S/N |Questionnaire Items 4 3 2 1 Total |X |Remark
SA |A SD (D

1 Innovation can address environmental|60 (40 (10 |10 |120 |3.6 |[Accepted,
challenges 240 (120 |20 (10 (390

2 Innovation plays a crucial role in|65 (30 (20 |5 120  |3.3 |Accepted
achieving economic growth 260 |90 |40 |5 395

3 Education and awareness play major(70 |30 |10 |10 [120 |3.3 |Accepted
role in fostering innovation in Imo(280 |90 |20 |10 |400
State

4 Policy makers support innovation for(55 |35 |20 |10 [120 |3.1 |Accepted
sustainable development 220 |104 |40 |10 (375

5 There is  relationship  between|60 |35 |15 |10 |120 (3.2 |Accepted
innovation and sustainable|240 |105 (30 |10 |385
development
Grand Mean 3.3

Result Presentation

From the above table, in item 1, the highest
number of respondents strongly agree that
innovation can address environmental challenges
with the frequency of 60, 40 agree, strongly
disagree and disagree share the same frequency of
10. In conclusion, it is now an established fact that
innovation can address environmental challenges.
However, in item 2, the highest number of
respondents strongly agree that innovation pays a
crucial role in achieving economic growth with a
frequency of 65, 30 agree, 20 and 5 strongly
disagree and disagree respectively. In conclusion,
it is now an established fact that innovation plays
a crucial role in achieving economic growth.
Furthermore, in item 3, the highest number of
respondents strongly agrees that education and
awareness play major role in fostering innovation
in Imo State with a frequency of 70, 30 agree,
strongly disagree and disagree share the same
frequency of 10. In conclusion, it is now an
established fact that education and awareness play
major role in fostering innovation in Imo State. In
item 4, the highest number of respondents strongly
agree that policy makers can support innovation
for sustainable development with frequency of 55,

35 agree, strongly disagree and disagree share
frequencies of 20 and 10 respectively. In
conclusion, it is now an established fact that
policy makers can support innovation for
sustainable development.

Lastly, in item 5, the highest number of
respondents strongly agree that there is a
relationship between innovation and sustainable
development with a frequency of 60, 35 agree,
strongly disagree and disagree share frequencies
of 15 and 10 respectively. In conclusion, it is now
an established fact that there is a relationship
between innovation and sustainable development.
Therefore, from the above analysis, the grand
mean calculated is 3.3. It revealed that policy and
governance frameworks can support innovation
and development for nation-building in Imo State
and it stands above 2.5 reference mean and it thus
shown that policy and governance frameworks can
support innovation and development for nation-
building in Imo State.

Discussion of Findings

The study investigated innovation and
development studies as panaceas to enhance
nation-building in Nigeria, with specific focus on
Imo State. The findings reveal numerous key
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insights as follows. Firstly, the results of research
question 1 indicate that innovation and
development studies have a positive impact on
nation-building in Nigeria. This suggests that
investing in innovation and development can
contribute significantly to the country's growth
and progress.

Secondly, research question 2 identified effective
innovation and development strategies for nation
building in Imo State. These findings highlighted
the potential for targeted interventions to drive
innovation and development in the state.

Thirdly, research question 3 revealed that policy
and governance frameworks can support
innovation and development for nation-building in
Imo State. This indicates that a supportive policy
environment and effective governance structures
are crucial for harnessing innovation and
development to drive nation-building.

Overall, the findings suggested that innovation
and development are essential components of
nation-building in Nigeria, and that targeted
strategies and supportive policy frameworks can
enhance their impact. These insights have
important  implications  for  policymakers,
development practitioners, and researchers
seeking to promote nation-building in Nigeria.

Conclusion

This  study investigated innovation and
development studies as panaceas to enhance
nation-building in Nigeria, with a specific focus
on Imo State. The findings reveal that innovation
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